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1 (U) Scope 1 

(U) This document presents the concept of operations (CONOP) for the Department of 2 

Defense (DoD) Key Management Infrastructure (KMI), Capability Increment 2 (CI-2).  It 3 

provides an overview of the concepts and functionality for CI-2, and a user-oriented 4 

operational view of the system, illustrating common system operations in storyboard 5 

form. 6 

1.1 (U) Identification 7 

(U) This document is KMI 2212.  This is revision 1.4. 8 

1.2 (U) Document Overview 9 

(U) This document is divided into eight sections.  This section provides administrative 10 

information, a document overview, and a very brief system overview. 11 

• (U) Section 2 lists reference documents. 12 

• (U) Section 3 describes the existing operational environment into which the 13 

capabilities provided by KMI CI-2 will be introduced 14 

• (U) Section 4 presents the justification for developing and fielding KMI CI-2 15 

capabilities 16 

• (U) Section 5 provides a description of the proposed KMI CI-2 system and 17 

capabilities 18 

• (U) Section 6 presents operational scenarios for KMI CI-2 in the form of 19 

storyboards.   20 

• (U) Section 7 summarizes the impacts that the development and fielding of KMI 21 

CI-2 are expected to have on the user community. 22 

• (U) Section 8 presents a brief analysis of the benefits and limitations of CI-2. 23 

1.3 (U) System Overview 24 

(U) The target KMI
1
 will be a single, automated, network-accessible, electronic-based 25 

key management and predominantly electronic cryptographic product delivery 26 

infrastructure.  This new infrastructure will provide a means for the secure ordering, 27 

generation, production, distribution, management and auditing of cryptographic products 28 

(e.g., asymmetric key, traditional symmetric keys, manual cryptographic systems and 29 

cryptographic applications).  Figure 1 provides an operational overview of the target 30 

KMI.  KMI CI-2 will be the initial fielding of capabilities for network based management 31 

of cryptographic products and services along a development path toward the target KMI. 32 

                                                 
1
 “Target KMI” is a phrase that refers to the architecture and capabilities that KMI development efforts are 

intended to realize over time.  Each “capability increment” should move the current KMI closer to the 

target architecture.  The initial KMI Target Architecture was defined during 1999-2000; it is the intent of 

the KMI program that the target architecture be periodically revisited and updated.  In this CONOP, “KMI” 

refers to the capabilities described by the CONOP and should be considered equivalent to “KMI CI-2.” 
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Figure 1: (U) Future KMI Operational View 34 

(U) It is important to note that successful implementation of KMI requires more than 35 

transferring cryptographic products from Point A to Point B.  Because of their sensitive 36 

nature, cryptographic products are strictly controlled from cradle to grave.  KMI will 37 

accomplish these control and management processes faster and with less user burden than 38 

current systems through secure automation.  KMI will use common networks such as the 39 

Non-classified Internet Protocol Routing Network (NIPRNET) and the Secret Internet 40 

Protocol Routing Network (SIPRNET) to the maximum extent allowed by policy and 41 

doctrine.  Access to some KMI services, such as black key delivery, is expected to be 42 

through general-purpose computers not dedicated to KMI-related uses.  More sensitive 43 

KMI services, however, will continue to require dedicated workstations in the CI-2 44 

timeframe.  45 

(U) KMI will create levels of management including central services (e.g., creation of 46 

key, security operations, storage and audit), tactical management (e.g., distribution of key 47 

in communication-challenged environments) and local management (e.g., requesting and 48 

receiving key for local weapon systems).  The target KMI will consolidate existing "stove 49 

pipe" key management capabilities.  CI-2 will provide network-oriented key management 50 

and delivery capabilities and begin to provide a path for transition away from the existing 51 

physical and electronic Communications Security (COMSEC) material systems.  As a 52 

supporting infrastructure for the Global Information Grid (GIG), the KMI will provide 53 

products used by End Cryptographic Units (ECUs).   CI-2 will both support legacy ECUs 54 

and provide the foundation that will evolve to support the modern key management 55 
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concepts being developed for ECU management as part of the National Security 56 

Agency’s (NSA’s) Cryptographic Modernization Initiative (CMI).   Additionally, KMI is 57 

intended to enable approved Mission Planning/Management/Support Systems (MPMSS) 58 

to integrate key distribution with other information management functions required for 59 

the system the MPMSS supports. 60 

(U) KMI will also support help desks operated by the military services and other KMI 61 

customer agencies and electronic key distribution for other systems/devices (e.g., Stand 62 

Alone Command and Control (C2) Systems, data transfer devices, etc.).  Additionally, 63 

KMI will support services associated with security applications in the common operating 64 

environment (e.g., operating system security, software downloading, auditing, intrusion 65 

detection, and password management). 66 

2 (U) Reference Documents 67 

The following documents are referenced herein: 68 

1. (U) KMI CI-2 CDD, draft for Flag level coordination, Version 2, April 14, 2005 69 

2. (U) A Concept for the KMI [KMI 1001], 16 June 1999 70 

3. (U) KMI 2200: (U) System Description And Requirements Specification 71 

(SDRS) For Key Management Infrastructure (KMI) Capability Increment 2 (CI-72 

2) Volume 1: Key Management Functions And Related Requirements, v. 2.2, 30 73 

September 2005 74 

4. (U) KMI 2200: (U) System Description And Requirements Specification 75 

(SDRS) For Key Management Infrastructure (KMI) Capability Increment 2 (CI-76 

2) Volume 2: System Security Policy And Related Requirements, v. 2.2, 30 77 

September 2005 78 

5. (U) KMI 2200: (U) System Description And Requirements Specification 79 

(SDRS) For Key Management Infrastructure (KMI) Capability Increment 2 (CI-80 

2) Volume 3: System Security Architecture And Related Requirements, v. 2.2, 81 

30 September 2005 82 

3 (U) Current System 83 

(U) This section summarizes the existing key management infrastructure implementation, 84 

capabilities, and user roles. 85 

3.1 (U) Background, Objectives, and Scope 86 

(U//FOUO) The current key management environment is made up of separate and 87 

independent infrastructures that provide and manage their own set of security products. 88 

These systems will become increasingly cumbersome and costly as new technology and 89 

their attendant security solutions continue to advance and the resources available to 90 

operate them decline. This key management environment, depicted in Figure 2, is 91 

composed of several unique solutions built for specific product lines. While the solutions 92 

satisfy unique security needs, they each require different tools and training in order to 93 

obtain their respective products and services, imposing an unwarranted strain on 94 

resources. 95 
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(U//FOUO) Adding a new key management capability has frequently meant creating a 96 

new, independent system to support it.  Continuing this approach will increasingly tax 97 

resources throughout the community. 98 

(U) Several of the systems in Figure 2 have been in existence for a number of years and 99 

are in need of upgrade to take advantage of modern communication technology. This 100 

technology area has advanced significantly in recent years, providing the market place 101 

with many new and worthwhile capabilities that would greatly improve efficiency and 102 

performance. 103 

(U) KMI CI-2 will focus on moving Electronic Key Management System (EKMS) and 104 

physical key toward a more network-oriented method.  This new method will have no 105 

impact on the DoD Public Key Infrastructure (PKI) or on the MISSI PKI.  The KMI 106 

CDD discusses the dependencies between the DoD PKI and KMI CI-2. 107 

CPSC Online* EKMS MISSI PKI DoD PKI Comm. PKI

Manual
Systems
Manual
Systems

Electronically
-Keyed

Systems

Electronically
-Keyed

Systems

X.509-Based
Systems

X.509-Based
Systems

PC &

Apps PC &

Apps

PC &

Apps

CAW

LMD/

KP

NSA IAD DISA Commercial

Physical

* CPSC Online was formerly known as KSO Exchange (KSEO)

DTD 2000

“Plus”
DTD/

DTD 2000

 108 

Figure 2: (U) Current Key Management Systems 109 

3.2 (U) Operational Policies and Constraints 110 

(U) DoD COMSEC operations and the EKMS are operated under the guidance of the 111 

following policy documents: 112 
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• EKMS/ COMSEC Material Control System (CMCS) Policy Documents 113 

o (U) NSTISSI 4005, Safeguarding Communications Security (COMSEC) 114 

Facilities and Materials, August 1997 115 

o (U) NSTISSI 4006, Controlling Authorities for COMSEC Material, 116 

2 December 1991 117 

o (U) EKMS 103A, Security Policy for the Electronic Key Management System 118 

(EKMS), 22 January 1997 (EKMS Phase 3 Baseline) 119 

o (U) Information Assurance Directorate (IAD) Policy Statement 17, 120 

Cryptographic Key Protection Policy, 16 July 2002 121 

o (U) NSTISSI 4005, Annex F, Safeguarding COMSEC Material in Electronic 122 

Form, Draft 123 

3.3 (U) Description of the Current System  124 

(U//FOUO) The NSA today operates key management infrastructures in support of the 125 

information assurance needs of its customer community, providing cryptographic key 126 

products, symmetric, public and private keys, and security services for military, 127 

intelligence, allied government, contractor, and business customers worldwide. This 128 

support is provided either by the creation and distribution of a physical product, or 129 

creation and distribution of a product in an electronic format through the EKMS.  130 

(U//FOUO) EKMS has been evolving since its inception in 1989 and is built on a model 131 

of multiple distributed elements using messaging over dial-up or dedicated 132 

communication paths.  The military services have identified a number of improvements 133 

and changes they desire to see in EKMS.   134 

(U//FOUO) The physical COMSEC Material Control System (CMCS) used to provision 135 

“hard copy” cryptographic products (e.g. printed key, manual systems) is time consuming 136 

and inefficient in comparison to its electronic counterpart. Considerable lead-time and 137 

resources are required to support these products and assure their availability when 138 

needed.  139 

(U//FOUO) It is anticipated that requirements for support of classified applications will 140 

continue to grow as new cryptographic solutions, such as secure wireless and Global 141 

Positioning System modernization, are implemented. It is the intent of the KMI to 142 

enhance the DoD’s capability to support these mission-critical requirements. 143 

3.4 (U) Current Key Management User Roles 144 

(U) The existing systems that constitute the set of current operational key management 145 

infrastructures include a number of implicit or explicit user roles (i.e., job functions).  146 

Depending on a variety of factors, these roles may be a full-time job or an additional duty 147 

as assigned for the individual performing them; in some circumstances, a single user 148 

performs multiple roles which taken together constitute a full-time position.  The user 149 

roles that have been identified for the existing systems are described here; they are related 150 

to the roles proposed for KMI CI-2 in Section 5.6. 151 
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3.4.1  (U) CMCS / EKMS Roles 152 

(U//FOUO) The roles commonly recognized in the CMCS developed over time based on 153 

a mixture of operations and policy.  Many of these roles were incorporated into EKMS, 154 

sometimes under different names.  In addition, the development of FIREFLY-keyed 155 

devices during the 1980s led to the creation of roles related to the management of 156 

FIREFLY key; the needs of these roles are also supported under EKMS. 157 

• (U//FOUO) Controlling Authority (CONAUTH).  Official responsible for 158 

directing the operation of a cryptonet and for managing the operational use and 159 

control of keying material assigned to the cryptonet.  A CONAUTH may have 160 

responsibility for a single cryptonet, or for a large number of such nets.  Key is 161 

distributed to the COMSEC accounts supporting the communications stations in 162 

the net at the direction of the CONAUTH.  The CONAUTH typically manages 163 

key distribution to ensure the cryptonet membership is consistent with operational 164 

direction received from the communications planning elements.  In most cases, 165 

CONAUTHs are not participants in the cryptonets they manage.  Personnel at the 166 

Service Authorities often assist CONAUTHs in carrying out their responsibilities, 167 

serving as facilitators for the CONAUTH in interactions with NSA’s key 168 

production elements (e.g., ensuring that all of the necessary information is 169 

provided to NSA). 170 

• (U//FOUO) Central Office of Record (COR).  A COR is the office of a federal 171 

department or agency that keeps records of accountable COMSEC material held 172 

by elements subject to its oversight.  Each military service currently operates its 173 

own COR.  In the future the Services will convert to use the EKMS Tier 1 system 174 

as the COR, consolidating COR functions to the Tier 1 facilities at San Antonio 175 

and Fort Huachuca.   176 

• (U//FOUO) COMSEC Custodian / COMSEC Manager.  A COMSEC 177 

Custodian is the individual designated by proper authority to be responsible for 178 

the receipt, transfer, accounting, safeguarding, and destruction of COMSEC 179 

material assigned to a COMSEC account.  Key material and accountable 180 

cryptographic equipment is distributed to and locally controlled and managed by 181 

COMSEC accounts.  The individual responsible for the operations of a COMSEC 182 

account is known, variously, as a COMSEC Custodian or COMSEC Manager.  If 183 

an account is equipped with an EKMS Local Management Device/Key Processor 184 

(LMD/KP), the custodian/ manager is the operator of the LMD/KP. 185 

• (U//FOUO) Command Authority.  The Command Authority is responsible for 186 

the appointment of user representatives for a department, agency, or organization 187 

and their key ordering privileges.  The Command Authority verifies the identities 188 

of User Representatives designated by various parts of the organization to order 189 

key, determines the ordering privileges of each User Representative, and 190 

communicates that privileging information to the FIREFLY key production 191 

system operated by NSA. 192 

• (U//FOUO) Registration Authority (RA).  The EKMS registration process 193 

provides the administrative and technical means by which a Key Management 194 

Entity (KME) is established, and the information regarding the KME recorded in 195 
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the EKMS directory.  The term KME applies to any account/element/organization 196 

that can perform key management functions.  EKMS RAs are located at Tier 0 197 

(for Civil Agency and NSA accounts) and Tier 1 (for Service accounts).  The RA 198 

is responsible for registering KMEs and managing their status. As part of the 199 

registration process, the RA ensures that a KME's EKMS Identifier (ID) and 200 

associated attributes (e.g., clearance level, courier address for COMSEC 201 

accounts) are assigned and maintained in the EKMS Directory.  202 

• (U//FOUO) User Representative.  A User Representative is authorized by an 203 

organization to order FIREFLY key and interface with the keying system, provide 204 

information to key users, and ensure the correct type of key is ordered.  The User 205 

Representative acts within the privileges established for that individual by the 206 

Command Authority who appointed him or her. 207 

• (U//FOUO) Local Element (LE).  Local Elements are separate entities, units, or 208 

commands, internal or external to the parent COMSEC account that requires 209 

COMSEC material.  LEs receive their electronic COMSEC material from a parent 210 

COMSEC account or Subaccount and never directly from a Tier 1 or Tier 0. LEs 211 

are normally issued material for immediate use in ECUs, but some LEs are 212 

responsible for routinely issuing material to other LEs.  The local element concept 213 

is known by other organization-specific names, such as COMSEC Responsible 214 

Officer in the Air Force. 215 

4 (U) Justification For and Nature of Changes 216 

(U) This section summarizes the factors that motivate changing key management 217 

infrastructure operations from the current approach to that planned for CI-2 and beyond. 218 

4.1 (U) Justification of Changes 219 

(U//FOUO) The KMI CDD identifies the shortcomings of existing capabilities and 220 

drivers for change in how key management and key provisioning are performed.  While 221 

those documents should be consulted for specifics, areas of concern with the current 222 

systems include: 223 

1. (U) Slow response to changing operational requirements and conditions 224 

2. (U//FOUO) Incompatibility between EKMS and widely-used military 225 

communications systems 226 

3. (U) Inability to integrate key distribution into MPMSS 227 

4. (U) Poor support for tactical operations and Allied interoperability 228 

5. (U) Desire to support modern and in-development cryptographic devices and 229 

management techniques 230 

6. (U) Difficult user interfaces and manpower intensive operations 231 

4.2 (U) Description of Desired Changes 232 

(U) In the development of the KMI target architecture and the KMI CDD, along with 233 

various meetings with the military service and civil agency customer community 234 

representatives, a number of desired changes to the existing key management 235 
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infrastructures have been identified.  In addition, the on-going development of 236 

cryptographic modernization concepts has identified other features needed in the KMI to 237 

support the next generation of ECUs.  A number of goals have been identified for key 238 

management infrastructure modernization, and the concepts for KMI CI-2 include a 239 

number of features that move toward achieving those goals.   240 

• (U) Goals 241 

o (U) Reduce the manpower required for KMI operation and use 242 

o (U) Minimize the requirement for computer workstations dedicated to KMI 243 

operations 244 

o (U) Use common/open/standard computer platforms 245 

o (U) Provide communications flexibility, and permit use of widely used 246 

backbone network and tactical communications systems 247 

o (U) Support autonomous operations within combatant commander areas of 248 

responsibility 249 

o (U) Scalability 250 

o (U) Transparency 251 

o (U) Releasability and interoperability 252 

o (U) Graceful evolution 253 

o (U//FOUO) Key delivery direct to ECUs 254 

o (U) Develop common/open/standard applications and interface standards for 255 

KMI products 256 

o (U) Develop reusable KMI software applications 257 

• (U) Features 258 

o (U) Modular architecture with logical division of functions 259 

o (U//FOUO) Network connectivity to NIPRNET, SIPRNET, Internet 260 

o (U//FOUO) Type 1 support for tokens 261 

o (U) Flexibility of client implementation and configuration 262 

o (U) Improved, more usable human machine interface (HMI) 263 

o (U) Ready availability of status information 264 

o (U) Catalog of products and services 265 

o (U) Accounting automation 266 

o (U) Autonomous operations 267 

o (U) Designed for interoperability and releaseability 268 

5 (U) Concept for the Proposed System  269 

(U) This section presents a brief description of the proposed CI-2 system, and provides a 270 

context for the operational storyboards presented in Section 6. 271 

5.1 (U) Background, Objectives, and Scope 272 

(U//FOUO) The focus of CI-2 is to build the foundation for the future management of 273 

key material in a general-purpose networking environment.  Given the risks inherent in 274 

such an environment, CI-2 will have correspondingly stringent security requirements.   275 

(U) The CI-2 development will focus on achieving the following objectives: 276 
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I. (U//FOUO) Establish a secure net presence for KMI for Key Management.  This 277 

includes complete development of the PRSN, filters, access control, role 278 

management, virtual private network (VPN), user interface services, net 279 

management services, directory services, etc. needed to provide this capability.  280 

There will be a KMI network presence on the NIPRNET, SIPRNET, and public 281 

Internet
2
.  KMI network interactions will be based on common Internet-standard 282 

communications protocols for World Wide Web, email, file transfer and similar 283 

functions.  284 

II. (U) Enable customer transition from EKMS to KMI.  This objective encompasses 285 

two major aspects: 286 

1. (U//FOUO) Establishing a translator between the PRSN and EKMS messaging 287 

system to facilitate transition of EKMS users to KMI CI-2.  The translator will 288 

enable EKMS functions and transactions to be transferred between the EKMS 289 

messaging system and the PRSN to permit ordering from Tier 1, Tier 1 � Tier 290 

2 accounting transactions, all Tier 1 � Tier 2 distribution transactions, all Tier 291 

2 � Tier 2 distribution transactions, movement of directory information, etc.   292 

2. (U//FOUO) Developing a KMI client set that EKMS users can transition to.  293 

The client set must support some or all of the EKMS based 294 

functions/transactions listed above, and interface with the PRSN via the 295 

network-based user interface services the PRSN provides (e.g., web). 296 

III. (U//FOUO)  Provide web-based key ordering for all key types.  CI-2 will provide 297 

KMI customers the means to order all forms of key, including symmetric 298 

(traditional) key, asymmetric (modern) key, and manual systems, in a variety of 299 

electronic and physical form factors. 300 

IV. (U//FOUO) Provide Over The Network Keying (OTNK) directly to ECUs.  A part 301 

of the KMI vision is to provide key distribution from a PRSN to network-302 

connected ECUs registered in the KMI and capable of direct interactions with the 303 

KMI.  The High Assurance Internet Protocol Encryptor (HAIPE) family of ECUs 304 

will be the first products prepared to make use of this capability.  CI-2 will 305 

provide an OTNK capability based on the KMI Access Protocol specifications 306 

currently being drafted. 307 

V. (U//FOUO) Enable the integration of key distribution functions into dedicated 308 

mission management systems. Many existing and new systems require dedicated 309 

mission management systems. Examples include aircraft and satellite communica-310 

tions terminals. These systems typically include a MPMSS component to collect, 311 

organize and distribute data that is required for the other system components to 312 

function. CI-2 provides tools that can be used to enable a MPMSS to retrieve 313 

black or benign key from a PRSN Product Delivery Enclave (PDE), acting as a 314 

KMI Operating Account (KOA) Agent.  In the CI-2 timeframe, ordering and 315 

                                                 
2
 NIPRNET is separated from the Internet here based on the expectation that in the future a DoD PKI 

certificate will be required for NIPRNET access.  Many Allied and coalition partner KMI users with the 

need to retrieve key material from the KMI will not have such certificates, necessitating direct connections 

to both Internet and NIPRNET. 
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management of key will be performed using KMI Manager Clients or EKMS 316 

capabilities. 317 

VI. (U//FOUO) Provide access to non-U.S. Users to manage and retrieve 318 

interoperable key management products and services.  Today’s operational 319 

environment mandates effective interoperability across the DoD and U.S. Federal 320 

communities, including Homeland Security, and, when operational needs dictate, 321 

with Allies and coalition partners. To this end the KMI must provide controlled 322 

access to authorized non-Users to request and obtain interoperable key 323 

management products and services. In the CI-2 timeframe authorized non-U.S. 324 

Users will be granted appropriate management and product retrieval privileges 325 

necessary to ensure mission interoperability. Additionally, registered non-U.S. 326 

KMI aware devices will also be granted KMI access for retrieval of benign 327 

interoperable key. 328 

VII. (U//FOUO) Provide hardware token support for KMI management functions.  329 

KMI CI-2  will support hardware tokens, loaded with Type 1 PKI certificates. 330 

 331 

(U) Figure 3 depicts the CI-2 system architecture. 332 

333 
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 333 

Figure 3: (U//FOUO) KMI CI-2 System Architecture (SV-1) 334 

335 
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 335 

5.2 (U) Operational Policies and Constraints 336 

(U//FOUO) The KMI CI-2 SDRS, Volume 2 covers the security policies and 337 

requirements for CI-2.  That document integrates the requirements imposed by the new 338 

DoD 8500-series documents.  Relevant policy statements from that document are 339 

captured in the individual storyboards. 340 

(U) NSTISSI 4005, Annex F discusses policy and processes to be used when generating 341 

and delivering electronic key material.   342 

5.3 (U) Description of the Proposed System  343 

(U) This section describes the proposed KMI CI-2 system, including basic architecture, 344 

central and client nodes, and system functions, features, and capabilities. 345 

5.3.1 (U) KMI Basic Architecture 346 

 (U) The KMI consists of a number of nodes that provide a unified infrastructure for 347 

providing key management products and services, supporting a wide variety of users. In 348 

the KMI, users are either consumers that depend on the KMI for products and services or 349 

managers that allocate and control resources within the KMI; customer organizations will 350 

typically have a mixture of users and managers. A logical configuration of KMI node 351 

types along with the functions allocated to each node type is shown in Figure 4. 352 
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 353 

Figure 4: (U) KMI Nodal Architecture 354 

(U//FOUO) Four types of functional nodes comprise the KMI:  355 

• (U//FOUO) PRSN 356 

• (U//FOUO) Central Services Nodes (CSNs) 357 
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• (U//FOUO) Production Sources Nodes (PSNs) and  358 

• (U//FOUO) Client Nodes 359 

(U//FOUO) The PRSNs are central to the KMI, and provide services to the Client nodes 360 

over one or more communications networks. The PSNs are responsible for generating 361 

cryptographic products and the CSN oversees system security operations, provides 362 

oversight of storage and replication of common data for PRSN and PSN use, and 363 

manages the content and distribution of the KMI Product Catalog to PRSNs and PSNs.  364 

(U//FOUO) Client Nodes cover a broad category of components and/or software 365 

applications that provide a user access to the products and services of the KMI. They can 366 

take a variety of forms including security devices (e.g., ECUs), applications installed on 367 

workstations (e.g., a KMI client Node) to clients embedded in enterprise systems (e.g., an 368 

MPMSS).  Clients can securely interface with the PRSN and allow users to perform 369 

management functions or request and receive products and services from the KMI.   370 

(U//FOUO) The nodes that comprise the KMI may be widely distributed or collocated 371 

within central or regional sites. Such sites may be connected by a variety of DoD and 372 

commercial communications networks. 373 

5.3.2 (U) Client Nodes and Transfer Devices 374 

(U) The KMI CI-2 architecture includes a number of different clients intended to address 375 

a spectrum of KMI user needs.  The client types described here are a proposed set based 376 

on KMI operating concepts developed by the CI-2 engineering team; feedback from the 377 

customer community regarding the utility of each type is expected to influence the 378 

characteristics and quantities of each client. 379 

5.3.2.1 (U) Client-creation Components 380 

(U) Three components are envisioned to serve as “building blocks” for the creation of 381 

KMI clients:  A computing platform, Key Management Software Applications and the 382 

Advanced Key Processor (AKP). 383 

5.3.2.1.1 (U) Advanced Key Processor 384 

(U//FOUO) The AKP is a successor to the EKMS KP, with similar functionality, 385 

enhanced performance, and a modular architecture to provide configurability and 386 

simplify evolution of the AKP’s capabilities. The AKP’s modular architecture allows 387 

capabilities to be included or omitted as necessary to match the needs of a KMI 388 

customer’s mission; it also supports the need to provide version of the AKP releasable to 389 

allies.  Capabilities that can be configured into an AKP will include: 390 

• Symmetric key generation 391 

• Cooperative creation of key encryption keys 392 

• Key wrapping and unwrapping 393 

• Digital signature creation and verification 394 

• Establishment of secure channel from Client Node to PRSN 395 

• Identification and authentication of KMI Managers 396 
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• Source authentication and integrity protection of KMI transactions 397 

• Support for secure local storage of electronic key 398 

• Interactions with fill devices 399 

5.3.2.1.2 (U) Key Management Software Applications  400 

(U) Given the varying needs of the KMI user community, KMI clients may need one or 401 

more of a collection of key management applications.  Examples of such applications 402 

would be modules to: 403 

• (U) Support accounting for physical key products 404 

• (U) Assist in ordering and managing modern key 405 

• (U) Assist in managing files containing download encrypted keys and loading 406 

appropriate files into transfer devices for ECU loading 407 

(U) The specific set of key management applications software modules for CI-2 will be 408 

determined as part of the client engineering effort. 409 

5.3.2.2 (U) KMI Manager Clients 410 

(U//FOUO) Figure 5 illustrates the basic types of client configurations and their 411 

connections to the PRSN.  Manager Clients (MGCs) connect to PRSN Ordering and 412 

Management Enclaves (OMEs) to conduct functions related to registration, enrollment, 413 

ordering, and KOA Operations. 414 

 

Figure 5: (U) Human User Client Interactions with PRSN 415 

(U//FOUO) An MGC is a KMI client equipped with an AKP, and is used when 416 

performing management functions.  Such a client is dedicated to KMI management 417 

purposes due to the sensitivity of the KMI capabilities is can access.  When used for 418 
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operation at a KOA (see Section 5.3.4), the MGC is the KMI analog to the EKMS 419 

LMD/KP.  It is capable of operating independently of a PRSN for many functions, and 420 

includes cryptographic processing support using its AKP.  Characteristics of MGCs 421 

include: 422 

• (U) Supports all KMI functions that can be performed with a non-AKP-equipped 423 

client. 424 

• (U//FOUO) Incorporates a HAIPE-compliant In-line Network Encryptor (INE) to 425 

establish protected communications channels between the client and the PRSN. 426 

• (U//FOUO) Provides local capability to unwrap and rewrap BLACK key material 427 

received from other KMI nodes or EKMS elements. 428 

• (U//FOUO) Provides capability to wrap key material for benign delivery to ECUs. 429 

• (U//FOUO) Provides local capability to wrap key material for transfer to other 430 

AKP-equipped clients via the PRSN, or to EKMS LMD/KPs via the PRSN and 431 

the EKMS translator. 432 

• (U) Provides the ability to sign messages and verify signatures on received 433 

messages. 434 

• (U//FOUO) Locally generates key material using the AKP. 435 

• (U) Maintains local data stores consistent with its operational needs; synchronizes 436 

its local data stores with the PRSN when connectivity is available. 437 

• (U//FOUO) Implements security services necessary to protect KMI information 438 

and interactions. Enforces access control / privilege restrictions based on 439 

information propagated from a PRSN or established at the client by an 440 

appropriately privileged KMI Manager. 441 

• (U//FOUO) Unwraps key encrypted for transfer or storage and outputs key in red 442 

format for emergency fill capability; use of this capability should be restricted to 443 

urgent situations, with benign fill from the client to the ECU or the use of a 444 

transfer device that outputs red key being the preferred modes of operation. 445 

(U//FOUO) The specific capabilities of an AKP-equipped manager client are dependent 446 

on the configuration of the AKP and the set of key management software applications 447 

loaded on the client. 448 

5.3.2.3 (U) Delivery-Only Clients 449 

(U//FOUO) Delivery-only client (DOCs) are not equipped with AKPs.  They interface to 450 

the PDEs of KMI PRSNs to retrieve wrapped key material. 451 

(U) DOCs are oriented toward the needs of KMI users with no need to unwrap, rewrap, 452 

or locally generate key material.  The essential components of a DOC are a general-453 

purpose computer with a web browser application operated by a registered User with PKI 454 

credentials or a username and password for identification and authentication (I&A).  455 

Such a user is known as a KOA Agent.  Characteristics of DOCs include: 456 
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• (U) Receives key wrapped for delivery to ECUs associated with the KOA. 457 

• (U) Uploads credentials for ECUs and that will be receiving key to PRSN to 458 

supporting recipient-specific key wrapping. 459 

• (U) Includes no local data storage or management other than for downloaded 460 

BLACK or benign key material and ECU credentials and/or tracking information 461 

awaiting upload; dependent on connectivity to PRSN and on data stored at those 462 

service nodes.  463 

5.3.2.4 (U) Embedded MPMSS Clients 464 

(U//FOUO) Many existing and, especially, new systems require the supply of various 465 

information items to the end user device (e.g., an aircraft, a satellite communications 466 

terminal) in order to function.  Such systems typically have a MPMSS to collect the 467 

relevant data from various sources (e.g., systems that provide meteorological data or 468 

frequency allocations), organize it appropriately for the using system’s components and 469 

distribute it for use.  A goal of KMI is to enable the integration of key distribution with 470 

the other functions performed by an MPMSS; when key is handled in black or benign 471 

form, it can be distributed like any other mission data the system requires.  Consequently, 472 

CI-2 includes the concept of embedding a DOC into an MPMSS and permitting that 473 

embedded MPMSS client to interact directly with the KMI to receive wrapped key 474 

material for distribution and use within the customer system.  The MPMSS operators who 475 

employ this capability must be registered with the KMI and enrolled as KOA Agents.   476 

5.3.2.5 (U) Fill Devices and ECUs 477 

(U//FOUO) While NSA is working on a new generation of ECUs capable of direct 478 

interaction with the KMI, in many cases, ECUs that need to be supported by KMI CI-2 479 

will not be network connected.  “Last mile” transport of black or benign key material 480 

from a KMI client to an ECU will need to be handled by a fill device of some sort.  The 481 

fill devices available in the CI-2 timeframe will include the Secure DTD2000 System 482 

(SDS), the Simple Key Loader (SKL), and the Data Management Device (DMD), which 483 

all utilize the KOV-21 COMSEC Card.  Legacy AN/CYZ-10 Data Transfer Devices may 484 

also still be available.  CI-2 will support the use of the fill devices to move encrypted key 485 

material from KMI clients to ECUs.  In order to wrap key for ECUs, it will be necessary 486 

to register them with the KMI and upload credentials (e.g., ECU benign fill FIREFLY 487 

credentials) to the KMI.  The KMI client Nodes and the fill devices will support this 488 

upload function.  ECUs that are capable of direct KMI interaction will be able to upload 489 

their credential directly.  The different ways for an ECU to receive key products are 490 

described in the “Key Distribution and ECU Fill” section.  491 

5.3.3 (U) CI-2 Functions 492 

(U) This section describes the functions performed by KMI CI-2. 493 

5.3.3.1 (U) Registration 494 

(U) CI-2 requires the registration of KMI users and managers, and of a range of devices 495 

that includes ECUs and AKPs. 496 
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• (U//FOUO) KMI Managers:  KMI CI-2 will register KMI managers and issue 497 

them Type 1 identification and authentication credentials for use with the AKP. 498 

• (U//FOUO) KMI Operating Accounts:  KMI CI-2 will introduce the concept of a 499 

KOA.  While a KOA is similar in principle to a COMSEC account, its real 500 

purpose is to serve as an organizing construct for the set of key destinations (e.g., 501 

ECUs, AKPs) associated with a particular organization or unit.  For CI-2 all 502 

KOAs will also be COMSEC accounts; at some future point in the evolution of 503 

the KMI that may no longer be required. 504 

• (U//FOUO) Devices:  KMI CI-2 will support the registration of devices:  AKPs, 505 

ECUs, and Manager Identity Tokens.  Devices may be registered with the PRSN 506 

(general devices) and supported with key wrapped by a PSN, or registered only 507 

with the Client Node of a KOA (limited devices) and supported with key wrapped 508 

by the Client Node’s AKP.  All devices will be associated when registered with 509 

an owning KOA.  Each device that will receive key material generated and 510 

wrapped by the KMI (e.g., by a PSN or AKP) must supply credentials that can be 511 

used by the KMI to create key encryption keys to wrap key for delivery to that 512 

device. 513 

5.3.3.2 (U) Privilege Management 514 

(U//FOUO)  In order to manage the security of the KMI, and regulate access to KMI 515 

products and services, and detect and deter unauthorized attackers, CI-2 will incorporate 516 

a robust privilege management capability. 517 

• (U) CI-2 access control will use role-based access control (RoBAC) concepts, 518 

augmented by Rule-Based Access Control (RuBAC) capabilities.  A basic set of 519 

roles has been defined, and these roles can be specialized to meet operational and 520 

security needs. 521 

• (U) The RoBAC system for CI-2 will permit appropriately privileged KMI 522 

managers to manage the set of the KMI roles and the privileges associated with 523 

each in order to fit the RoBAC approach to mesh with customer organizational 524 

and operational concepts. 525 

• (U) CI-2 access control will also incorporate RuBAC features that take into 526 

account attributes of the user(s) and product(s) involved when determining if a 527 

particular action is permitted. 528 

• (U) Where necessary, Controlling Authorities will also be able to require 529 

independent approval of requested actions, such as changes in the distribution of a 530 

key product. 531 

(U) Given the risks inherent in operating in a networked environment, access control is a 532 

critical security feature of KMI CI-2.  The basic CI-2 access control concepts are 533 

summarized in Section 5.4 of this CONOP, and described in detail in the CI-2 SDRS, 534 

Volume 3. 535 

5.3.3.3 (U) Enrollment  536 

(U//FOUO) The enrollment process is used to establish KMI users as KMI Managers and 537 

KOA Agents, and determine the specific roles and privileges those managers will be able 538 
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to use.  NSA envisions that each customer organization will have a small number of 539 

individuals who can act as Enrollment Managers, regulating the KMI Manager privileges 540 

of users within their organization.  CI-2 will enable an Enrollment Manager to: 541 

• (U) Identify individuals who should have KMI manager privileges  542 

• (U) Determine which KMI manager roles those individuals can access 543 

• (U) Manage the attributes associated with those individuals 544 

• (U) Remove attributes associated with individuals 545 

• (U) Remove KMI manager roles a user can access 546 

• (U) Remove an individual from the role of KMI manager 547 

• (U) Have privileges themselves; but not be able to assign privileges greater than 548 

those they have been designated for. 549 

5.3.3.4 (U) Key Ordering 550 

(U//FOUO) A primary CI-2 objective is to provide network-based (including both web-551 

oriented and transaction-oriented interfaces) ordering of all key material
3
.  The access 552 

control and privileging features of the PRSN will play an important role in enabling this 553 

ordering capability while minimizing the potential for abuse.  The CI-2 PRSN will: 554 

• (U) Maintain a Product Ordering Catalog (POC) of products and services 555 

available from the infrastructure; the POC is distributed to the PRSN from the 556 

CSN 557 

• (U) Allow KMI users and managers to view the subset of the POC that is 558 

consistent with their roles, privileges, and attributes 559 

• (U) Allow KMI Managers to request new instances of KMI products (e.g., a new 560 

short title); these new products are added to the POC, consistent with the 561 

requesting manager’s roles, privileges, and attributes 562 

• (U) Allow KMI Managers to manage the characteristics of products for which 563 

they are responsible, consistent with their roles, privileges, and attributes 564 

• (U//FOUO) Accept orders for symmetric (traditional) key, asymmetric (modern) 565 

key and manual systems, and route those orders to the appropriate PSN in 566 

accordance with the characteristics of the product and the directions of the 567 

ordering manager  568 

• (U) Provide for either automated or manual approval of product management 569 

actions, based on the attributes of the product(s) involved and the roles and 570 

attributes of the user or manager requesting the action 571 

• (U//FOUO) Allow Controlling Authorities or Product Requestors to request 572 

copies of specific products, and route those requests for approval to a KMI 573 

Manager with the necessary approval authority (e.g., a controlling authority) 574 

                                                 
3
 While this primarily refers to Type 1 key, the existing KMI also supplies Type 0 and Type 2 key material; 

CI-2 will be able to supporting ordering of those as well.   
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5.3.3.5 (U) Distribution Management 575 

(U//FOUO)  CI-2 will provide features to manage the distribution of physical and 576 

electronic key. 577 

• (U) Allow the responsible KMI manager (e.g., a controlling authority) to view 578 

and edit the account distribution profiles for the physical and electronic key they 579 

control. 580 

o (U//FOUO) Add and delete recipient KOAs, KMEs, and other recipient 581 

COMSEC accounts  582 

o (U) Modify copy counts for traditional key 583 

o (U) Modify in-place dates and reserve-on-hand quantities for traditional key 584 

• (U) Allow the responsible KMI manager to establish subscriptions (i.e., standing 585 

orders and account distribution profiles) of traditional key for those KMI users 586 

that should receive the key regularly. 587 

• (U) Allow the responsible KMI manager to view the distribution status 588 

information for key products they control. 589 

• (U) Allow product recipients to view the distribution status of products they are 590 

scheduled to receive. 591 

• (U) Allow KOA Managers to view and edit the device distribution profiles and 592 

manage the key wrapping for the electronic key their KOAs receive, adding and 593 

deleting key recipients (e.g., AKP, ECUs) to the device distribution profile for 594 

each product. 595 

5.3.3.6 (U) Key Generation and Production 596 

(U//FOUO)  KMI CI-2 will generate keys based on the orders it receives.  CI-2 will 597 

generate a broad range of key types including: 598 

• (U//FOUO) Type 0/1/2 symmetric key 599 

• (U//FOUO) Type 0/1 asymmetric key (e.g., Enhanced FIREFLY) 600 

• (U//FOUO) Manual systems. 601 

5.3.3.7  (U) Key Distribution and ECU Fill 602 

(U//FOUO)  CI-2 will distribute the keys it generates, based on the parameters of the key 603 

order and any subsequent distribution management instructions from appropriate KMI 604 

Managers.  Keys generated at a PSN will be wrapped for the end recipient (e.g., an AKP, 605 

an ECU) and are inaccessible to the PRSN and other intermediate points along the 606 

distribution path. 607 

(U//FOUO) Figure 6 illustrates that a user device may be equipped with one or more of 608 

the three logical types of fill ports through which the device can receive KMI products.  609 

These three types are identified here as “logical” types in order to avoid making 610 

assumptions about the actual physical implementation of future devices. 611 
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Figure 6: (U) Types of Fill Ports in User Devices 612 

(U//FOUO) Network-Fill Port (NFP).  The network-fill port is the device’s interface 613 

through which it can be filled using OTNK.  OTNK is a benign method of filling a 614 

device, but is distinguished from benign techniques, as defined in EKMS 217, by the use 615 

of new formats and protocols that can be used across network backbones between user 616 

devices and PRSN PDEs.  Network fill is performed across a network connection. 617 

U//FOUO) Wrapped-Fill Port (WFP). The wrapped-fill port is the device’s interface 618 

through which wrapped (i.e., encrypted) key material can be delivered directly to the 619 

device.  This port is used to conduct benign fill transactions, as defined in EKMS 217, 620 

and to load key material in BLACK form, said material having been wrapped by a 621 

supporting Client Node using a Key Encryption Key (KEK) previously loaded into the 622 

device in RED form. Wrapped fill is may be performed via media or fill device transport 623 

of the information to and from the device; some devices capable of using a network fill 624 

port may also be able to accept product fill via the wrapped-fill port. 625 

(U//FOUO) RED-Fill Port (RFP).  The RED-fill port is the device’s interface through 626 

which RED (i.e., unencrypted) key can be delivered directly to the device.  RED fill is 627 

always performed using a fill device. 628 

(U//FOUO) Figure 7 illustrates the different types of distribution paths through which 629 

user devices can receive KMI products. 630 

(U//FOUO) Figure 7 shows that distribution paths may be separated into five basic cases, 631 

and provides details about the variations of each type that may exist.  In cases 1, 2 and 3, 632 

the product is generated by the PSN and wrapped there uniquely for the destination 633 

device.  In case 4, the source of the product may be a PSN, another client node, or a key 634 

source somewhere within EKMS and the product is wrapped for the receiving client 635 

node’s AKP.   In case 5, the key is locally generated by the client node’s AKP.  In both 636 

case 4 and case 5, the product is wrapped for delivery to the user device by the supporting 637 

client node’s AKP. 638 
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Figure 7: (U//FOUO) Types of KMI Distribution Paths 640 

(U//FOUO) The figure also shows how each of the paths uses one or more of the three 641 

logical types of fill ports.  Some of the combinations are special cases. CI-2 does not 642 

support paths 2C and 3C (which would use a RED-fill port on a user device) because a 643 

PSN never wraps a product for distribution to a fill device.  644 

(U//FOUO) For each supported path, the box at the bottom of the figure lists the basic 645 

types of user devices that are supported on the path: AKP, ECU, and fill device (FD). The 646 

box also lists the type of identity registration that a user device must have to use the path: 647 

“GD” indicates a “General Device”, and “LD” indicates a “Limited Device”. (These two 648 

registrations types for user devices are defined and described in the “Registered Users” 649 

section of the CI-2 SDRS, Volume 2; in summary, a general device is registered globally 650 

and products can be wrapped for it by a PSN, whereas a limited device’s registration is 651 

only relevant at the client node supporting that device.) In addition to GD and LD, some 652 

paths are shown as supporting “(GD)”, i.e., GD in parentheses. This is meant to indicate 653 

that the path can support user devices that are treated by the management client as a 654 

limited device, even though they are also registered as general device.  For example, 655 

there may be operational circumstances where it is necessary to fill a general device with 656 

a product that was generated and wrapped at the supporting client node rather than the 657 

PSN. 658 

5.3.3.8 (U) Rekey Services 659 

(U//FOUO)  CI-2 will provide on-line and staged (e.g., in accordance with HAIPE 660 

concepts) seed key conversion and rekey services for: 661 
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• (U//FOUO) ECUs keyed with basic or enhanced FIREFLY key 662 

• (U//FOUO) AKPs 663 

(U//FOUO) This range of capabilities will support rekey for devices compliant with 664 

EKMS 218, devices compliant with EKMS 217 (store & forward using EKMS 665 

transactions), and devices compliant with forthcoming OTNK specifications.  666 

5.3.3.9 (U) Tracking, Accounting, and Auditing 667 

(U//FOUO)  KMI CI-2 will automatically record information regarding events as they 668 

occur within the system.  Some of these events will be captured to provide information 669 

useful for status reporting to KMI users and manager, development and monitoring of 670 

performance metrics, etc.  Information recorded for these purposes is called "tracking 671 

data," and is retained on a temporary basis. 672 

(U//FOUO)  Information regarding other events is captured because it is important for 673 

deterring KMI managers and others from deliberately compromising cryptographic 674 

material.  Information recorded for these purposes is called "accounting data," and is 675 

retained indefinitely.  This information will also be used to perform investigations and 676 

damage assessments when it is suspected or determined that a KMI Manager in the KMI 677 

product ordering or distribution processes has been involved in a deliberate compromise 678 

of cryptographic material.  Events that directly or indirectly involve or affect exposing 679 

key in RED form, or encrypting key for a KMI User or set of KMI Users are regarded as 680 

"accountable" events. 681 

(U//FOUO)  Finally, some KMI events are important from a security perspective, but do 682 

not directly involve generation or distribution of cryptographic material.  Examples of 683 

these events are registration and enrollment.  These events create audit data, which is also 684 

used to deter wrongdoing by KMI Managers, and recover from malicious actions 685 

committed by them. 686 

(U//FOUO)  The KMI will rely on EKMS/CMCS accounting functionality for CI-2.  687 

Transactions that traverse the KMI/EKMS translator will be recorded by existing EKMS 688 

accounting functions.  Tracking and audit information generated by KMI components 689 

will be recorded and maintained by KMI CI-2.  690 

5.3.3.10 (U) Status Reporting 691 

(U) CI-2 will provide the ability for KMI users and managers to request status 692 

information regarding product orders and distribution.  Status reporting is based on 693 

information gathered by the KMI’s tracking function.  Status information available will 694 

include, but not be limited to: 695 

• (U) Approval status (e.g., pending, approved, rejected) of submitted requests that 696 

require approval 697 

• (U) Distribution status of KMI products.  Individual users will be able to see the 698 

status of products they are scheduled to receive.  KMI managers will be able to 699 

see the status with regard to all recipients of products they control. 700 
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5.3.3.11 (U) EKMS Translator 701 

(U//FOUO) In the CI-2 timeframe, interoperability with EKMS will be supported using a 702 

translator.  See section 5.4.2 for more details on the translator capabilities. 703 

(U//FOUO) This translation functionality will: 704 

• (U//FOUO) Permit the exchange of accounting transactions, electronic key 705 

packages and formatted plain text messages between KMI and EKMS, as required 706 

• (U//FOUO) Provide the KMI user community with the ability to communicate 707 

with EKMS utilizing a KMI Client node 708 

• (U//FOUO) Facilitate the transition of EKMS users to KMI CI-2. 709 

(U//FOUO) The EKMS translator will reside between the PRSN and the EKMS message 710 

server infrastructure.  The EKMS translator will record an audit trail for the exchange of 711 

information between the two systems.  KMI and EKMS will be able to review translator 712 

audit data as needed.  For more information on the concepts for KMI / EKMS 713 

interoperability, see Section 5.4.2.1.1.  714 

5.3.3.12 (U) Destruction 715 

(U//FOUO) Cryptographic products must be destroyed upon reaching their expiration 716 

date. To facilitate timely destruction of superseded cryptographic material, the KMI will 717 

automatically notify the KOA Manager at the end of the crypto period for the material. 718 

The KMI will securely destroy, in accordance with applicable destruction standards, all 719 

sensitive cryptographic material in its possession upon command by an authorized KMI 720 

manager with the necessary privileges. An interface will be provided on the client Nodes 721 

for operators to specify key material to be destroyed. To prevent the inadvertent 722 

destruction of material, the KMI will always ask the operator if they are sure they want to 723 

destroy the material.  Any KMI component (i.e. PRSN, PSN, FD, AKP, and MGC) that 724 

has the ability to store classified or sensitive key will also have the ability to zeroize those 725 

keys. The KMI will accept destruction reports for all accountable items through 726 

electronic or physical mechanisms.  727 

5.3.4 (U) KMI Operating Accounts 728 

5.3.4.1 (U) Overview 729 

(U//FOUO) KMI CI-2 will introduce the concept of a KOA.  While a KOA is similar in 730 

principle to a COMSEC account, its real purpose is to serve as an organizing construct 731 

for the set of key destination (e.g., ECUs, AKPs, and transfer devices) associated with a 732 

particular organization or unit.  In the CI-2 timeframe, all KOAs will also be COMSEC 733 

accounts.  As the population of KMI-aware ECUs supported by OTNK grows, in the 734 

future some KOAs may no longer need to be COMSEC accounts if, for example, all of 735 

the KOA’s ECUs are not COMSEC-accountable, and they are benignly keyed with key 736 

products that are tracked but not COMSEC-accountable.  Since an AKP provides the 737 

capability to reroute or expose key material, any KOA equipped with an AKP will be a 738 

COMSEC account for the foreseeable future. 739 
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(U//FOUO) Hardware accountability: Like a COMSEC account, the KOA is the 740 

organizing construct for ECU “ownership.”  The KMI recognizes only one KOA as the 741 

owner of an ECU, and will allow additional KOAs to receive key for that ECU only with 742 

the permission of the owning KOA.  ECUs will be registered with classification and 743 

community attributes and can be assigned only to KOAs having the corresponding 744 

attributes. 745 

(U//FOUO) Like a COMSEC account, the KOA is the organizing construct for key 746 

distribution profiles.  A CONAUTH or Product Requestor places KOAs on the account 747 

distribution profile for a key product, and thereby specifies which KOAs will receive that 748 

key.  The KOA Manager manages device distribution profiles for the key products the 749 

KOA receives.  The KMI will wrap the keys so that it can be unwrapped by the ECUs on 750 

the Device Distribution Profile.  Keys will be labeled with classification and community 751 

attributes and can be distributed only to KOAs having the corresponding attributes; 752 

similarly within a KOA keys can only be assigned to ECUs having appropriate security 753 

attributes. 754 

5.3.4.2 (U) Makeup of a KOA 755 

(U) A KOA is: 756 

• (U) A logical entity for organizing KMI support to a set of users, devices and/or 757 

systems.  In many cases the users and devices are associated with an owning 758 

organization (e.g., a military unit).  In other cases the users and devices may be 759 

the operators of a system that requires KMI products to operate. 760 

• (U) Associated with a unit or organization of some sort that is the source of the 761 

requirement for the KOA and responsible for its operations 762 

• (U) An entity that other KMI and EKMS community members can specify as a 763 

destination to which key products can be sent. 764 

(U) A KOA is the KMI equivalent to an EKMS Tier 2 element.  It has an identity, with 765 

associated administrative and technical information, and also has personnel and 766 

equipment associated with it.  This collection of KOA attributes can be illustrated 767 

hierarchically: 768 

• (U//FOUO) Information (similar to EKMS Common Account Data) plus the 769 

following specifics (likely some overlap with common account data) 770 

o (U//FOUO) KOA number would be usable in the EKMS environment, but 771 

EKMS might only see a subset of number, depending on whether we need 772 

more identifying information for KOAs 773 

• (U//FOUO) Personnel 774 

o (U//FOUO) KOA Managers (Primary, 1
st
 alternate, one or more additional 775 

“working” KOA Managers) The organization that created the KOA (the 776 

parent enrollment domain) is responsible for assigning the primary and 1
st
 777 

alternate and identifying their successors as personnel change.   778 

o (U//FOUO) KOA Agent associated with the KOA.  KOA Agents are 779 

responsible for getting key from the KOA to ECUs if the key is moved in fill 780 

devices. 781 
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��(U//FOUO) A KOA Manager has the privilege to add and delete KMI 782 

Users from the list of KOA Agents that can retrieve key associated 783 

with this KOA 784 

��(U//FOUO) KOA Agents are not KMI Managers, and do not require 785 

KMI Manager credentials 786 

��(U//FOUO) Any given KMI User may appear on the list of KOA 787 

Agents for multiple KOAs 788 

��(U//FOUO) KMI customer organization may implement a process for 789 

approving Basic Users to be KOA Agents.  KOA Managers must 790 

follow their organization’s policies when identifying KOA Agents for 791 

their KOA.  The KMI does not maintain a master list of approved 792 

KOA Agents. 793 

• (U//FOUO) Equipment:  ECUs and FDs associated with the KOA.  ECUs and 794 

FDs are destinations for key.  In order to ensure that key is not improperly 795 

directed to an unsuitable ECU or FD, ECUs and FDs need associated RuBAC 796 

attributes to enable the KMI to make informed decisions permitting or denying 797 

requested key distribution actions.  Categories of equipment that may be 798 

associated with a KOA are: 799 

o (U//FOUO) Benign-fill capable devices.  Such devices will have FIREFLY 800 

credentials associated with them.  Benign fill credentials will be held: 801 

��(U//FOUO) Locally if KOA has an AKP-equipped client 802 

��(U//FOUO) At the PRSNs for OTNK ECUs 803 

o (U//FOUO) BLACK-fill capable devices.  Such devices will have KEKs 804 

associated with them.  Copies of BLACK fill KEKs will be available locally if 805 

KOA has an AKP-equipped client 806 

o (U//FOUO) Legacy RED fill ECUs.  There is no reason to register such ECUs 807 

or associate them with the KOA technically but such ECUs may be associated 808 

with the KOA for purposes of accountability. 809 

• (U//FOUO) Fill Groups:  Fill groups are virtual destinations for key products.  810 

They are created and managed by the KOA Manager, and comprise collections of 811 

functionally or operationally equivalent ECUs or FDs associated with the KOA.  812 

Characteristics of fill groups include: 813 

o (U//FOUO) A fill group is a locally (i.e., within the KOA’s MGC) determined 814 

and maintained group of ECUs or fill devices 815 

o (U//FOUO) Fill groups should have a convenience label unique with the KOA 816 

for which the fill group is established 817 

5.3.4.3 (U) KOA Manager and KOA Agent Privileges 818 

(U//FOUO) There are certain privilege KMI functions available to KOA Managers.  It is 819 

conceivable that not all KOA Managers for a KOA should be able to exercise all 820 

privileges.  KOA Agents also requires a set of privileges, but they are not KMI Managers.   821 

5.3.4.3.1 (U) KOA Manager Privileges: 822 

(U//FOUO) In addition to the specific KOA Manager privileges identified here, a KOA 823 

Manager can exercise all of the privileges associated with a KOA Agent. 824 
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• (U//FOUO) Maintain KOA administrative information in KMI (except for 825 

centrally managed data element like a highest classification indicator) 826 

• (U//FOUO) Request the cognizant Enrollment Manager to add or remove KOA 827 

Managers from the list of KOA Managers for the KOA (at least the primary and 828 

1st alternate KOA Manager should be able to exercise this function to manage the 829 

set of “working” KOA Managers that assist them with KOA operations) 830 

• (U//FOUO) Add / remove KOA Agents from the list of KOA Managers for the 831 

KOA (primary and 1
st
 alternate KOA Manager) 832 

• (U) Add / remove ECUs from the Device Distribution Profile (DDP) associated 833 

with the KOA 834 

• (U) Add / remove ECUs / FDs from the locally maintained fill group 835 

• (U) Assign key product to ECUs / FDs in the locally maintained fill group 836 

• (U) Cancel key product for ECUs / FDs in the locally maintained fill group 837 

assignment 838 

• (U) Activate ECU for seed key conversion 839 

• (U) Upload new credentials for ECU in the appropriate DDP to a PRSN 840 

• (U) Identify new KEK for an ECU in a DDP 841 

• (U//FOUO) Associate a short title with an OTNK ECU for ECU-initiated key 842 

retrievals 843 

• (U) Cancel a short title / ECU association 844 

• (U//FOUO) Associate a short title with a benign fill / BLACK fill ECU for 845 

automated wrapping of routinely superceded key (convenience feature) 846 

• (U//FOUO) Download a BLACK key into a Fill Device (this fill device could 847 

then be given to a KOA Agent, but in this case, where the fill device could expose 848 

the key in RED form, the involvement of a KOA Manager in the process is 849 

needed to ensure that key is not distributed in an uncontrolled manner) 850 

• (U) View tracking reports of tracked and accountable events associated with the 851 

KOA 852 

• (U) Review device distribution profiles by viewing the assignment of ECUs and 853 

key products to fill groups 854 

5.3.4.3.2 (U) KOA Agent Privileges 855 

(U//FOUO) A KOA Agent can exercise the following privileges when connected to a 856 

PRSN 857 

• (U) Download a benign key for an ECU associated with the KOA Agent’s KOA 858 

• (U) Upload benign fill credentials for an ECU 859 

• (U) Upload fill device tracking / audit information (including ECU 860 

acknowledgements of keys loaded) 861 
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5.3.5 (U) CI-2 Communications 862 

(U) Consistent with Objective 1 of Section 5.1, CI-2 will move KMI communications 863 

away from the current EKMS dependence on dial-up connections to primarily use 864 

TCP/IP-based network communications. 865 

5.3.5.1 (U) Communications Backbones 866 

(U//FOUO)  CI-2 will provide network access points to request and receive KMI 867 

products and services on the NIPRNET, SIPRNET, and public Internet.  KMI clients and 868 

nodes will be designed and implemented with the intent of operating across standard 869 

networks.  In addition to the use of wide-area Transmission Control Protocol / Internet 870 

Protocol (TCP/IP) networks, KMI communications will also be possible across campus-871 

area networks on military posts, camps, bases and stations, shipboard networks, and other 872 

networks connected to the backbone wide-area networks. 873 

(U//FOUO) In addition to network-based communications between the KMI and various 874 

KMI clients and ECUs, the communications between PRSNs, the PSNs from which they 875 

obtain products, and the CSN will also be handled via TCP/IP networks, with strong VPN 876 

protection applied to those communications interactions. 877 

5.3.5.2 (U) KMI Protected Channels 878 

(U//FOUO) Because KMI communications will be flowing across general purpose DoD 879 

networks, there is a need to provide I&A of the endpoints of these communications, and 880 

protect the integrity and confidentiality of the information flowing between them.  That 881 

protection will come through the use of virtual private networking, Transport Layer 882 

Security (TLS), and other security protocols to establish KMI Protected Channels 883 

(KPCs).  The specific security services, security mechanisms, and level of assurance of a 884 

KPC depend on the channel’s purpose and environment.  Consequently, KPCs may be 885 

established using a range of devices and strengths of mechanism appropriate to the need, 886 

with stronger mechanisms being used, for example, to protect the submission of orders to 887 

the KMI than would be needed when protecting the retrieval of key material that is 888 

benignly wrapped for a specific recipient device. 889 

(U//FOUO) For MGCs used for sensitive KMI functions, such as use by an Enrollment 890 

Manager or KOA Manager, the node will need to be dedicated to KMI functions in 891 

addition to being protected by a strong KPC based on HAIPE capabilities integrated into 892 

the AKP. 893 

5.4 (U) Modes of Operation for the Proposed System 894 

5.4.1 (U) KMI Access Control Concepts 895 

(U//FOUO)  Privileging and access control are central to the KMI mission, and pervasive 896 

throughout the KMI concept of operations.  These concepts are integrated into each of the 897 

Concept of Operations storyboards. 898 

(U//FOUO)  The KMI Access Control Framework uses three different access control 899 

models in ways intended to complement each other: Role-, Rule-, and Approval-Based 900 
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Access Control.  These concepts are summarized in this section.  The topic of KMI 901 

access control is dealt with at length in Volume 3 of the SDRS. 902 

(U//FOUO) KMI utilizes several Identification and Authentication (I&A) concepts 903 

ranging from Type 1 (I&A) certificates to user name and password/PIN. KMI will use a 904 

Type 1 I&A mechanism to establish the identity for device and non-device entities for the 905 

purpose of authenticating KMI-aware devices and identifying and authenticating KMI 906 

Managers.  In most instances, a DOD PKI certificate or user name and password/PIN will 907 

be used to identify and authenticate personnel serving in non-management roles (i.e., 908 

KOA Agent). 909 

5.4.1.1 (U) Role-Based Access Control 910 

(U//FOUO)  RoBAC is used to grant broad KMI functions to certain groups of KMI 911 

Managers.  KMI Managers who have been conferred a “role” are thereby granted the 912 

ability to perform the “functions” associated with that role. Additional privileges will be 913 

granted to KMI entities using the enrollment process.  For example, KMI has defined a 914 

“Product Requestor” role.  KMI Managers granted the Product Requestor role have 915 

access to the KMI automated functions necessary to request generation and distribution 916 

of KMI products.  The process of granting a KMI User a KMI role is called “enrollment.” 917 

So we say that a KMI User has been “enrolled” as a Product Requestor.  The only non-918 

manager role in the KMI is a KOA Agent. 919 

5.4.1.2 (U) Rule-Based Access Control 920 

(U//FOUO)  KMI products—especially key products—are used to protect information 921 

that ranges from unclassified to TOP SECRET compartmented.  There is no more 922 

important mission for the KMI than ensuring that classified cryptographic products are 923 

not released to entities that are not cleared to receive them.  The large number of special 924 

accesses used within the cryptologic community makes use of an access control approach 925 

specially designed for processing of clearances, security categories and related access 926 

control rules (such as country releasability) a good choice for KMI.  RuBAC will be used 927 

in combination with RoBAC to provide this dimension of KMI access control.  Where 928 

RoBAC is concerned with matching KMI Managers with broad groupings of KMI 929 

functions, RuBAC is strictly concerned with ensuring that access to information is 930 

limited to those KMI Managers who hold the privileges associated with the information’s 931 

sensitivities.  In the KMI application, privileges associated with KMI Managers will 932 

generally be clearances, security category accesses, and national affiliation.  Sensitivities 933 

associated with KMI products will be the corresponding classifications, security 934 

categories, and national releasability determinations. 935 

5.4.1.3 Approval-Based Access Control 936 

(U//FOUO)  The combination of broad allocation of functions based on Roles, and Rule 937 

Based privileges based on clearances, security categories and national affiliation will not 938 

always provide sufficient granularity of control for the KMI.  Key distribution is 939 

controlled on a “need to know” basis, with specific KOAs authorized to receive specific 940 

key.  In addition, some KMI operations may need to be regulated for other than security-941 

related reasons; for example, where logistical considerations apply in determining 942 
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whether or not an order can be filled.  This sort of control need the fine-grained access 943 

controls that only humans, using their judgment can provide.  In the KMI, controlling 944 

access to information or functions based on human judgment is referred to as “Approval 945 

Based Access Control,” but the accepted technical term for this kind of technology is 946 

“Identity Based Access Control,” or simply, “Access Control Lists.” 947 

5.4.2 (U) Interoperability Considerations 948 

5.4.2.1 (U) Interoperability with US Legacy Key Management Systems 949 

(U//FOUO) The KMI’s evolution is primarily targeted at providing one-stop key 950 

management support for the evolving cryptographic devices, components, and systems 951 

(hereafter referred to as ECUs) that will result from the CMI.  The CMI will introduce 952 

new key management techniques and methods that utilize modern technology, new 953 

cryptographic algorithms and network-centric communications. KMI CI-2 establishes the 954 

foundation for the ordering, generation, delivery and tracking of key management 955 

products and services that will be needed in support of CMI ECUs.  956 

(U//FOUO) In the long term it is expected that legacy ECUs with be replaced by CMI-957 

compliant ECUs, and supporting legacy key management systems like EKMS and the 958 

Defense Message System (DMS) PKI will be retired. While this is an admirable goal it 959 

will take years to accomplish. There are several potential approaches to defining the 960 

relationship between KMI and these existing systems, and to supporting legacy devices: 961 

• (U) KMI could be built to provide products and services to legacy devices along 962 

with evolving CMI required products and services 963 

• (U) KMI could be operated as another stovepipe system, or  964 

• (U) KMI could be interoperable with existing systems and provide a common 965 

front door for all user community access. 966 

(U//FOUO) The KMI CI-2 designers are taking the third approach, a KMI “common 967 

front door”, that will provide the user community with a single access point for all key 968 

management products and services provided by existing and future KMI increments.  969 

This common access point will sustain compatibility with existing manual operations and 970 

electronic mechanisms, and will also provide on-line access for direct ECU interaction 971 

and for interactions between KMI and MPMSS. 972 

5.4.2.1.1 (U) CI-2 / EKMS Interoperability 973 

(U//FOUO) In the CI-2 timeframe interoperability with EKMS and the traditional key 974 

management activities will be supported using the EKMS translator described in 975 

Section 5.3.12. This translator concept is based upon the following presumptions: 976 

• (U//FOUO) Distribution will be done in accordance with the EKMS Supplemental 977 

Ordering and Distribution Agreement that is in effect at the time of CI-2 fielding. 978 

• (U//FOUO) All movement of accounting transactions, distribution management 979 

transactions, electronic key packages and formatted plain text messages between 980 

EKMS and KMI will occur via the translator (e.g., there will be no CI-2 Client to 981 

EKMS LMD/KP direct connections). 982 
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• (U//FOUO) Registration and FF credential data exchange will exist between the 983 

EKMS directory server and its KMI equivalent to maintain data consistency.  984 

Each system will only maintain its own directory element.  Synchronization will 985 

be bi-directional. 986 

• (U//FOUO) All data exchanged between KMI and EKMS will occur between 987 

system elements of the same classification level. 988 

• (U//FOUO) The KMI AKP will be cryptographically compatible with the EKMS 989 

KP for key exchange.  990 

• (U//FOUO) No major hardware/software changes will be required to EKMS to 991 

accommodate interoperability with the KMI CI-2. 992 

• (U//FOUO) Key generated at a PSN must be able to be distributed to EKMS 993 

users, KMI users, or a mixture. 994 

• (U//FOUO) The KOA numbering scheme will be compatible with the operational 995 

EKMS numbering scheme. 996 

(U//FOUO)  It is important to note that key material can be ordered with the resulting key 997 

products delivered to both EKMS and KMI users using the following options: 998 

• (U//FOUO) Via a PRSN, for PSN generation, using a KMI Client 999 

• (U//FOUO) Via an EKMS LMD or EKMS LMD/KP, for Tier 0 generation 1000 

• (U//FOUO) Received and manually entered at Tier 1 for Tier 0 or Tier 1 1001 

generation 1002 

(U) The translator enables interactions between EKMS and KMI including: 1003 

• (U//FOUO) Key generated and wrapped at an EKMS LMD/KP can be sent to and 1004 

unwrapped by a KMI AKP and vice versa, with the key material transfer routed 1005 

through the EKMS messaging system, translator, and KMI PRSN. 1006 

• (U//FOUO) KMI accounting information can be received and processed by Tier 0, 1007 

Tier 1 and Tier 2 elements.  KMI Clients will supply the accounting information 1008 

expected by EKMS to ensure the success of distribution transactions. 1009 

• (U//FOUO) EKMS accounting transactions can be received and processed by a 1010 

KMI Client Node. 1011 

• (U//FOUO) EKMS distribution transactions can be received and processed by a 1012 

KMI Client Node. 1013 

• (U//FOUO) EKMS plain text message transactions can be received and processed 1014 

by a KMI Client Node
4
.  1015 

• (U//FOUO) KMI formatted plain text message transactions can be received and 1016 

processed by Tier 0, Tier 1 and Tier 2 elements.  1017 

• (U//FOUO) Translator audit data can be reviewed and analyzed by EKMS and 1018 

KMI. 1019 

                                                 
4
 This would occur between KMI and EKMS elements of the same classification, as stated in the 

presumptions listed earlier. 
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(U) Specific translator capabilities that will not be supported are: 1020 

• (U//FOUO) Key order and privileging information between KMI Client and 1021 

EKMS LMD/KP 1022 

• (U//FOUO) Data exchange between KMI and EKMS elements with different 1023 

classifications 1024 

• (U//FOUO) Parent/Sub relationship support between KMI and EKMS 1025 

• (U//FOUO) Explicitly controlled key exchange between KMI and EKMS 1026 

• (U//FOUO) Single encrypted key
5
 exchange between KMI and EKMS (Note: Key 1027 

exchanges utilizing an EKMS Bulk Encryption Transaction (BET) are possible). 1028 

• (U//FOUO) EKMS User Application Software (UAS) transactions between KMI 1029 

and EKMS 1030 

5.4.2.2 (U) Foreign Interoperability/KMI access 1031 

(U//FOUO) In the CI-2 timeframe there is no direct connection (i.e., system to system) 1032 

planned to achieve interoperability with Allied or coalition key management 1033 

infrastructures for classified products and services. Interoperability with Allied/coalition 1034 

PKIs will be accomplished through a certification authority bridge in the CI-2 timeframe 1035 

(e.g., the Federal Bridge Certification Authority) 1036 

(U//FOUO) Today’s operational environment mandates effective interoperability across 1037 

the DoD community and when operational needs dictate, with an often dynamically 1038 

changing set of Allies and coalition partners.  In addition to its support for the DoD 1039 

community, KMI is designed to provide Allies and coalition partners access to 1040 

appropriate products and services to support ECU interoperability.  1041 

(U//FOUO)  KMI CI-2 will establish segregated enclaves to accommodate access to KMI 1042 

for various communities of interest (COIs).  The CI-2 architecture provides for two 1043 

distinct enclave types, one for ordering and managing products and service, and one for 1044 

delivery of benign products and services.  1045 

(U//FOUO)  OMEs will be deployed for the US, NATO and CCEB communities.  1046 

Members of these enclaves will be enrolled as KMI managers and use a Type 1 I&A PKI 1047 

certificate for identity verification. These managers will utilize an MGC that connects to 1048 

an OME.  Product ordering and management for any coalition COIs, through the KMI, 1049 

will be handled by an appropriately-privileged KMI manager who is a US citizen. In all 1050 

cases, a KMI manager who is appropriately privileged and a member of one of the OME 1051 

COIs can only authorize CI-2 products and services for distribution in CI-2.   1052 

(U//FOUO) CI-2 will provide PDEs for retrieval of benign products and services. These 1053 

enclaves are viewed as database and web server implementations that allow authorized 1054 

users from any community to access and download their designate products and services.  1055 

Separate PDEs will support the US, NATO, and CCEB communities. Additional PDEs 1056 

will be deployed as needed in support of coalition communities.  Access to specific PDEs 1057 

for retrieval of products will be based on verification of I&A data; each PDE will be 1058 

                                                 
5
 This is reference to EKMS transaction 109 (key distribution).  The Tier 2 only implements this 

transaction. 
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configured to use an I&A mechanism suitable for the COI that it supports (e.g., 1059 

certificate-based; user name and password/PIN). Users retrieving benign products will 1060 

require a PC running a KMI –compatible browser and using an approved I&A 1061 

mechanism. The minimum acceptable I&A mechanism is a password/PIN recognized by 1062 

the KMI.   1063 

5.5 (U) KMI Roles 1064 

(U) This section describes the set of roles that have been defined to operate KMI CI-2.    1065 

A role identifies a job that needs to be performed and groups together access to the 1066 

system functions needed to perform that job.   The need for a role does not correspond to 1067 

the need for a person; depending on the nature of the role and the workload at a particular 1068 

operational location, a role may be one of many “hats” worn by a single person or it may 1069 

require several people to perform the job.  Some roles will require very little time and can 1070 

be an assigned duty for a suitable individual, whereas in large COMSEC operations some 1071 

roles may require several full-time people to accomplish the mission.  For security 1072 

reasons, certain roles must be assigned to separate individuals.  For example, registration 1073 

and issuance of a Type 1 PKI certificate to a user requires at least two separate authorized 1074 

individuals, one performing the role of the Personnel Registration Manager and one 1075 

performing the role of the Local T1 Registration Authority.  Within constraints set by 1076 

KMI to preclude certain combinations of roles, the allocation of roles to people is left to 1077 

the determination of each organization using the KMI. 1078 

(U) Management roles can divided into both internal and external classes.  This division 1079 

of roles is depicted in Table 1.  The management roles also can be divided into 1080 

operational and administrative.  Operational managers use KMI-issued Type 1 credentials 1081 

to authenticate their identity to the system, and they obtain authorizations for their actions 1082 

through KMI’s role-based, rule-based, and approval-based access control mechanisms. 1083 

 1084 
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Table 1 (U) KMI Roles 1085 

Role Types Role Names 

External, 
operational 
management roles 
 

Ordering-and-distribution managers 
 • User Registration Managers: 
 – Controlling Authority 
 – Command Authority 
 • Product Requester 
 • KOA Manager 
Registration managers 
 • KOA Registration Manager 
 • Personnel Registration Manager 

• Device Registration Manager (includes KLIF Mgr.) 
• Local Type 1  Registration Authority 

Access control managers 
 • Enrollment Manager 
  
User support managers 
 • Service/Agency Help Desk Manager 

External, 
administrative 
management roles 

Client Node administrators 
 • Client Platform Administrator 
 • Client Platform Security Officer 

Internal, 
operational 
management roles 
 

Access control service managers 
 • Role Manager  
 • Top-Level Enrollment Manager 
User support service managers 
 • Library Manager 
 • Help Desk Manager 
 • Event Service Manager 
Catalog service managers 
 • Catalog Manager 

Internal, 
administrative 
management roles 
 

Security administrators (a.k.a., System Security Officers) 
 • ASWR Manager 
 • Audit Data Manager 
 • Security Configuration Manager 
 • Incident Response Manager 
Core Node administrators 
 • Platform/Network Manager 
 • Archive Manager 
 • Backup Manager 
Database managers 
 • Accounting Data Manager 
 • Tracking Data Manager 

Non-management roles 
 

Non-management users 
 • KOA Agent 

5.5.1 (U) External Operational Management Roles 1086 

(U//FOUO) External operational management roles are assigned mainly to Managers in 1087 

customer organizations. These managers are primarily concerned with registration, 1088 

enrollment, and product management functions in a particular customer organization or 1089 

some sub-unit of such an organization. 1090 
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(U//FOUO) External management roles are assigned to KMI operational managers in 1091 

customer organizations who: 1092 

• (U) Connect to the KMI exclusively across network interfaces 1093 

• (U) Receive their privileges through the KMI manager enrollment process 1094 

• (U//FOUO) Authenticate themselves to the KMI using KMI manager credentials 1095 

• (U) Have their access to the KMI mediated by the role-, rule-, and approval-based 1096 

access controls described in the “KMI Access Control Concepts” Section. 1097 

(U) The one exception to this description is for client administration roles, described in 1098 

section 5.5.2.  External operational managers are primarily concerned with registration, 1099 

enrollment, and product management functions.  In addition to external operational 1100 

managers, there are also internal operational and administrative managers (described 1101 

below), who deal with both the security of the KMI and the internal operation of KMI 1102 

central nodes. 1103 

5.5.1.1 (U) Ordering and Distribution Managers 1104 

(U//FOUO) The roles in this category are oriented toward product management functions.  1105 

Approval-based access control involves the four management roles that deal directly with 1106 

product ordering and distribution: CONAUTH, Command Authority, Product Requester, 1107 

and KOA Manager. Enrollment Managers in KMI customer organizations assign 1108 

identities to these four roles through the role-based access control process. Users are 1109 

expected to be selected for these roles based on organizational affiliation, geographical 1110 

location, and other operational factors. 1111 

5.5.1.1.1 (U) Controlling Authority 1112 

(U//FOUO) The Controlling Authority role is assigned to external managers responsible 1113 

for determining what key products are operationally needed, and (optionally) identifying 1114 

the individuals responsible for more detailed management of those products. Controlling 1115 

Authorities perform the following functions: 1116 

• Controlling Authority defines new product. A Controlling Authority can define a 1117 

new product, (e.g., “Product A”). The Controlling Authority also can place orders 1118 

for generating and distributing that product, or the Controlling Authority can 1119 

delegate responsibility for ordering by appointing Product Requesters 1120 

• Controlling Authority appoints Product Requester(s). The Controlling Authority 1121 

for Product A can optionally select one or more user identities that have been 1122 

enrolled as Product Requesters and authorize them to place orders for the product. 1123 

(The selections are not constrained by enrollment domains.) The Controlling 1124 

Authority can require that orders placed by a Product Requester receive per-1125 

edition approval before the product is generated and distributed. If such approval 1126 

is required, the Controlling Authority acts as the approver. 1127 

• (U//FOUO) Controlling Authority or Product Requester orders products for 1128 

operating account(s). A Controlling Authority or an authorized Product Requester 1129 

can order Product A (i.e., can request that Product A be generated and be 1130 

distributed to devices under the control of selected KOAs). 1131 
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5.5.1.1.2 (U) Command Authority 1132 

For each specific KMI asymmetric product, relationships are established among the 1133 

managers. A Command Authority requests the assignment of partition codes and 1134 

Department/Agency/Organization (DAO) codes for the symmetric products the 1135 

Command Authority’s organization requires. The Command Authority identifies which 1136 

partition codes and DAO codes may be ordered by each Product Requester. 1137 

5.5.1.1.3 (U) Product Requestor 1138 

(U//FOUO) A Product Requester is an external manager that is responsible for requesting 1139 

products and services. Product Requesters must be enrolled as Managers, and their 1140 

privileges with regard to ordering specific KMI products are then defined by the Product 1141 

Manager (either Controlling Authority or Command Authority) responsible for those 1142 

products, using KMI’s approval-based access control process.  Product Requesters who 1143 

order asymmetric products perform a function equivalent to User Representatives in 1144 

existing FIREFLY key management processes. 1145 

5.5.1.1.4 (U) KOA Manager 1146 

(U//FOUO) A KOA Manager is an external manager who is responsible for the operation 1147 

of one or more KOAs. KOA Managers are the KMI equivalent of COMSEC custodians / 1148 

COMSEC managers in the existing system. A KOA Manager manages the distribution of 1149 

KMI products to the ECUs, fill devices, and AKPs that are assigned to the manager’s 1150 

KOA. The KOA Manager is also responsible for designating and registering KOA 1151 

Agents. 1152 

5.5.1.2  (U) Registration Management Roles 1153 

(U) Registration managers are the external manager responsible for making people, 1154 

devices, and KOAs “known” to the KMI.  Each of those three registration functions is 1155 

distinctive and is addressed with a distinct registration manager role. 1156 

5.5.1.2.1 (U) KOA Registration Manager 1157 

(U) KOA Registration Manager is the role assigned to individuals responsible for 1158 

maintaining registration information about KOAs.  This information is retained in a data 1159 

store (e.g., possibly a directory) internal to the KMI; information elements common to 1160 

both KMI and EKMS are synchronized between the KMI registration data store and the 1161 

EKMS directory server.   1162 

(U//FOUO) Since all KOAs will also be COMSEC accounts in CI-2, there is a need for 1163 

close coordination between EKMS registration authorities and the KOA Registration 1164 

Manager.  The CI-2 concept is that these duties will be assigned to the same person(s).  1165 

For the military services, the EKMS Registration Authority is located with the Tier 1 1166 

system; the person(s) performing that function will be enrolled as KOA Registration 1167 

Manager and provided with KMI client node and manager credentials so that they can 1168 

perform both functions. (U) Personnel Registration Manager 1169 
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5.5.1.2.2 Personnel Registration Manager 1170 

(U//FOUO) Personnel Registration Managers are responsible for registering human users 1171 

to the KMI).   This role will fall under separation of duties considerations.  In particular, a 1172 

Personnel Registration Manager cannot also be a Local Type 1 Registration Authority. 1173 

The basic functions of a personnel registration manager include: 1174 

• (U) Registration of KMI users 1175 

• (U) Ability to add, modify, update and delete registration data 1176 

• (U) Works with local sponsor/authority to obtain information required to establish 1177 

an individual’s Type 1 identity 1178 

• (U) Independently verifies the need for the identity 1179 

• (U) Enters the required registration  information into KMI using a KMI Manager  1180 

5.5.1.2.3  (U) Device Registration Manager 1181 

(U) Device Registration Manager is the role assigned to individuals responsible for the 1182 

registration of devices (i.e., equipment such as ECUs) in the KMI. Device Registration 1183 

Managers register and initialize ECUs, Type 1 I&A tokens, and any other KMI devices 1184 

into the KMI, request initial ECU key material (e.g., seed key).  1185 

5.5.1.2.4 (U) Local Type 1 Registration Authority 1186 

(U) Local T1 Registration Authority is the role assigned to individuals responsible for the 1187 

endorsement and provisioning of CMI (KMI Aware) and KMI manager Tokens. The 1188 

basic functions of a Local Type 1 Registration Authority include: 1189 

• (U) Performs the face to face check of the user receiving the Type 1 certificate 1190 

and token 1191 

• (U) Processes the individual to obtain their Type 1 token  1192 

• (U) Uses a KMI Manager (Client) to process a certificate request and download 1193 

Type 1 certificate onto a token 1194 

5.5.1.3 (U) Enrollment Manager 1195 

(U) Enrollment Manager is the role assigned to those individual responsible for assigning 1196 

KMI User Identities to management roles. The Enrollment Manager also assigns rule-1197 

based attributes to KMI manager identities and assigns privileges to a Type 1 identity that 1198 

has been issued for use in KMI.  The Enrollment Manager is a particularly security-1199 

sensitive role, as this manager’s actions determine what other KMI managers may do.  1200 

Consequently, this role will fall under separation of duties considerations.  In particular, 1201 

an Enrollment Manager cannot also be a Personnel Registration Manager. 1202 

5.5.1.4 (U) Service/Agency Help Desk Manager 1203 

(U) Help support for KMI users will be provided by a mixture of customer organization-1204 

specific help staff (external) and KMI-wide help staff (internal).  Service/Agency Help 1205 

Desk Manager is the role assigned to external personnel providing customer 1206 

organization-specific help services. 1207 
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5.5.2 (U) External Administrative Management Roles 1208 

(U) Client administration roles are associated with the need to provide operational and 1209 

security management and administration for client nodes.  While these functions are 1210 

external, taking place at the client location rather than within central KMI nodes such as 1211 

the PRSN or PSN, these are not operational manager roles in the KMI and therefore do 1212 

not require a KMI manager token.  Access control for these roles is provided by the client 1213 

platform operating system’s user access control (e.g., name and password login to the 1214 

platform) combined with physical limitations on access to the client.  These roles will 1215 

normally be assigned to information technology support staff at the customer’s 1216 

operational facility. 1217 

5.5.2.1 (U) Client Platform Administrator 1218 

(U) Client Platform Administrators are responsible for establishing and assigning 1219 

platform-based user accounts (for which the authentication material typically is a 1220 

password), including platform operators, and for setting their privileges, and also for 1221 

operating system maintenance and updating, etc. 1222 

5.5.2.2 (U) Client Platform System Security Officer (SSO) 1223 

(U) Client Platform SSOs are responsible for security monitoring and administration of 1224 

the client platform, including audit data review and archiving, etc. 1225 

5.5.3 (U) Internal Operational Management Roles 1226 

(U//FOUO) Internal KMI roles are roles assigned to personnel operating within the 1227 

physical security perimeter of a centralized or regional KMI component, such as a PRSN 1228 

or PSN. NSA personnel will typically staff internal roles for the CSN, PRSN, and PSN. 1229 

The roles listed in subsequent sections are independent roles.  Some separation of duties 1230 

requirements will apply to the security administration roles; for example, it is 1231 

inappropriate for the same individual that reviews audit data to check for potential 1232 

security violations to also be able to control audit collection data rules. 1233 

5.5.3.1 (U) Access Control Service Managers 1234 

5.5.3.1.1 (U) Role Manager 1235 

(U//FOUO) Role Manager is the role assigned to individuals who manage the set of roles 1236 

available in the KMI.  The Role Manager’s function is to maintain the set of roles defined 1237 

within the KMI, including the creation of new roles, the removal of unnecessary roles, 1238 

and the management (i.e., addition and deletion) of the privileges accorded to roles as 1239 

appropriate to the job functions of individuals who would be enrolled in those roles. 1240 

5.5.3.1.2  (U) KMI Top-level Enrollment Manager 1241 

(U) The KMI-level enrollment manager for the KMI is responsible for enrolling the 1242 

highest-level enrollment manager within each KMI customer organization.  Those 1243 

Enrollment Managers, in turn, can either perform all enrollment functions for their 1244 

organization, or enroll subordinate Enrollment Managers within their organization who 1245 

will perform the enrollment of other KMI managers within the organization.  When 1246 
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enrolling other managers, the KMI-level enrollment manager is enabled to enroll all 1247 

roles, and is able to assert all rule-based access control privileges within the KMI. 1248 

5.5.3.2 (U) User Support Service Managers 1249 

(U) The user support manager roles are related to KMI functions that need to be publicly 1250 

accessible (i.e., a KMI library, Help Desk).  1251 

5.5.3.3 (U) Event Services Manager 1252 

(U) Event Services Manager is the role assigned to individuals responsible for the KMI 1253 

capability that tracks security-relevant events and informs or reminds KMI users of 1254 

necessary actions related to those events.  The KMI provides an event management 1255 

capability that tracks security-relevant events and informs or reminds users of necessary 1256 

user actions to respond to those events. Events to be managed shall include the routine 1257 

and emergency supersession of keys, pending expiration of a user’s certificate, and 1258 

mandatory modifications to equipment. 1259 

5.5.3.4 (U) Catalog Manager 1260 

(U) Catalog Manager is the role assigned to individuals responsible for managing the 1261 

KMI product catalog.  The KMI product catalog is the basis for presenting product 1262 

information to users.  The information presentation is tailored for the recipient. Catalog 1263 

Managers are responsible for defining and maintaining filter criteria for the presentation 1264 

of the catalog. 1265 

5.5.4 (U) Internal Administrative Management Roles 1266 

(U//FOUO) Internal management roles are assigned to personnel operating within the 1267 

physical security perimeter of a centralized or regional KMI component, such as a PRSN, 1268 

CSN or PSN.  Internal management roles include both operational and administrative 1269 

mangers. Administrative managers are responsible for managing the security and 1270 

operations of the KMI. 1271 

5.5.4.1 (U) Security Administration (SSOs) 1272 

(U//FOUO) Each site or facility that houses a set of KMI components may need one or 1273 

more people assigned to SSO roles.  These roles group the functions related to 1274 

establishing, monitoring, and maintaining the security of the KMI. 1275 

5.5.4.1.1 (U) ASWR Manager 1276 

(U) ASWR Manager is the role assigned to individuals responsible for controlling attack 1277 

sensors in KMI components and for initiating a response to alerts and warnings. 1278 

5.5.4.1.2 (U) Audit Data Manager 1279 

(U) Audit Data Manager is the role assigned to individuals responsible for setting audit 1280 

data collection and recording parameters in KMI components and for maintaining and 1281 

analyzing the KMI audit trail. 1282 
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5.5.4.1.3 (U) Security Configuration Manager 1283 

(U) Security Configuration Manager is the role assigned to individuals responsible for 1284 

establishing and monitoring the security configuration parameters in KMI components. 1285 

5.5.4.2 (U) Client Node Administrators 1286 

(U) System administration managers perform functions that ensure the smooth operation 1287 

of the KMI.  These roles handle network and computer platform administration, 1288 

archiving, backup and restoration, database management, and other functions necessary 1289 

for KMI operation.  1290 

5.5.5 (U) Non-management Roles 1291 

(U) Non-management roles are assigned by KOA Managers to individuals that support 1292 

“last mile” distributions activities for the KOA. These individuals are referred to as KOA 1293 

Agents. 1294 

5.5.5.1 (U) KOA Agent 1295 

(U//FOUO) A KOA Agent is not a KMI management role.  KOA Agents are enrolled by 1296 

an Enrollment Manager but do not need Manager credentials to perform their duties. A 1297 

KOA Agent is designated by a KOA Manager to access PRSN PDEs for the purpose of 1298 

retrieving wrapped products that have been ordered for User Devices that are assigned to 1299 

that KOA. A KOA Manager can designate registered users to be KOA Agents for any 1300 

KOA to which that manager is assigned. Additionally, KOA Managers are always KOA 1301 

Agents for their own KOAs. 1302 

 (U//FOUO) A KOA Agent that is designated by a KOA Manager can perform the 1303 

following functions when connected to a PDE of a PRSN: 1304 

��(U//FOUO) Download a benignly wrapped product for a device held by the 1305 

KOA. 1306 

��(U//FOUO) Upload benign fill credentials for a device held by the KOA. 1307 

��(U//FOUO) Upload tracking, audit, and accounting information (including 1308 

device acknowledgements of products loaded) from a fill device. 1309 

5.6 (U) Support Environment 1310 

5.6.1 (U) Personnel Support 1311 

(U//FOUO) Participants in the existing CMCS and EKMS are known as KMEs and are 1312 

each assigned EKMS Identifiers.  Information about KMEs is recorded in the EKMS 1313 

directory for use throughout EKMS. 1314 

(U//FOUO) The set of EKMS IDs provides a single “name space” within which all 1315 

KMEs are identified.  A KME can be an individual or an organization.  Since 1316 

interoperability must be maintained between KMI, EKMS, and CMCS KMEs, it is 1317 

necessary that identifiers for entities registered in KMI be able to be mapped uniquely to 1318 

EKMS IDs and vice-versa.  The following table identifies different types of KMEs, 1319 

summarizes the function they play in key management, and explains how they are 1320 

handled within KMI CI-2. 1321 
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Table 2: (U) Key Management Entities in CI-2 1322 

KME Type KME Function KMI CI-2 Concept 

Central Office of 

Record 

Maintain central accountability for 

COMSEC materials 

Continue to operate as currently defined.  KMI CI-2 is 

neither replacing nor replicating COR functionality, but 

will support transfer of accounting information as 

described in the “KMI Support to CMCS Accounting” 

section. 

FIREFLY Point of 

Contact 

The entity that is responsible for 

appointing Command Authorities 

for his organization. 

Continue to operate as currently defined.  FIREFLY 

POCs are assigned EKMS IDs and recorded in the 

EKMS directory, but the functions they perform are 

conducted off-line. 

FIREFLY 

Command 

Authority 

Defines FIREFLY ordering 

privileges for User Representatives 

Registered as Manager and enrolled as KMI Command 

Authority. 

Command Authority functions are privileges within the 

KMI Command Authority role.  Controlling 

Authorities will delegate specific FIREFLY key 

ordering privileges to Product Requestors 

FIREFLY User 

Representative 

Orders FIREFLY key with limits of 

ordering privileges defined by 

associated Command Authority 

Registered as Manager and enrolled as KMI Product 

Requestor. 

Specific ordering privileges of Product Requestors for 

FIREFLY key are defined by a Command Authority 

using KMI Approval-based access control 

mechanisms. 

COMSEC 

Account 

Organizational element designated 

to receive, store, and control 

COMSEC material directed to an 

organization. 

Registered as KMI Operating Account.  The identifier 

for a KOA must be able to be mapped to an EKMS ID 

and vice-versa in order to maintain backward 

compatibility with existing KMI systems.  KOAs will 

have an associated Primary KOA Manager and one or 

more supplemental KOA Managers. 

Controlling 

Authority 

Define the characteristics for and 

direct distribution of cryptographic 

key, especially symmetric key. 

Registered as a Manager and enrolled as a Controlling 

Authority. 

5.6.2 (U) Communications Support 1323 

(U//FOUO) CI-2 will provide network-oriented key management and delivery 1324 

capabilities and establish a path for transition away from the existing physical and 1325 

electronic COMSEC material systems.  The CI-2 design requires the interconnection of 1326 

the KMI CSN, PSNs, PRSNs, and client nodes over a variety of DoD and commercial 1327 

communications networks, with an emphasis on common-user TCP/IP wide-area 1328 

networks (WANs) as the primary means of communications.  The design of CI-2 will 1329 

address needed improvements in the communications approach of the EKMS, allowing 1330 

dial-up connections and dedicated communications paths to be replaced by TCP/IP 1331 

network connections over a variety of communications mediums owned by a variety of 1332 

organizations.   1333 
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(U//FOUO) To accomplish the system and design goals, CI-2 will rely on a mixture of 1334 

DoD, non-DoD governmental and commercial communications systems and networks.  1335 

The networks and communications systems that may be used by CI-2 include: 1336 

• (U) TCP/IP wide-area networks 1337 

o (U//FOUO) NIPRNET 1338 

o (U//FOUO) SIPRNET 1339 

o (U) Internet 1340 

• (U) Customer-owned local / tactical networks 1341 

o (U//FOUO) Post/Camp/Base/Station/Facility networks connected to the 1342 

NIPRNET or SIPRNET 1343 

o (U//FOUO) Tactical military communications systems  connected to the 1344 

NIPRNET or SIPRNET 1345 

(U) Each of the above systems may be used as a vehicle to provide CI-2 services to CI-2 1346 

users and the KMI will depend upon their availability and their ability to support TCP/IP 1347 

communications such as web connections, ftp, e-mail, and other electronic exchanges.   1348 

(U//FOUO) CI-2 is designed to be able to rely on these communication systems owned 1349 

and managed by a variety of organizations; for reliability of KMI operations and user 1350 

access to the KMI, multiple communications paths across these backbone networks are 1351 

needed.  By using cryptographically protected traffic wrapped in normal TCP/IP 1352 

communications packets, CI-2 is able to pass black data over these communication 1353 

systems without fear of compromise.  The ability to support this feature enables CI-2 to 1354 

remain flexible and become more available to the user community.   1355 

5.6.3 (U) Logistical Support 1356 

(U) KMI CI-2 will provide a number of features to assist the user in the operation, 1357 

maintenance and life cycle support of the system including training, on-line availability 1358 

of data in the KMI library, a help desk, and help features integrated into the HMI. 1359 

5.6.3.1 (U) Training 1360 

(U) The KMI will provide training programs, including both classroom and computer 1361 

based on-line training. It is important that KMI users and managers receive the necessary 1362 

indoctrination and become familiar with the KMI security practices before accessing the 1363 

KMI. Whenever possible, existing training courses, materials, and other devices (e.g., 1364 

commercially offered training courses and manuals) will be used to satisfy KMI training 1365 

requirements.  1366 

5.6.3.2 (U) Status Monitoring and System Maintenance 1367 

(U) The KMI supports a worldwide customer community and must maintain operations 1368 

24 hours a day, 7 days a week.  The KMI will employ the mechanisms necessary to make 1369 

its processes, data, and systems as reliable as possible within the bounds of cost-1370 

effectiveness and established system performance. To meet this operational availability it 1371 

is necessary to know the status of the KMI. The KMI will automatically collect and 1372 

record any information regarding the current maintenance state and operational 1373 

availability of the major KMI components and the communications links that service 1374 
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them. This information will be made available to authorized KMI managers upon 1375 

command.  1376 

(U) Maintenance of the various components of the KMI will be a mix of warranty and 1377 

service contracts for Commercial off-the-shelf (COTS) products and maintenance of the 1378 

AKP will follow traditional Government support possibly taking advantage of existing 1379 

Service/Agency interservicing procedures. The developer will be responsible for the 1380 

maintenance of the PSN, CSN, and the PRSN’s. 1381 

5.6.3.3 (U) Help Desk 1382 

(U) The KMI will provide support to a staffed help desk to provide users assistance in 1383 

system operation, resolution of error conditions, and general information on products and 1384 

services offered by the system. The help desk function will be performed by existing 1385 

EKMS Phase 4 help desk personnel residing at Tier 0 and Service-specific help desks 1386 

located at Service facilities to address Service-related support functions. Some of the 1387 

features to be provided are: 1388 

• Troubleshooting assistance 1389 

• A list of addresses for access to KMI services that can be configured into a KMI-1390 

aware ECU. 1391 

• List of Frequently Asked Questions 1392 

(U) The KMI Help Desk Manager will provide support in terms of all KMI policy, 1393 

operational, and procedural issues. To support this role, the KMI will provide the Help 1394 

Desk Manager access to all KMI customer information and functions through a query 1395 

capability; provide a decision tree to guide in answering user requests; and provide a 1396 

capability to add, delete, update, and determine access to contents of the online help desk 1397 

(U) The KMI help desk web page will contain at a minimum, a list of Frequently Asked 1398 

Questions (FAQs), the Help Desk telephone number, and an email link to the KMI Help 1399 

Desk Manager.  The web page will also supply the telephone number and web address of 1400 

each Service-specific help desk directing users with Service-specific issues and/or 1401 

problems to these points of contact. 1402 

(U) When an initial call is received or a problem report or query arrives, it is placed on a 1403 

tracking ticket, which remains open until the issue or query has been answered or 1404 

resolved.  The help desk determines the kind of technical help and information the 1405 

customer may receive based on his identity and assigned role within KMI.  To aid in 1406 

reducing response time from help desk to users, a knowledge database is accessible 1407 

containing issue and query information from prior resolutions. 1408 

6 Operational Scenarios 1409 

(U) This section depicts common operating scenarios for KMI CI-2 in the form of 1410 

storyboards.  The storyboards focus on the KMI user’s / manager’s interactions with the 1411 

system, and do not attempt to describe internal operating details of the KMI.  The 1412 

scenario set presented here covers a number of common, important aspects of KMI 1413 

operation, but does not attempt to address every KMI capability or user operation; it is 1414 

intended, rather, to capture the intended nature of KMI operations.  1415 
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(U) Several high-level processes have been depicted that group the defined operational 1416 

scenarios with the appropriate process they belong to.  These high-level processes will 1417 

help to clarify the relationship between operational scenarios.  The specific processes 1418 

include:  Manager Activation, KOA Registration, KMI-Aware Device Activation, 1419 

Product Ordering and Retrieval for Symmetric Keys, and Product Ordering and 1420 

Distribution for Asymmetric Keys. 1421 

(U)  The legend key for the sequence diagrams in the operational scenarios: 1422 

 1423 

MGC

Information being passed via an out-of-band method

Cryptographic Association Not Yet Determined

KMI Actor / Component

External Actor to KMI

Manager Client (Computing Platform, KMI Application Software, AKP)

KMI Device or Token being passed

DOC

Conditional Action

Delivery-Only Client

MGC

Information being passed via an out-of-band method

Cryptographic Association Not Yet Determined

KMI Actor / Component

External Actor to KMI

Manager Client (Computing Platform, KMI Application Software, AKP)

KMI Device or Token being passed

DOC

Conditional Action

Delivery-Only Client

 1424 

6.1 Manager Activation Process 1425 

 1426 

(U) There are several steps necessary to activate a KMI Manager, as shown in Figure 8.  1427 

As a pre-requisite to this process, a new token must be initialized/registered by a KMI 1428 

Device Registration Manager (using KLIF) that will later be activated for the prospective 1429 

KMI Manager.   1430 

 1431 

(U) Upon authorization by a Command/Controlling Authority, the prospective KMI 1432 

Manager is registered by the Personnel Registration Manager.  At the same time, the 1433 

initialized token is endorsed by the Local Type 1 Registration Authority (LT1RA).  At 1434 

this stage, the token receives an Identity Certificate and an Infrastructure key which will 1435 

be used in the activation process.    1436 

 1437 

(U) After registration, a sponsoring organization requests that a newly registered manager 1438 

be enrolled in KMI by the KMI Enrollment Manager (EM).  During this process, the new 1439 

KMI Manager is assigned appropriate roles and privileges.  In the same timeframe, the 1440 
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token is activated and personalized for the new KMI Manager by the LT1RA.  The KMI 1441 

Manager is then activated and ready to complete its KMI mission. 1442 

 1443 
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 1444 

Figure 8: (U) Manager Activation Process 1445 

1446 
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6.1.1 (U) Register KMI Manager 1446 

6.1.1.1 (U) Summary 1447 

(U) This scenario follows several related activities that lead to a new KMI Manager 1448 

within KMI.  A potential manager is identified and submitted as a candidate.  They are 1449 

subsequently registered within the KMI, creating a manager identity ready for 1450 

enrollment, and issuances of an identity token.  1451 

6.1.1.2  (U) Sequence Diagram  1452 

 1453 

PRSN
Registration 

Manager
MGC

Eligibility

Sponsor

New KMI 
Manager

Request 
“Validates request

and verifies data”

Login to PRSNLogin to PRSN

“Verify ID and 

Privileges”

Provide Registration Data & Uploads Prospective Manager Biometric

Notify 
Registration 

Completed

Notify 
Registration 

Completed

“Store Registration Data
And biometric”

“Login to MGC”

 1454 

Figure 9: (U) Register KMI Manager  1455 

6.1.1.3 (U) KMI Roles Involved 1456 

• (U) Eligibility Sponsor 1457 

• (U) Personnel Registration Manager 1458 

6.1.1.4 (U) KMI Nodes Involved 1459 

• (U) Manager Client 1460 

• (U) PRSN 1461 

6.1.1.5  (U) Prerequisites 1462 

• (U) A valid need for access as a KMI Manager exists. 1463 

• (U) The candidate has not previously been registered within KMI. 1464 

• (U) Personnel Registration Manager is valid and has rights within the appropriate 1465 

domain. 1466 

• (U) Photograph of prospective manager has been captured. 1467 
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6.1.1.6 (U) Sequence of Events 1468 

1. (U) The eligibility sponsor identifies the need for a KMI Manager and a valid 1469 

candidate, fills out a form requesting the registration and enrollment of a new 1470 

KMI Manager.  The sponsor gathers the required identity and clearance 1471 

information and a biometric (e.g., a photo) for the candidate, and submits the data 1472 

via authorized channels. 1473 

2. (U) The Personnel RM receives a request to register a new KMI Manager along 1474 

with clearance verification information (via out of band method) from a sponsor.  1475 

The Personnel RM validates the request and confirms the citizenship, clearance, 1476 

and organization of the candidate manager according to the Type 1 Certificate 1477 

Policy. 1478 

3. (U) The Personnel Registration Manager (RM) logs into the MGC. 1479 

4. (U) The Personnel RM connects and authenticates to the PRSN using a Manager 1480 

Client (MGC). 1481 

5. (U) The Personnel RM provides the manager candidate’s registration data and 1482 

biometric to the PRSN. 1483 

6. (U) The PRSN stores the registration data and biometric. 1484 

7. (U) The Personnel RM notifies the appropriate entity (sponsor, candidate) of the 1485 

registration. 1486 

 1487 

1488 
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6.1.2 (U) Enrollment of Manager 1488 

6.1.2.1 (U) Summary 1489 

(U) This scenario follows several related activities that lead to a new KMI Manager 1490 

within KMI. A registered manager is given the privileges they need to perform their job 1491 

as a KMI Manager through enrollment. 1492 

6.1.2.2 (U) Sequence Diagram 1493 

 1494 

PRSN
Sponsoring

Organization

Enrollment

Manager
MGC

New KMI 

Manager
Request “Validates request

and verifies data”

“Verify ID and 

Privileges”

Notify 
Enrollment 
Completed

Assign Role(s) and Rule-based Attributes

Login to PRSN

“Update Enrollment Data”

“Login to MGC”

 1495 

Figure 10: (U) Enrollment of Manager  1496 

6.1.2.3 (U) KMI Roles Involved 1497 

• (U) Sponsoring Organization 1498 

• (U) Enrollment Manager 1499 

6.1.2.4 (U) KMI Nodes Involved 1500 

• (U) Manager Client (MGC) 1501 

• (U) PRSN 1502 

6.1.2.5 (U) Prerequisites 1503 

• (U) A valid need for access as a KMI Manager exists. 1504 

• (U) The candidate is registered within KMI. 1505 



KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005 
Concept of Operations for KMI CI-2  Version 1.4  

 

- 60 - 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

• (U) Participating KMI Managers are valid and have rights within the appropriate 1506 

domain. 1507 

6.1.2.6 (U) Sequence of Events 1508 

1. (U) The Enrollment Manager receives a request to enroll a new KMI Manager 1509 

(via out of band method) from a sponsor. 1510 

2. (U) The Enrollment Manager confirms the need for the candidate manager’s 1511 

requested proposed role and the validity of the request.  1512 

3. (U) The Enrollment Manager logs into the MGC. 1513 

4. (U) The Enrollment Manager connects and authenticates to the PRSN using a 1514 

MGC. 1515 

5. (U) The Enrollment Manager assigns the role(s) and rule-based attributes to the 1516 

candidate manager. 1517 

6. (U) The PRSN updates the enrollment data for the candidate manager. 1518 

7. (U) The Enrollment Manager notifies the appropriate entity (sponsor, candidate) 1519 

of the enrollment. 1520 

 1521 

 1522 

1523 
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6.1.3 (U) Initialization of a Token 1523 

6.1.3.1 (U) Summary 1524 

(U) This section describes the initial registration of a Token.  A Token has its own 1525 

identity within the KMI, and key can be wrapped specifically for that Token by a KMI 1526 

PSN, using credentials stored as part of the Token’s registration information in the KMI. 1527 

6.1.3.2 (U) Sequence Diagram 1528 

 1529 

Device
Registration 

Manager

“Login to MGC”

PRSN

“Interact with DANS to gain 

unique DoD Device identity”

MGC

Login & Request registration 

of Token

Token

Upload Manufacturer’s ID and Random Component from Token

PSN

Request Seed Key

Seed Key sent to DRM via PRSN PDE

(wrapped in AKP credentials)

Load Seed Key into Token

“Credentialing Data Stored in 

KMI Database”

“Token shipped to a Sponsoring Organization 

KOA for future endorsement/provisioning”

“PSN generates Seed 

Key”

DANS

 1530 

Figure 11: (U) Initialization of a Token  1531 

6.1.3.3 (U) KMI Roles Involved 1532 

• (U) Device Registration Manager 1533 

6.1.3.4 (U) KMI Nodes Involved 1534 

• (U) Manager Client (MGC) 1535 

• (U) PRSN 1536 

• (U) PSN 1537 

6.1.3.5 (U) Prerequisites 1538 

• (U) The Device Registration Manager has a Manager Client (MGC). 1539 
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• (U) The token has a software baseline from the factory. 1540 

• (U) The token has been designed in compliance with KMI Standards. 1541 

• (U) The Device Registration Manager is valid and has rights within the 1542 

appropriate domain. 1543 

6.1.3.6 (U) Sequence of Events 1544 

1. (U) Device Registration Manager (DRM) logs into MGC and authenticates to 1545 

KMI using Type 1 Identity/Token. 1546 

2. (U) DRM uploads (electronically or physically) a manufacturer’s ID and random 1547 

component from the Token being initialized. 1548 

3. (U) DRM logs into PRSN and requests registration of new Token.  1549 

4. (U) PRSN interacts with DoD Authoritative Naming Source (DANS) to gain a 1550 

unique DoD Device Identity (aka - Device Distinguished Name).  1551 

5. (U) PRSN requests, from the PSN, a Seed Key that embeds the DANS-provided 1552 

identity and the random component from the new Token. The Seed Key is linked 1553 

to the DoD Identity and the Token-generated random component.  1554 

6. (U) The PSN generates the Seed Key. 1555 

7. (U) The Seed Key is delivered to the DRM via the PRSN PDE, wrapped in the 1556 

AKP’s credentials.  1557 

8. (U) This credentialing data is stored in the KMI database (at the PRSN) for the 1558 

Endorsement process.  1559 

9. (U) DRM retrieves and loads seed key and electronic identity into the new Token. 1560 

The Token is now registered in KMI.  1561 

10. (U) The Token is shipped to a Sponsoring Organization KOA and eventually to a 1562 

mission location for endorsement & provisioning. 1563 

 1564 

1565 
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6.1.4 (U) Endorsement of a Token 1565 

6.1.4.1 (U) Summary 1566 

(U) This section describes the endorsement of a Token.  This process establishes a 1567 

sponsor for the Token, completes the establishment of the Type 1 Token Identity and 1568 

converts the Seed Key to an Infrastructure Key for the Token. 1569 

6.1.4.2 (U) Sequence Diagram 1570 

 1571 

LT1RA PRSN

MGC

Login, assign sponsor, and issue 

Request for Token Type 1 Identity

Token

Seed Key Conversion Request, Validate token integrity, 

PSN

“Login to MGC”

Transfer Token ID Data

From Registration DB

“Convert Seed Key to 
Infrastructure Key”

Deliver Infrastructure Key

“Store infrastructure credentials”

Establish cryptographic association with PSN, Cooperatively generate public/private key pairs that bind distinguished name to Token 

Deliver Token Identity Certificate

“Generate Token Identity 

Certificate”

‘Associate certificate ID with Token
registration data”

Requests key conversion
Connects to PSRN

 1572 

Figure 12: (U) Endorsement of a Token  1573 

6.1.4.3 (U) KMI Roles Involved 1574 

• (U) Local Type 1 Registration Authority (LT1RA) (Also enrolled as Product 1575 

Requester) 1576 

• (U) Sponsor  1577 

6.1.4.4 (U) KMI Nodes Involved 1578 

• (U) Manager Client (MGC) 1579 

• (U) PRSN 1580 

• (U) PSN 1581 
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6.1.4.5 (U) Prerequisites 1582 

• (U) The token has been initialized (registered) and shipped to LT1RA. 1583 

• (U) PRSN has captured token registration data to be used in the endorsement 1584 

process. 1585 

• (U) LT1RA is valid and has rights within the appropriate domain. 1586 

6.1.4.6 (U) Sequence of Events 1587 

1. (U) LT1RA receives the Token (out of band process, not shown in figure).  1588 

2. (U) LT1RA logs into MGC. 1589 

3. (U) LT1RA logs into the PRSN, assigns a sponsor to the Token, and issues a 1590 

request for a Type 1 Token Identity. (Note: The Identity request is built from the 1591 

KMI knowledge of the token serial number/token distinguished name that 1592 

occurred during the initialization process and information provided by the 1593 

LT1RA). 1594 

4. (U) The Token sends a seed key conversion request. 1595 

5. (U) The PRSN connects to the PSN and forwards the seed key conversion request 1596 

for the Token. 1597 

6. (U) PSN converts Seed Key to Infrastructure Key. 1598 

7. (U) PSN delivers Infrastructure Key to the Token. 1599 

8. (U) The Infrastructure credential information is stored within the PRSN. 1600 

9. (U) The Token establishes a cryptographic association with the PSN and they 1601 

cooperatively generate the public and private key pairs that bind the Token’s 1602 

distinguished name to the Token.  1603 

10. (U) PRSN sends Token ID data from the registration data store to the PSN. 1604 

11. (U) PSN generates Type 1 certificate for the Token. 1605 

12. (U) The Type 1 Token certificate is associated with the Token Registration Data 1606 

at the PRSN.  1607 

13. (U) Token receives the Identity Certificate from the PSN.  1608 

  1609 

1610 
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6.1.5 (U)  Activation of a Token 1610 

6.1.5.1 (U) Summary 1611 

(U) This section describes the provisioning of a Token.  The provisioning process 1612 

transitions the Token to an operational state.  This is done by requesting Operational 1613 

Mission Key(s), using the Infrastructure Key generated from the endorsement process.  1614 

6.1.5.2 (U) Sequence Diagram 1615 

 1616 

LT1RA PRSN

MGC

Login, issue Request for Manager’s 
Type 1 Identity certificate

Token PSN

“Login to MGC”

Transfer Certificate Data

Cooperatively generate public/private key pairs that bind Manager distinguished name to Token, request and issue PIN

Deliver Manager Identity Certificate

“PRSN holds identity information of 
candidate manager”

“Generate Manager Identity 
Certificate”

Manager

Candidate

Token delivered to Manager

Present ID Credentials

Obtain Manager Candidates in Person Info.

‘Associate certificate ID with Token

registration data”

 1617 

Figure 13: (U) Activation of a Token  1618 

6.1.5.3 (U) KMI Roles Involved 1619 

• (U) Local Type 1 Registration Authority (LT1RA) (Also enrolled as Product 1620 

Requester)  1621 

• Manager Candidate 1622 

6.1.5.4 (U) KMI Nodes Involved 1623 

• (U) Manager Client (MGC) 1624 

• (U) PRSN 1625 

• (U) PSN 1626 
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6.1.5.5 (U) Prerequisites 1627 

• (U) The token has been initialized (registered) and endorsed. 1628 

• (U) A valid need for access as a KMI Manager exists. 1629 

• (U) The candidate is registered within KMI. 1630 

• (U) LT1RA is valid and has rights within the appropriate domain. 1631 

6.1.5.6 (U) Sequence of Events 1632 

1. (U) LT1RA logs into MGC. 1633 

2. (U) The Manager Candidate Presents his ID Credentials to the LT1RA for 1634 

verification. 1635 

3. (U) The LT1RA collects the in-person information from the Manager Candidate. 1636 

4. (U) LT1RA logs into the PRSN and requests Manager’s Type 1 Identity 1637 

certificate. 1638 

5. (U) The Manager Identity information is stored within the PRSN. 1639 

6. (U) The Token establishes a cryptographic association with the PSN, they 1640 

cooperatively generate the public and private key pairs that bind the Manager’s 1641 

distinguished name to the Token, and a PIN is requested and issued. 1642 

7. (U) PRSN sends the certification data to the PSN. 1643 

8. (U) PSN generates manager identity certificate. 1644 

9. (U) The PSN delivers the manager identity certificate to the Token. 1645 

10.  (U) The PRSN associates the certificate ID with the token registration data. 1646 

11. (U) The Token is delivered to the Manager and is now ready to operate. 1647 

 1648 

1649 
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6.1.6 (U)  Deregister Manager from KMI 1649 

6.1.6.1 (U) Summary 1650 

(U) This scenario describes the activities that encompass deregistration of a KMI 1651 

Manager within KMI.  In deregistration, you are removing the presence of a Manager 1652 

from KMI. A trigger begins the process of deregistering a KMI Manager.  The trigger is 1653 

validated and the process is completed by the Registration Manager interacting with the 1654 

PRSN. The process is completed when deregistration has been accomplished and 1655 

acknowledgement has been received at the user level.  1656 

6.1.6.2 (U) Sequence Diagram 1657 

 1658 

PRSNRegistration
Manager

MGC

“Verify ID and
Privileges”

“Validates Request

And verifies data”
Login to PRSN

Request Deregistration of KMI Manager ID

‘Deactivate KMI Manager ID 

(Inactive State Set)”

Acknowledgement of KMI Manager ID Removal

Trigger for

Deregistration

Notify source of trigger of

Deregistration of KMI Manager

External
Authority

“Deregistration 

Conflict Check / 

Resolution”

KMI Manager
(being

deregistered)

Collect Type 1 Token from KMI Manager (Conditional)

“Purge Type 1 Token
of Manager Type 1 ID”

“Login to MGC”

Request revocation of Manager 

Type 1 ID

Notification

“De-enroll

Manager”

PSN

“Revoke Manager

Type 1 ID”

 1659 

Figure 14: (U) Deregister Manager from KMI  1660 

6.1.6.3 (U) KMI Roles Involved 1661 

• (U) External Authority 1662 

• (U) Registration Manager 1663 

• (U) KMI Manager (being deregistered)   1664 
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6.1.6.4 (U) KMI Nodes Involved 1665 

• (U) Manager Client (MGC) 1666 

• (U) PRSN 1667 

6.1.6.5 (U) Prerequisites 1668 

• (U) A KMI Manager has been enrolled with a personalized Type 1 Token. 1669 

• (U) A valid need for deregistration within KMI exists.  1670 

• (U) Participating KMI Managers are valid and have rights within the appropriate 1671 

domain. 1672 

6.1.6.6 (U) Sequence of Events 1673 

1. (U) A User Identity that is assigned to a KMI Manager Role will be identified for 1674 

deregistration by an External Authority that has the right to do so. 1675 

2. (U) The Registration Manager validates the request and verifies the identity of the 1676 

External Authority to ensure that they have the right to request this. 1677 

3. (U) The Registration Manager logs onto the PRSN. 1678 

4. (U) The Registration Manager requests the PRSN to deregister a user. 1679 

5. (U) A check is performed, by the PRSN, to ensure that no deregistration conflicts 1680 

will arise, and if so, they are resolved. 1681 

6. (U) The KMI Manager ID is deactivated by the PRSN.  An inactive state is set. 1682 

7. (U) The KMI Manager ID is de-enrolled by the PRSN. 1683 

8. (U) The PRSN send a request to revoke the KMI Manager’s Type 1 ID to the 1684 

PSN. 1685 

9. (U) The PSN revokes the Manager’s Type 1 ID. 1686 

10. (U) An acknowledgement is sent to the Registration Manager that the KMI 1687 

Manager ID has been deregistered. 1688 

11. (U) The Type 1 Token is collected from the KMI Manager being deregistered 1689 

(conditional). 1690 

12. (U) The Registration Manager purges the Type 1 Token of its Manager Type 1 1691 

ID. 1692 

13. (U) An acknowledgement is sent to the External Authority whom requested the 1693 

deregistration of the KMI Manager. 1694 

  1695 

1696 
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6.1.7 (U)  Change Enrollment of KMI Manager 1696 

6.1.7.1 (U) Summary 1697 

(U) This scenario describes the activities that encompass changing the enrollment of a 1698 

KMI Manager within KMI.  A trigger begins the process of requesting change of 1699 

enrollment for a KMI Manager.  The trigger is validated and the process is completed by 1700 

the Enrollment Manager interacting with the PRSN. The process is completed when 1701 

enrollment has been changed and acknowledgement of the change has been received at 1702 

the user level.  1703 

6.1.7.2 (U) Sequence Diagram 1704 

 1705 

PRSN
Enrollment
Manager

MGC

“Verify ID and
Privileges”

“Validates Request

& verifies data”

“Login to PRSN”

Change Enrollment for KMI Manager ID

Trigger for

Enrollment

change

Notify source of trigger of Change of 

Enrollment  of KMI Manager ID

“Determine role and/or 
attribute modifications

Based on trigger”

External
Authority

“Enrollment
Data Updated”

“Login to MGC”

“Review Manager’s current roles / attributes”

Notification

 1706 

Figure 15: (U) Change Enrollment of KMI Manager  1707 

6.1.7.3 (U) KMI Roles Involved 1708 

• (U) External Authority 1709 

• (U) Enrollment Manager 1710 
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6.1.7.4  (U) KMI Nodes Involved 1711 

• (U) Manager Client (MGC) 1712 

• (U) PRSN 1713 

6.1.7.5 (U) Prerequisites 1714 

• (U) A KMI Manager has been enrolled with a personalized Type 1 Token. 1715 

• (U) A valid need for change of enrollment within KMI exists.  1716 

• (U) Participating KMI Managers are valid and have rights within the appropriate 1717 

domain. 1718 

6.1.7.6 (U) Sequence of Events 1719 

1. (U) A User Identity that is assigned to a KMI Manager Role will be nominated for 1720 

change of enrollment by an External Authority that has the right to do so. 1721 

2. (U) The Enrollment Manager will validate the request and verify the identity of 1722 

the External Authority to ensure that they have the right to request this. 1723 

3. (U) The Enrollment Manager will login to the PRSN. 1724 

4. (U) The Enrollment Manager will review the manager’s current roles / attributes. 1725 

5. (U) The Enrollment Manager will determine role and/or attribute modifications 1726 

based on the trigger. 1727 

6. (U) The Enrollment Manager will change the enrollment data assigned to the User 1728 

Identity for the KMI Manager role. 1729 

7. (U) The enrollment data will be updated at the PRSN. 1730 

8. (U) An acknowledgement will be sent to the External Authority whom requested 1731 

the change of enrollment for the KMI Manager. 1732 

 1733 

1734 
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 1734 

6.2 KMI Operating Account (KOA) Registration Process 1735 

 1736 

 (U) There are several steps necessary to register a KMI Operating Account (KOA), as 1737 

shown in Figure 16.  The KOA is first registered by the KOA Registration Manager 1738 

(RM).  The KOA RM may also have the role of the EKMS Registration Authority (RA).  1739 

The registration information is then sent to both the EKMS directory and PRSN 1740 

Registration Data Store.  The EKMS Directory synchronizes the KOA Registration Data 1741 

with the PRSN Registration Data Store.  Finally, a notice of registration is sent to the 1742 

KOA Manager, from which point the KOA is active.  1743 

 1744 

 1745 

3

2

1

Sponsoring

Organization

TriggerTrigger
(Authority(Authority

to Act)to Act)

KOA RM/EKMS RA

KOA

Registration

EKMS

Directory

Active

KOA
PRSN

Registration

Data Store

• Notice of Registration

•Additional Registration Data
Required by KMI

•KOA Registered

•KOA Registration Data

Synchronization

KOA 

Manager

 1746 

 1747 

Figure 16: (U) KOA Registration Process 1748 

1749 
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6.2.1 (U)  Registration of KMI Operating Account (KOA) 1749 

6.2.1.1 (U) Summary 1750 

(U) This scenario describes the registration of a KMI Operating Account.  The KOA is 1751 

assumed to be a military service account supporting KMI-aware devices and is assumed 1752 

to have a MGC with an AKP to provide identification and authentication for its PRSN 1753 

interactions and security protection for the MGC. This configuration is the equivalent of 1754 

an LMP/KP-equipped COMSEC account in the current system.  At the completion of this 1755 

process, the KOA is capable of receiving key to be unwrapped by its AKP and filed into 1756 

the benign and RED fill ECUs, and its KMI-aware ECUs are registered with the KMI and 1757 

prepared to accept key via OTNK.   1758 

6.2.1.2 (U) Sequence Diagram  1759 

 1760 

KOA

Registration

Manager

PRSN
EKMS

Directory

External

Authority

Login to PRSN

Register Account (Provide Account Registration Info)

“Ensure no conflict with EKMS”

Vet Account Info

Acknowledge Registration Results
(Active State Set)

MGC

Initiates Request for

New KOA

“Verify ID and
Privileges”

“Establish Account (Inactive State Set)”

Acknowledge Account Established

Associate KOAM(s)

Associate AKP

“Login to MGC”

EKMS

RA

Tier 1

System

Register KME
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 1761 

Figure 17: (U) Registration of KMI Operating Account (KOA) 1762 

6.2.1.3 (U) KMI Roles Involved 1763 

• (U) External Authority 1764 

• (U) KOA Registration Manager (EKMS Registration Authority) - Could be same 1765 

person 1766 
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6.2.1.4  (U) KMI Nodes Involved 1767 

• (U) Manager Client (MGC) 1768 

• (U) PRSN 1769 

6.2.1.5 (U) Prerequisites 1770 

• (U) KOA Registration Manager must be enrolled with appropriate privileges and 1771 

must have privileges for the domain in which the KOA will be registered.   1772 

• (U) Administrative / physical actions to create the COMSEC account/KOA and 1773 

appoint the KOA Manager must be complete (i.e., policy prerequisites must be 1774 

satisfied). 1775 

• (U) KOA must have KMI client and AKP. 1776 

6.2.1.6 (U) Sequence of Events 1777 

1. (U) An External Authority identifies a need for a KOA.  The External Authority 1778 

will initiate a request and provide account information to the KOA Registration 1779 

Manager (and EKMS Registration Authority). 1780 

2. (U) The EKMS RA will register the new KME using the Tier 1 system.  As a 1781 

result, the KME will have an EKMS ID and basic administrative information will 1782 

be captured and stored in the EKMS directory  1783 

3. (U) The EKMS RA sets the COMSEC account indicator for the new account to 1784 

true, and enters other administrative data specific to COMSEC accounts. 1785 

4. (U) The directory data is synchronized to KMI. 1786 

5. (U) Once the registration request has been authorized by the appropriate authority, 1787 

the KOA Registration Manger will log into the MGC.   1788 

6. (U) The Registration Manager provides the account registration information to the 1789 

PRSN for registration into the system. 1790 

7. (U) The PRSN will verify that a conflict does not exist by comparing the data 1791 

with the EKMS directory data. 1792 

8. (U) Once check is complete, the KOA is established.  The account is instantiated; 1793 

but has a status of inactive. 1794 

Note: The account will remain inactive until all constraints are met.  1795 

• A KOA Manager needs to be enrolled (which first requires registration to 1796 

the KMI) 1797 

• A KOA Manager must first be identified and an AKP needs to be 1798 

associated with the account.   1799 

• A KOA Manager needs to be assigned to a KOA. 1800 

9. (U) The directory data is then synchronized with EKMS 1801 

10. (U) Once these two constraints have been met, the account status will be set to 1802 

active.   1803 

11. (U) An acknowledgement is sent to the KOA Registration Manager that the 1804 

account has been established 1805 
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12. (U) The KOA Registration Manager associates the Key Operating Account 1806 

Managers KOAM(s). 1807 

13. (U) The KOA Registration Manager associates the AKP. 1808 

14. (U) A notification is sent back to the external authority that registration of KOA is 1809 

complete (Active State Set). 1810 

 1811 

 1812 

1813 
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6.3 KMI-Aware Device Activation Process 1813 

 1814 

(U) There are several steps necessary to make a KMI-Aware device operational, as 1815 

shown in Figure 18.  The KMI-Aware device must first be initialized (registered) with 1816 

KMI by the Device Registration Manager (RM).  The registration process provides the 1817 

KMI-Aware device with an initial Seed Key.  The KMI-Aware device is then endorsed 1818 

by the Local Type 1 Registration Authority (LT1RA).   1819 

 1820 

(U) In the endorsement process, the KMI-Aware device receives a sponsor, a Type 1 1821 

Identity Certificate, and converts the initial Seed Key to an Infrastructure Key.  The KMI-1822 

Aware device is then activated by the KOA Manager, at which time the device 1823 

downloads the Mission Keys.  The KMI-Aware device is then ready to operate and begin 1824 

its mission. 1825 

 1826 
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• Initialized KMI 

Aware device

3

2

4

6

7

KMI-Aware Device 

Ready to Operate

• Initialized & 

Endorsed KMI 
Aware device

 1827 

 Figure 18: (U) KMI-Aware Device Activation Process  1828 

1829 
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6.3.1 (U)  Register KMI Aware Device 1829 

6.3.1.1 (U) Summary 1830 

(U) This section describes the initial registration of a KMI-Aware device.  A KMI-Aware 1831 

device has its own identity within the KMI, and key can be wrapped specifically for that 1832 

device by a KMI PSN, using credentials stored as part of the device’s registration 1833 

information in the KMI.  This storyboard assumes the use of MGC KLIF capabilities in 1834 

the registration of a KMI-Aware device, as this is expected to be a typical scenario with 1835 

future devices.  It also assumes that the device being registered is capable of over-the-1836 

network interactions with the KMI.  1837 

6.3.1.2  (U) Sequence Diagram 1838 

 1839 

Deliver  Seed Key to PRSN 

PDE (wrapped in AKP 
credential)

Device
Registration 

Manager

“Login to MGC”

PRSN

“Interact with DANS to gain unique DoD Device identity”

MGC

Login & Request registration 

of KMI-Aware device

KMI-Aware
Device

Upload Manufacturer’s ID and Random 

Component from device

PSN

Request Seed Key

Load Seed Key into KMI-Aware device

“Credentialing data Stored 

in KMI Database”

“KMI-Aware device shipped to Service KOA 

for future endorsement/provisioning”

DANS

“PSN generates Seed 

Key”

Wrapped Seed Key retrieved 
by Registration Manager

 1840 

 Figure 19: (U) Register KMI Aware Device 1841 

6.3.1.3 (U) KMI Roles Involved 1842 

• (U) Device Registration Manager  1843 
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6.3.1.4 (U) KMI Nodes Involved 1844 

• (U) Manager Client (MGC) 1845 

• (U) PRSN 1846 

• (U) PSN 1847 

6.3.1.5 (U) Prerequisites 1848 

• (U) KLIF is registered as a KOA (most likely at the device manufacturer’s site). 1849 

• (U) The Device Registration Manager has a Manager Client (MGC).  1850 

• (U) Device has a software baseline from the factory. 1851 

• (U) Device has been designed in compliance with KMI Standards to permit being 1852 

“KMI-Aware”. 1853 

• (U) KLIF knows “nationality, but not mission, for the new device. 1854 

6.3.1.6 (U) Sequence of Events 1855 

1. (U) Device Registration Manager (RM) logs into MGC and authenticates to KMI 1856 

using Type 1 Identity/Token. 1857 

2. (U) Device RM uploads (electronically or physically) a manufacturer’s ID and 1858 

random component from the KMI-Aware device. 1859 

3. (U) Device RM logs into PRSN and requests registration of KMI-Aware device.  1860 

4. (U) PRSN interacts with DoD Authoritative Naming Source (DANS) to gain a 1861 

unique DoD Device Identity (aka - Device Distinguished Name).  1862 

5. (U) PRSN requests, from the PSN, a Seed Key that embeds the DANS identity 1863 

and the random component of the KMI-Aware device. The Seed Key is linked to 1864 

the DoD Identity and the KMI-Aware device random generated component.  1865 

6. (U) The PSN generates the Seed Key. 1866 

7. (U) The Seed Key is delivered to the PRSN PDE, wrapped in the AKP’s 1867 

credentials.  1868 

8. (U) This credentialing data is stored in the KMI database (at the PRSN) for the 1869 

Endorsement process.  1870 

9. (U) The PRSN delivers the wrapped Seed Key to the Device RM. 1871 

10. (U) Device RM retrieves and loads Seed Key and electronic identity into KMI-1872 

Aware device. The device is now registered in KMI.  1873 

11. (U) The KMI-Aware device is shipped to Service and eventually is shipped to a 1874 

KOA account or mission location for endorsement and activation. 1875 

 1876 

1877 
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6.3.2 (U)  Endorsement of KMI Aware Device 1877 

6.3.2.1 (U) Summary 1878 

(U) This section describes the endorsement of a KMI-aware device.  This process 1879 

establishes a sponsor for the KMI-Aware device, completes the establishment of a Type 1 1880 

Identity and converts the Seed to an Infrastructure Key for the KMI-Aware device. This 1881 

process can occur for both a networked or disconnected KMI-Aware device. 1882 

6.3.2.2 (U) Sequence Diagrams 1883 

 1884 

LT1RA PRSN

MGC

Login, assign sponsor, and issue 

Request for Type 1 Identity

KMI-Aware

Device

Connects to PRSN with Seed Key

Initialized
KMI-Aware device

PSN

“Ready for Mission Load”

“Login to MGC”

Transfer registration data

“Convert Seed Key to 
Infrastructure Key”

Deliver Infrastructure Key

“Store infrastructure credentials”

Establish cryptographic association with PSN, Cooperatively generate public/private key pairs that bind distinguished name to device 

Deliver KMI-Aware device Identity Certificate

“Generate KMI-Aware 

device Identity Certificate”

Connect to PSN & 
Request key conversion

“Validate device integrity”

Configure device for PRSN interactions via network

“Trigger Device 

Connection to PRSN”

‘Associate certificate ID with device
registration data”

 1885 

Figure 20: (U) Endorsement KMI Aware Device (Networked)  1886 

 1887 
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 1888 

Figure 21: (U) Endorsement KMI Aware Device (Disconnected)  1889 

 1890 

6.3.2.3 (U) KMI Roles Involved 1891 

• (U) Local Type 1 Registration Authority (LT1RA) (Also enrolled as Product 1892 

Requestor) 1893 

6.3.2.4 (U) KMI Nodes Involved 1894 

• (U) Manager Client (MGC) 1895 

• (U) PRSN 1896 

• (U) PSN 1897 

6.3.2.5 (U) Prerequisites 1898 

• (U) Device has been initialized (registered) and shipped to the LT1RA. 1899 

• (U) PRSN has captured device registration data to be used in the endorsement 1900 

process.  1901 

• (U) Device has been designed in compliance with KMI Standards to permit being 1902 

“KMI Aware”. 1903 

• (U) MGC serves as the intermediary device. 1904 
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6.3.2.6 (U) Sequence of Events 1905 

For Networked KMI-Aware device: 1906 

1. (U) LT1RA receives the Initialized KMI-Aware device (out of band process).  1907 

2. (U) LT1RA logs into MGC. 1908 

3. (U) LT1RA configures the KMI-Aware device for PRSN interactions via 1909 

network. 1910 

4. (U) LT1RA logs into the PRSN, assigns a sponsor to the KMI-Aware device, and 1911 

issues a request for a Type 1 Identity. (Note: The Identity request is built from the 1912 

KMI knowledge of the device serial number/device distinguished name that 1913 

occurred during the initialization process and information provided by the 1914 

LT1RA)  1915 

5. (U) KMI-Aware device is triggered for PRSN connection. 1916 

6. (U) The KMI-Aware device connects with the PRSN using Seed Key; PRSN 1917 

validates device integrity. 1918 

7. (U) PRSN connects to the PSN and requests seed key conversion. 1919 

8. (U) PSN converts Seed Key to Infrastructure Key. 1920 

9. (U) PSN delivers Infrastructure Key to KMI-Aware device (via PRSN). 1921 

10. (U) The Infrastructure credential information is stored within the PRSN. 1922 

11. (U) The PSN and KMI-Aware device cooperatively generate the public and 1923 

private key pairs that bind the distinguished name to the device.  1924 

12. (U) PRSN sends KMI Aware device’s registration data to the PSN.  1925 

13. (U) PSN generates Type 1 certificate for the KMI-Aware device.  1926 

14. (U) KMI-Aware device receives the Identity Certificate from the PSN.  1927 

15. (U) The PRSN associates the certificate ID with the device registration data. 1928 

16. (U) The KMI-Aware device is now ready for its mission load. 1929 

 1930 

For Disconnected KMI-Aware device: 1931 

1. (U) LT1RA receives the Initialized KMI-Aware device (out of band process).  1932 

2. (U) LT1RA logs into MGC. 1933 

3. (U) LT1RA configures the KMI-Aware device for PRSN interactions via 1934 

network. 1935 

4. (U) LT1RA logs into the PRSN, assigns a sponsor to the KMI-Aware device, and 1936 

issues a request for a Type 1 Identity. (Note: The Identity request is built from the 1937 

KMI knowledge of the device serial number/device distinguished name that 1938 

occurred during the initialization process and information provided by the 1939 

LT1RA)  1940 

5. (U) KMI-Aware device is triggered for PRSN connection. 1941 

6. (U) The KMI-Aware device, via Fill Device and MGC, connects with the PRSN 1942 

using Seed Key; PRSN validates device integrity. 1943 

7. (U) PRSN connects to the PSN and requests seed key conversion. 1944 

8. (U) PSN converts Seed Key to Infrastructure Key. 1945 
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9. (U) PSN delivers Infrastructure Key to KMI-Aware device (via PRSN, MGC, and 1946 

Fill Device). 1947 

10. (U) The Infrastructure credential information is stored within the PRSN. 1948 

11. (U) The PSN and KMI-Aware device (via MGC) cooperatively generate the 1949 

public and private key pairs that bind the distinguished name to the device.  1950 

12. (U) PRSN sends KMI Aware device’s registration data to the PSN.  1951 

13. (U) PSN generates Type 1 certificate for the KMI-Aware device.  1952 

14. (U) KMI-Aware device receives the Identity Certificate from the PSN (via MGC 1953 

and Fill Device). 1954 

15. (U) The PRSN associates the certificate ID with the device registration data. 1955 

16. (U) The KMI-Aware device is now ready for its mission load. 1956 

 1957 

 1958 

1959 
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6.3.3 (U)  Activation of KMI Aware Device 1959 

6.3.3.1 (U) Summary 1960 

(U) This section describes the activation/provisioning process of a KMI-Aware device.  1961 

This process transitions the KMI-Aware device to an operational state.  This is done by 1962 

requesting Operational Mission Key(s), using the Infrastructure Key generated from the 1963 

endorsement process.  This process can occur for both networked and disconnected 1964 

devices. 1965 

6.3.3.2 (U) Sequence Diagram 1966 

 1967 

Deliver Mission Key to KMI Aware device via Intermediary device (MGC) and fill device

KOA

Manager

PRSN

MGC

KMI-Aware

Device

“KMI Aware device ready to 

operate “

“Login to MGC”

Login to PRSN, via Intermediary device (MGC), 

using AKP’s Infrastructure Key & Request Mission Key 

If Networked 

KMI Aware 

Device

If 

Disconnected

KMI Aware 
Device

Fill

Device 

Securely connect to PRSN using Infrastructure Key & Request Mission Key 

Deliver Mission Key to KMI Aware Device

“Wrapped Mission Key

Available at PRSN”

“Trigger Device 

Connection to PRSN”

 1968 

Figure 22: (U) Activation/Provisioning KMI Aware Device  1969 

6.3.3.3 (U) KMI Roles Involved 1970 

• (U) KOA Manager (also enrolled as a Product Requestor) 1971 
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6.3.3.4 (U) KMI Nodes Involved 1972 

• (U) Manager Client (MGC) 1973 

• (U) PRSN 1974 

• (U) PSN 1975 

6.3.3.5 (U) Prerequisites 1976 

• (U) Device has been initialized (registered) and endorsed 1977 

• (U) Product for device has been defined by Controlling Authority. 1978 

• (U) KOA sponsoring the device has been placed on Account Distribution Profile 1979 

for product. 1980 

• (U) KOA Manager has placed the device on the Device Distribution Profile for 1981 

the product. 1982 

• (U) Product has been generated by PSN and wrapped for receiving device using 1983 

the device’s credential supplied by PRSN. 1984 

• (U) MGC serves as the intermediary device (could also be a DOC operated by a 1985 

KOA Agent). 1986 

6.3.3.6 (U) Sequence of Events 1987 

 1988 

If the KMI-Aware device is networked: 1989 

1. The KMI-Aware device is triggered to connect to the PRSN. 1990 

2. The KMI-Aware device connects with the PDE portion of the PRSN using the 1991 

Infrastructure key to create a secure connection and Requests Mission Key. 1992 

3. Once the device’s Type 1 identity is authenticated, the PRSN delivers the Mission 1993 

Key to the KMI-Aware device. The Mission keys are unwrapped and loaded into 1994 

mission storage locations within the KMI-Aware device.   1995 

4. The KMI-Aware device is now ready to operate. 1996 

 1997 

If the KMI Aware device is disconnected: 1998 

1. The KOA Manager logs into the Manager Client (MGC).  The MGC will serve as 1999 

the intermediary device. 2000 

2. The MGC connects with the PRSN PDE using the AKP’s Infrastructure Key to 2001 

create a secure connection and Request Mission Key. 2002 

3. Once the MGC’s Type 1 identity is authenticated by the PRSN, the MGC 2003 

transfers the mission keys from the PRSN to a fill device, from which the keys are 2004 

transferred to the KMI-Aware device. The Mission keys are unwrapped by the 2005 

KMI-Aware device and loaded into mission storage locations within the device. 2006 

4. The KMI-Aware device is now ready to operate. 2007 

 2008 
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6.4 Product Ordering and Retrieval Process – Symmetric Key 2009 

(U)  There are several steps of the Product Ordering and Retrieval process for Symmetric 2010 

Keys, as shown in Figure 23.   The first step is for the Controlling Authority to establish 2011 

the product, in which product requirements and an Account Distribution Profile (ADP) 2012 

are established.   This data is updated in the catalog at the PRSN Product Requirement 2013 

Data Store and also passed to the KOA Manager.  The KOA Manager takes the new 2014 

product requirements and the ADP to establish the Device Distribution Profile (DDP), 2015 

which is updated in the Data Store catalog. 2016 

 2017 

(U)  When ready to order, the Product Requestor requests the Product Ordering Catalog 2018 

from the PRSN Product Requirement Data Store.  After requesting the required products, 2019 

this process enters the generation and production phase.  Here, the products are generated 2020 

and produced in the wrapping credentials.  The products are then distributed either 2021 

electronically or physically to their appropriate destinations.  2022 

 2023 
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 2025 

 2026 

Figure 23: (U) Product Ordering and Retrieval 2027 

 2028 

 2029 

 2030 
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6.4.1 (U)  Establishment of New Product Requirement for 2031 

Symmetric Key 2032 

6.4.1.1 (U) Summary 2033 

(U) When a product is added to the Ordering Catalog, the requirements for the product 2034 

also need to be defined. This process allows the Controlling Authority to request the 2035 

products, view the requirements for that product, and modify them, as necessary.  This 2036 

scenario includes the case where the Controlling Authority is establishing a new 2037 

requirement for a known product type that will be handled as a standing order for 2038 

regularly superseded operational key, requiring KMI to periodically generate the product 2039 

and make it available for retrieval.  2040 

6.4.1.2 (U) Sequence Diagram 2041 

 2042 

KOA
Manager

Controlling
Authority

“Verify ID and Privileges”

Confirm establishment of new product requirement

Login to PRSN

Establish Account Distribution Profile (Optional Now, Mandatory Prior to Generation)

PRSN

MGC MGC

Request Catalog

Present Tailored Catalog

“Determine Tailored Catalog 

based on Manager Privileges”

External
Authority

“Establish short title; Update 

Product Requirements

“Schedule for Catalog Manager
approval, if required for product type”

Define product characteristics (i.e., short title, classification, crypto period, use, 
supersession characteristics, etc)

Authorize Product Requesters to order product (Optional)

“Login to MGC”

“Login to MGC”

Initiate New 
Product 

Requirement 

Notify KOA Managers of new product

“Validate Product Characteristics

Against Product Type and 
Manager Privileges”

Login to PRSN

 2043 

Figure 24: (U) Establishment of New Product Requirement for Symmetric Key  2044 

6.4.1.3 (U) KMI Roles Involved 2045 

• (U) External Authority 2046 

• (U) Controlling Authority 2047 

• (U) KOA Manager 2048 
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6.4.1.4 (U) KMI Nodes Involved 2049 

• (U) Manager Client (MGC) 2050 

• (U) PRSN 2051 

6.4.1.5 (U) Prerequisites 2052 

• (U) Product type has been previously established. 2053 

6.4.1.6 (U) Sequence of Events 2054 

1. (U) An External Authority will initiate a request for a product new instance and 2055 

provides product requirements to the Controlling Authority (via out of band 2056 

methods).  2057 

2. (U) The Controlling Authority logs into the MGC. 2058 

3. (U) The Controlling Authority connects and authenticates to the PRSN OME 2059 

using a MGC. 2060 

4. (U) The Controlling Authority requests the catalog. 2061 

5. (U) The PRSN determines the tailored catalog based on the privileges of the 2062 

Controlling Authority.   2063 

6. (U) The catalog is sent to the Controlling Authority. 2064 

7. (U) Controlling Authority defines new product characteristics (i.e., short title, 2065 

classification, crypto period, use, supersession characteristics, etc.).  2066 

8. (U) The PRSN validates the product characteristics against the product type and 2067 

Manager privileges.  2068 

9. (U) The PRSN confirms establishment of the new product requirement. 2069 

10. (U) The Controlling Authority establishes Account Distribution Profile (ADP). 2070 

(Optional – This may occur while establishing the new product, or at a later time, 2071 

but must be done prior to generation.) 2072 

11. (U) The Controlling Authority identifies authorized Product Requesters to order 2073 

product. (Optional – This may occur while establishing the new product, or at a 2074 

later time.) 2075 

12. (U) The PRSN assign new and unique nomenclature appropriate for the 2076 

cryptographic product type and performs product requirements updates.  2077 

13. (U) If required for product type, the PRSN schedules the request for Catalog 2078 

Manager approval. 2079 

14. (U) When a KOA Manager of a KOA on the Account Distribution Profile logs in, 2080 

the PRSN notifies the KOA Manager of availability of new symmetric product. 2081 

2082 
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6.4.2 (U)  Account Distribution Profile (ADP) Management 2082 

6.4.2.1 (U) Summary 2083 

(U) To ensure that products are delivered to the appropriate ECUs, the KMI will keep an 2084 

Account Distribution Profile (ADP), which is a collection of information that defines 2085 

which KOAs are authorized to receive that product. There is an ADP for each 2086 

instantiation of a product. This scenario shows the steps for developing and modifying an 2087 

Account Distribution Profile.  2088 

6.4.2.2 (U) Sequence Diagram 2089 

Controlling Authority 

or Product Requester

Login to PRSN

Present Requirement Characteristics

Manage ADP 

“Verify ID and 

Privileges”

PRSN

MGC

Request Requirement

Establish Initial ADP

Associate KOA with Product Requirement

“Validate Changes 

and Update ADP”

Creation of 

Initial ADP

Manage 

Existing ADP

Present ADP

Request ADP for Requirement

“Login to MGC”

“Validate Changes 

and Update ADP”

 2090 

Figure 25: (U) Account Distribution Profile (ADP) Management  2091 

6.4.2.3 (U) KMI Roles Involved 2092 

• (U) Controlling Authority 2093 

• (U) Product Requestor 2094 

6.4.2.4 (U) KMI Nodes Involved 2095 

• (U) Manager Client (MGC) 2096 
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• (U) PRSN 2097 

6.4.2.5 (U) Prerequisites 2098 

• (U) Product requirements have been previously established. 2099 

6.4.2.6 (U) Sequence of Events 2100 

1. (U) The Controlling Authority / Product Requester logs into the MGC. 2101 

2. (U) The Controlling Authority / Product Requester logs into the PRSN. 2102 

3. (U) The Controlling Authority / Product Requester requests the requirements for a 2103 

given product from the PRSN. 2104 

4. (U) The PRSN sends back the requirements to the Controlling Authority / Product 2105 

Requester. 2106 

 2107 

If Creating Initial Account Distribution Profile: 2108 

1. (U) The Controlling Authority / Product Requester requests the creation of a new 2109 

ADP, identifying the KOA(s) to be included in the new profile. 2110 

2. (U) The PRSN associates the selected KOAs with the Product Requirement. 2111 

3. (U) The PRSN validates and updates the ADP changes.  2112 

 2113 

If Managing Existing Account Distribution Profile: 2114 

1. (U) The Controlling Authority / Product Requester requests the ADP from the 2115 

PRSN for a given product. 2116 

2. (U) The PRSN sends back the appropriate ADP. 2117 

3. (U) The Controlling Authority / Product Requester adds or removes KOAs, as 2118 

necessary. 2119 

4. (U) The PRSN validates and updates the ADP changes.  2120 

2121 
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6.4.3 (U)  Device Distribution Profile (DDP) Management 2121 

6.4.3.1 (U) Summary 2122 

(U) To ensure that products are delivered to the appropriate ECUs, the KMI will keep a 2123 

Device Distribution Profile (DDP) for each product. There is a DDP for each KOA that is 2124 

specified to receive the given product.  This scenario shows the steps for developing and 2125 

modifying the Device Distribution Profiles.  2126 

NOTE: DDPs only apply to products being delivered to KMI-Aware devices.  If 2127 

there is no DDP for a given product, the default is to wrap a product for the KOA’s 2128 

AKP for the given product. 2129 

6.4.3.2 (U) Sequence Diagram 2130 

KOA Manager

Login to PRSN

Present DDP

“Verify ID and 

Privileges”

PRSN

MGC

Manage DDP: Add / remove KMI-aware devices  

Establish Initial DDP for Requirement

“Validate Changes 

and Update ADP”

“Validate Changes 

and Update ADP”

Request DDP for Requirement

Creation of 

Initial DDP

Manage 

Existing DDP

Add KMI-Aware Device(s) to DDP

“Login to MGC”

 2131 

Figure 26: (U) Device Distribution Profile (DDP) Management  2132 

6.4.3.3 (U) KMI Roles Involved 2133 

• (U) KOA Manager 2134 
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6.4.3.4 (U) KMI Nodes Involved 2135 

• (U) Manager Client (MGC) 2136 

• (U) PRSN 2137 

6.4.3.5 (U) Prerequisites 2138 

• (U) Product requirements have been previously established. 2139 

• (U) Account Distribution Profile (ADP) has been previously established. 2140 

6.4.3.6 (U) Sequence of Events 2141 

1. (U) The KOA Manager logs into the MGC. 2142 

2. (U) The KOA Manager logs into the PRSN.  2143 

 2144 

If Creating Initial Device Distribution Profile: 2145 

1. (U) The KOA Manager requests the creation of a new DDP. 2146 

2. (U) The KOA Manager adds KMI-Aware Device(s) to the DDP. 2147 

3. (U) The PRSN validates and updates the ADP changes.  2148 

 2149 

If Managing Existing Device Distribution Profile: 2150 

1. (U) The KOA Manager requests the DDP for the Manager’s KOA from the 2151 

PRSN. 2152 

2. (U) The PRSN sends back the appropriate DDP. 2153 

3. (U) The KOA Manager adds or removes KMI-aware devices. 2154 

4. (U) The PRSN validates and updates the ADP changes.  2155 

 2156 

2157 
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6.4.4 (U)  Ordering of Symmetric Keys (Other Than Standing 2157 

Orders) 2158 

6.4.4.1 (U) Summary 2159 

(U) A designated Controlling Authority or Product Requester can order products on a 2160 

product-by-product basis. This ordering method will most likely be used for key products 2161 

such as irregularly superseded operational key, test key, and contingency key. In the this 2162 

scenario, a Product Requester orders a product that requires secondary approval and the 2163 

Controlling Authority approves the order.  2164 

6.4.4.2  (U) Sequence Diagram 2165 

Product 

Requester

Login to PRSN

Request Catalog

Present Tailored Ordering Catalog based on Privileges

Browse Catalog and  Select Product

Interactively Develop Product Order Transaction 

Submit Product Order

Retrieve Messages/Notifications

Controlling

Authority

Login to PRSN

Approve Order

“Verify ID and Privileges”

“Verify ID and Privileges”

“Determine if Approval 
is Required”

Acknowledgement of Order Received and Requires Approval

PRSN

MGC MGC

“Approval Notification Alert”

“Login to MGC”

“Login to MGC”

“Sign Product

Order Transaction”

Secondary 
Approval

 2166 

Figure 27: (U) Ordering of Symmetric Keys  2167 

6.4.4.3 (U) KMI Roles Involved 2168 

• (U) Controlling Authority 2169 

• (U) Product Requestor 2170 

6.4.4.4 (U) KMI Nodes Involved 2171 

• (U) Manager Client (MGC) 2172 

• (U) PRSN 2173 
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6.4.4.5 (U) Prerequisites 2174 

• (U) The key material being ordered is in the Product Ordering Catalog (POC).  2175 

• (U) The Product Requester has been granted the necessary privileges to order the 2176 

product. 2177 

6.4.4.6 (U) Sequence of Events 2178 

1. (U) The Product Requester logs into the MGC. 2179 

2. (U) The Product Requester authenticates to the PRSN. 2180 

3. (U) The MGC requests the product catalog from the PRSN on behalf of the 2181 

Product Requester. 2182 

4. (U) The Product Requester requests the catalog. 2183 

5. (U) The PRSN determines the products that the given Product Requester has the 2184 

authority to order, based on the Product Requester’s privileges, and tailors the 2185 

catalog appropriately. 2186 

6. (U) The tailored catalog is transmitted to the MGC; where it is presented to the 2187 

Product Requester. 2188 

7. (U) The Product Requester browses the tailored ordering catalog for the desired 2189 

product to be ordered.  2190 

8. (U) The Product Requester and PRSN interactively develop the product order 2191 

transaction.  2192 

9. (U) The Product Requester signs the product order transaction.  2193 

10. (U) The Product Requester submits the order to the PRSN.  2194 

11. (U) The PRSN determines if the product order requires approval.  2195 

12. (U) The PRSN acknowledges the order is received and determines that the order 2196 

requires secondary approval. 2197 

13. (U) The PRSN provides a notification alert for the Controlling Authority when 2198 

they next log in. 2199 

14. (U) The Controlling Authority logs into the MGC. 2200 

15. (U) The Controlling Authority authenticates to the PRSN. 2201 

16. (U) The Controlling Authority receives approval notification. 2202 

17. (U) The Controlling Authority reviews and approves the product order. 2203 

 2204 

 2205 

2206 
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6.5  Product Ordering and Distribution Process – Asymmetric Key  2206 

 2207 

(U)  There are several steps of the Product Ordering and Retrieval process for 2208 

Asymmetric Keys, as shown in Figure 28.   The first step is for the Command Authority 2209 

to establish the product, in which the partition and DAO codes are established.   This data 2210 

is updated in the catalog at the PRSN Product Requirement Data Store. 2211 

 2212 

(U)  When ready to order, the Product Requestor requests the Product Ordering Catalog 2213 

from the PRSN Product Requirement Data Store.  After requesting the required products, 2214 

this process enters the generation and production phase.  Here, the products are generated 2215 

and produced in the wrapping credentials.  The products are then distributed either 2216 

electronically or physically to their appropriate destinations.  2217 

 2218 

4

3

4

2

1

KOA Manager, 
KOA Agent,
ECU

Command
Authority

Product

Establishment

Product
Requester

Product Ordering

Electronic 

Product Retrieval

PRSN 

Product

Requirement

Data Store

• Production 
Request

• Catalog 
Update

• Product Ordering 
Catalog

Generation & 

Production

• Partition Codes, 
DAO Codes 
Established

• Electronic 
Key Product

Physical Product 

Distribution

• Physical 
Key Product

KOA 

Manager

Credential

Upload

• Wrapping 
Credential

 2219 

 2220 

Figure 28: (U) Product Ordering and Distribution Process– Asymmetric Key 2221 

2222 
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6.5.1 (U)  Establishment of Partition/DAO Code Privileges for 2222 

Asymmetric Key Ordering 2223 

6.5.1.1 (U) Summary 2224 

(U) This scenario describes the events associated with the establishment of 2225 

partition/DAO code privileges for asymmetric key ordering. The scenario includes a 2226 

Command Authority establishing a partition code and/or DAO code and assigning 2227 

ordering privileges to a Product Requester.  2228 

6.5.1.2  (U) Sequence Diagram 2229 

Command
Authority

Login to PRSN

Request DAO description

Request for
Partition

and/or DAO Codes 
Assignment 

PRSN

MGC

External 
Authority

Request Catalog

Present Tailored Catalog

“Determine Tailored Catalog based 
on Manager Privileges”

Request Partition Code Assignment

Designate Product Requesters who may use Partition and DAO Code

“Verify ID and Privileges”

“Process Partition 
Code Assignment”

“Process DAO 
Assignment Request”

“Login to MGC”

Notification of 
Assignment 

 2230 

Figure 29: (U) Establishment of Partition/DAO Code Privileges for Asymmetric Key 2231 

Ordering  2232 

6.5.1.3 (U) KMI Roles Involved 2233 

• (U) Command Authority 2234 

6.5.1.4  (U) KMI Nodes Involved 2235 

• (U) Manager Client (MGC) 2236 

• (U) PRSN 2237 
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6.5.1.5 (U) Prerequisites 2238 

• (U) Product type has been previously been established.  2239 

6.5.1.6 (U) Sequence of Events 2240 

1.  (U) The External Authority sends a notice to the Command Authority, typically 2241 

out-of-band, that a new DAO code or partition code is needed.  2242 

2. (U) The Command Authority logs into the MGC. 2243 

3. (U) The Command Authority connects and authenticates to the PRSN using the 2244 

MGC. 2245 

4. (U) The Command Authority requests the catalog. 2246 

5. (U) The PRSN determines the tailored catalog based on the privileges of the 2247 

Command Authority.   2248 

6. (U) The Catalog is sent to the Command Authority. 2249 

7. (U) The Command Authority requests a Partition Code assignment. 2250 

8. (U) The PRSN processes the partition code assignment. 2251 

9. (U) The Command Authority requests a new DAO description. 2252 

10. (U) The PRSN processes the DAO code assignment request.  2253 

11. (U) The Command Authority designates Product Requesters who may use 2254 

specific Partition and DAO codes. 2255 

12. (U) The Command Authority notifies the External Authority. 2256 

 2257 

2258 
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6.5.2 (U)  Ordering of Asymmetric Key 2258 

6.5.2.1 (U) Summary 2259 

(U) This scenario describes the events associated with ordering asymmetric key.  2260 

6.5.2.2  (U) Sequence Diagram 2261 

Product 
Requester

Login to PRSN

Submit Product Order

Retrieve Messages/Notifications

Command
Authority

Login to PRSN

Approve Order

“Verify ID and 

Privileges”

“Validate DAO and 

Partition Codes”

PRSN

MGC

“Determine if Approval is Required”

“Approval Notification Alert”

“Login to MGC”

“Login to MGC”

MGC
Request for Key

with device

identity

Device
User

Request Catalog

Present Tailored Ordering Catalog based on Privileges

Browse Catalog and Select Product

Interactively Develop Product Order Transaction, specifying 

product characteristics (partition code, DAO Code, classification, 
In-place date, destination KOA and device, etc)

“Sign Product

Order Transaction”

 2262 

Figure 30: (U) Ordering of Asymmetric Key 2263 

6.5.2.3 (U) KMI Roles Involved 2264 

• (U) Command Authority 2265 

• (U) Product Requestor 2266 

6.5.2.4 (U) KMI Nodes Involved 2267 

• (U) Manager Client (MGC) 2268 

• (U) PRSN 2269 

6.5.2.5 (U) Prerequisites 2270 

• (U) Product type has been previously been established.  2271 
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• (U) The Command Authority must have assigned, along with other product 2272 

specific data, partition and DAO codes (if applicable) to a designated Product 2273 

Requestor. 2274 

6.5.2.6 (U) Sequence of Events 2275 

1. (U) The Device User sends a request for key for the device identity to the Product 2276 

Requester. 2277 

2. (U) The Product Requester logs into the MGC. 2278 

3. (U) The Product Requester authenticates to the PRSN. 2279 

4. (U) The MGC requests the product catalog from the PRSN on behalf of the 2280 

Product Requester. 2281 

5. (U) The PRSN determines the products that the given Product Requester has the 2282 

authority to order, based on the Product Requester’s privileges, and tailors the 2283 

catalog appropriately. 2284 

6. (U) The tailored catalog is presented to the Product Requester. 2285 

7. (U) The Product Requester browses the tailored catalog for the desired product to 2286 

be ordered.  2287 

8. (U) The Product Requester and PRSN interactively develop the product order 2288 

transaction, specifying product characteristics (partition Code, DAO Code, 2289 

classification, in-place date, destination KOA and device, etc).  2290 

9. (U) The Product Requester signs the product order transaction.  2291 

10. (U) The Product Requester submits the order to the PRSN. 2292 

11. (U) The PRSN validates the DAO and partition codes. 2293 

12. (U) The PRSN determines if the product order requires approval.  2294 

13. (U) The PRSN provides a notification alert for the Command Authority when 2295 

they next log in. 2296 

14. (U) The Command Authority logs into the MGC. 2297 

15. (U) The Command Authority authenticates to the PRSN. 2298 

16. (U) The Command Authority receives approval notification. 2299 

17. (U) The Command Authority reviews and approves the product order. 2300 

 2301 

2302 



KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005 
Concept of Operations for KMI CI-2  Version 1.4  

 

- 98 - 

UNCLASSIFIED//FOR OFFICIAL USE ONLY 

6.5.3 (U)  Credential Upload 2302 

6.5.3.1 (U) Summary 2303 

(U) This scenario describes the process for credential upload of Networked KMI-aware 2304 

ECUs, Non-networked KMI-Aware ECUs, and AKPs, as appropriate, to the PRSN to 2305 

support key wrapping.  2306 

6.5.3.2  (U) Sequence Diagram 2307 

PRSN
KOA 

Manager

Non-networked 
KMI-Aware

ECU
MGC

Networked
KMI-Aware

ECU

Upload ECU Credential

Connect to PRSN

Upload ECU Credential

Upload ECU Credential

Upload AKP Credential

Connect to PRSN

Connect to PRSN

“Store Credential”

“Store Credential”

“Store Credential”

If

Networked 
KMI-Aware 

ECU

If Non-
Networked 

KMI-Aware 
ECU

If AKP

“Login to MGC”

“Login to MGC”

 2308 

Figure 31: (U) Credential Upload  2309 

6.5.3.3 (U) KMI Roles Involved 2310 

• (U) KOA Manager 2311 

6.5.3.4 (U) KMI Nodes Involved 2312 

• (U) Manager Client (MGC) 2313 

• (U) PRSN 2314 

6.5.3.5 (U) Prerequisites 2315 

• (U) Credentials have been generated and are available for upload. 2316 
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6.5.3.6 (U) Sequence of Events 2317 

 2318 

If Credential Upload for Networked KMI-Aware ECU: 2319 

1. The ECU connects to the PRSN. 2320 

2. The ECU uploads its credential to the PRSN. 2321 

3. The PRSN stores the credential. 2322 

 2323 

If Credential Upload for Non-networked KMI-Aware ECU: 2324 

1. The KOA Manager logs into the MGC. 2325 

2. The ECU’s credential is uploaded to the KOA’s MGC. 2326 

3. The KOA Manager connects to the PRSN. 2327 

4. The KOA Manager uploads the ECU credential to the PRSN. 2328 

5. The PRSN stores the credential. 2329 

 2330 

If Credential Upload for AKP: 2331 

1. The KOA Manager logs into the MGC. 2332 

2. The KOA Manager connects to the PRSN. 2333 

3. The KOA Manager uploads the AKP credential to the PRSN. 2334 

4. The PRSN stores the credential. 2335 

 2336 

2337 
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6.5.4 (U)  Generation and Production 2337 

6.5.4.1 (U) Summary 2338 

(U) This scenario describes the process where an order request is triggered by a 2339 

provisioning schedule or an on-demand order and the resulting electronic and/or physical 2340 

key material is generated and produced.  2341 

6.5.4.2  (U) Sequence Diagram 2342 

“Wrap Key Material”

Forward New Product Request

Send Wrapped Electronic Key

“Make Wrapped Key Available to 

KOA(s), KOA Agent(s) and/or Devices”

“Select Wrapping Credential(s) based on 

DDP, Compose Production Request”

“Trigger for Order Request (On 

Demand or Provisioning Schedule)”

PRSN PSN
G P D

PSN
G P D

“Produce Physical

Key Material”

“Deliver  Physical
Key Material”

Move to Production

Move to Distribution

“Generate Needed 
Key Material”

“Prepare Working Aid”

“Determine KOA(s) from ADP”

If Electronic

If Physical

 2343 

Figure 32: (U) Generation and Production  2344 

6.5.4.3 (U) KMI Roles Involved 2345 

• (U) None 2346 

6.5.4.4 (U) KMI Nodes Involved 2347 

• (U) PSN 2348 

• (U) PRSN 2349 
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6.5.4.5 (U) Prerequisites 2350 

• (U) A requested product has been approved by the PRSN. 2351 

• (U) A standing order has been established. 2352 

• (U) Wrapping credentials have been uploaded to the PRSN. 2353 

6.5.4.6 (U) Sequence of Events 2354 

1. (U) A trigger for an order request (On Demand or Provisioning Schedule) occurs 2355 

at the PRSN. 2356 

2. (U) The PRSN checks the product’s Account Distribution Profile to determine 2357 

which KOAs should receive the product. 2358 

3. (U) The PRSN evaluates the product order, selects the appropriate wrapping 2359 

credential(s) based on the Device Distribution Profile(s), and composes a 2360 

production request. 2361 

4. (U) The PRSN forwards the production request, including the wrapping 2362 

credential(s), to the PSN. 2363 

5. (U) The PSN generates and produces the needed material to fill the production 2364 

request. 2365 

 2366 

If Electronic Key: 2367 

1. (U) The electronic key is wrapped by the PSN according to the production 2368 

request.  2369 

2. (U) The wrapped electronic key is returned to the PRSN from the PSN; if there 2370 

are multiple recipients of the key, separate, individually-wrapped key copies will 2371 

be returned. 2372 

3. (U) The wrapped key(s) is stored in the PDE for retrieval by an appropriate 2373 

entity(s) (e.g. KOA Manager, KOA Agent, KMI device). 2374 

 2375 

If Physical Key: 2376 

1. (U) The physical key is moved to Production using a working aid. 2377 

2. (U) The physical key is transferred to the appropriate format (e.g. floppy, CD-2378 

ROM, etc). 2379 

3. (U) The physical key is moved to Distribution for physical delivery. 2380 

2381 
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6.5.5 (U)  Electronic Product Retrieval 2381 

6.5.5.1 (U) Summary 2382 

(U) This scenario describes the processes used by ECUs, and KMI clients to retrieve key 2383 

products for use. The scenario will present options for key retrieval options for 2384 

(1) Networked KMI-Aware ECUs, (2) Non-networked KMI-Aware ECUs, and (3) AKPs.  2385 

6.5.5.2  (U) Sequence Diagram 2386 

ECU Fill Device
KOA 

Manager
(KOA Agent also)

Login to PRSN

Send List of Available Products

Identify KOA, Request Product List

Select Product(s), Request Download

Send Requested Product

Load Fill Device / Media 

with Selected Product(s) Fill ECU with 

Selected Product

PRSN

“Prepare Products for ECU Fill”

“AKP Unwraps & re-packages 
for ECU” (if required)

KOA Agent

DOC MGC

Fill ECU over Network, through Fill Device, or NKM with Selected Product(s) 

Login to PRSN

Send List of Available Products

Identify KOA, Request Product List

Select Product(s), Request Download

Send Requested Product

Distribute Product to ECU

Initiate Connection to PRSN

Product Pickup Request

“Verify Product Pickup Request Syntax”

“Authenticate ECU Identity”
If

Networked 

ECU

If Non-

Networked 

KMI Aware 

Device

If

Wrapped 

for AKP

“Login to DOC”

“Login to MGC”

 2387 

Figure 33: (U) Electronic Product Retrieval  2388 

6.5.5.3 (U) KMI Roles Involved 2389 

• (U) KOA Agent 2390 

6.5.5.4 (U) KMI Nodes Involved 2391 

• (U) ECU 2392 

• (U) Fill Device 2393 

• (U) Manager Client (MGC) 2394 

• (U) Delivery-Only Client (DOC) 2395 

• (U) PRSN 2396 
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6.5.5.5 (U) Prerequisites 2397 

• (U) KOA Manager must be registered or KOA Manager must have designated a 2398 

KOA Agent. 2399 

• (U) One or more key products have been requested and directed to the KOA by 2400 

appropriately privileged KMI Managers. 2401 

• (U) ECU is associated with a KOA. 2402 

• (U) Key product for ECU must have been generated and made available at the 2403 

PRSN for retrieval. 2404 

6.5.5.6 (U) Sequence of Events 2405 

 2406 

By ECU Directly: 2407 

1. (U) The ECU initiates a connection to the PRSN. 2408 

2. (U) The PRSN verifies that the product pickup request syntax is correct.  2409 

3. (U) The PRSN authenticates the identity of the ECU. 2410 

4. (U) The PRSN delivers all products authorized and available for the requesting 2411 

ECU.  2412 

 2413 

By KOA Agent for Relay to ECU: 2414 

1. (U) The KOA Agent logs into the DOC. 2415 

2. (U) The KOA Agent logs into the PRSN. 2416 

3. (U) The KOA Agent identifies the KOA for which they wish to retrieve key.  The 2417 

KOA Agent requests the product list for the identified KOA from the PRSN. 2418 

4. (U) The PRSN sends the list of available products to the MGC. 2419 

5. (U) The KOA Agent selects the product(s) they wish to download and the request 2420 

is sent to the PRSN. 2421 

6. (U) The PRSN sends the requested product(s) to the MGC. 2422 

7. (U) If ECU loading is performed later, the KOA Manager logs into the MGC. 2423 

8. (U) The product is prepared for the ECU it is destined for. (Note: this does not 2424 

include any unwrapping or rewrapping of the product.) 2425 

9. (U) The MGC loads the product into a fill device or other portable media. 2426 

10. (U) The FD or portable media loads the key into the ECU. 2427 

 2428 

By KOA Manager for Further Processing / Distribution: 2429 

1. (U) The KOA Manager logs into the MGC. 2430 

2. (U) The KOA Manager logs into the PRSN. 2431 

3. (U) The KOA Manager identifies the KOA for which they wish to retrieve key.  2432 

The KOA Manager requests the product list for the identified KOA from the 2433 

PRSN. 2434 

4. (U) The PRSN sends the list of available products to the MGC. 2435 
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5. (U) The KOA Manager selects the product(s) they wish to download and the 2436 

request is sent to the PRSN. 2437 

6. (U) The PRSN sends the requested product(s) to the MGC. 2438 

7. (U) If ECU loading is performed later, the KOA Manager logs into the MGC. 2439 

8. (U) The MGC’s AKP unwraps the package and re-packages it for the destined 2440 

ECU (if required). 2441 

9. (U) The MGC fills the ECU with the selected product over the network, through a 2442 

fill device, or via the Net Key Management. 2443 

2444 
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6.5.6 (U)  Physical Product Distribution 2444 

6.5.6.1 (U) Summary 2445 

(U) This scenario shows the process for the delivery of finished KMI products from the 2446 

Production segment, storing them, and preparing shipment of orders, aggregating 2447 

products, which are packaged and transferred to a carrier or courier, and accounting 2448 

actions that take place internally and externally to KMI.  2449 

6.5.6.2 (U) Sequence Diagram 2450 

 2451 

PSN DCS FedEx / USPS

DPG

Physical Distribution via FedEx / USPS

Physical Distribution via DCS

“KMI Product received and 
Stored”

KOA

Transfer Report Initiating

Physical Key Product

Physical Key Product

COR

DCS Receipt

Accounting Receipt for Product

PRSN

*DCS Tracking Data

(Aggregated)

Transfer Report Initiating

*DCS Tracking
Numbers

If Distributed 

By

DCS

If Distributed 

By

FedEx/USPS

Accounting Receipt for ProductAccounting Receipt for Product

  2452 

Figure 34: (U) Physical Product Distribution  2453 

6.5.6.3 (U) KMI Roles Involved 2454 

• (U) PRSN 2455 

• (U) Recipient KOA 2456 

• (U) COR 2457 

6.5.6.4  (U) KMI Nodes Involved 2458 

• (U) PRSN 2459 

• (U) PSN 2460 

• (U) KOA 2461 
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6.5.6.5 (U) Prerequisites 2462 

• (U) KMI products have been received from the Production segment of the PSN. 2463 

• (U) Products have been authorized for shipment. 2464 

6.5.6.6 (U) Sequence of Events 2465 

 2466 

1. (U) The PSN Distribution Enclave physically receives products from the 2467 

Production Enclave of the PSN. 2468 

2. (U) The PSN Distribution Enclave stores these products until they are ready for 2469 

shipment. 2470 

 2471 

If Distribution By DCS: 2472 

1. (U) The PSN sends a “Transfer Report Initiating” to the recipient KOA and the 2473 

KOA’s COR. 2474 

2. (U) The PSN Distribution Enclave ships product via DCS (Defense Courier 2475 

Service). 2476 

3. (U) The PSN sends DCS tracking numbers to the PRSN. 2477 

4. (U) The physical key product is delivered to the recipient KOA via DCS. 2478 

5. (U) DCS receives a delivery confirmation from the recipient KOA. 2479 

6. (U) The recipient KOA sends an accounting receipt back to the PSN and to the 2480 

COR. 2481 

7. (U) The PRSN collects tracking data (aggregate) from DCS. 2482 

(Note: This step does not happen in sync with the real time distribution of physical 2483 

products via DCS).  2484 

 2485 

If Distribution By FedEx / USPS: 2486 

1. (U) The PSN sends a “Transfer Report Initiating” to the recipient KOA and the 2487 

COR. 2488 

2. (U) The PSN Distribution Enclave ships product via FedEx / USPS. 2489 

3. (U) The physical key product is delivered to the recipient KOA via FedEx / 2490 

USPS.  2491 

4. (U) The recipient KOA sends an accounting receipt back to the PSN and to the 2492 

COR. 2493 

7 (U) Summary of Impacts 2494 

7.1 (U) CI-2 and Legacy Key Management Systems 2495 

(U//FOUO) One of the goals of Capability Increment 2 of the KMI is to move the 2496 

infrastructure closer to the KMI Target Architecture.  It should be kept firmly in mind, 2497 

however, that CI-2 is just that – an increment.  After decades of development and 2498 

operation of the current set of legacy components, policies, and procedures, it is neither 2499 
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possible nor desirable to replace everything that has been deployed with something new 2500 

in one step. 2501 

(U//FOUO) CI-2 has to find a balance between implementing features of the Target KMI 2502 

(such as providing web-based capabilities and implementing a logical split between 2503 

customer interfaces and the key generation components), providing backward 2504 

compatibility with existing components (such as the ability to use LMD/KPs to receive 2505 

encrypted keys and order material) so as not to have to transition away from those 2506 

components immediately, and enhancing ease of use (such as minimizing duplication of 2507 

data entry). 2508 

(U//FOUO) A major difference between the concepts of the Target and the concepts in 2509 

use today is that the Target is largely human user-oriented, while the current key 2510 

management system is KME-oriented.  The EKMS ID of the group of users and 2511 

components at any particular location is the identity used as the basis for decisions in the 2512 

current system, whereas the Target architecture focuses on individual identity as the basis 2513 

for privileging and decision-making.  One of the lines that had to be drawn for CI-2 is 2514 

how much of each type of focus would be maintained.  The result is a concept of tying 2515 

roles and privileges to human user identities, but then additionally linking the human 2516 

users to the collection of users and components that share an EKMS ID, bridging the two 2517 

paradigms in this interim stage. 2518 

(U//FOUO) The following subsections highlight some of the impacts that balancing the 2519 

various goals will have, operationally and organizationally.  Two of the more complex 2520 

areas of the CI-2 system and impacts are those of access control/privilege management 2521 

and accounting, and those issues will be addressed as well. 2522 

7.2 (U) Operational Impacts 2523 

(U//FOUO) One of the critical pieces of maintaining continuity with the various new and 2524 

legacy infrastructure components and subsystems will be the use of the EKMS ID 2525 

(though in CI-2, as today, having an EKMS ID does not imply use of EKMS 2526 

components).  Use of these IDs has a variety of implications, especially when coupled 2527 

with the need for backward compatibility.  For instance, in EKMS, there is a one-to-one 2528 

relationship between a KP, a COMSEC Account, and an EKMS ID.  A KP cannot 2529 

support more than one COMSEC Account/ID, and more than one KP cannot support a 2530 

single COMSEC Account/ID.  This paradigm implies that there must be one AKP per 2531 

KOA/COMSEC Account that is somehow identified as the primary AKP, the peer to the 2532 

KP/primary AKP at other accounts. 2533 

(U//FOUO) CI-2 will provide a transition path for operational key management support 2534 

to move from EKMS LMD/KPs to KMI client nodes.  While the goal is to minimize need 2535 

for parallel EKMS and KMI workstations for user-level operations, it may prove 2536 

necessary to have multiple workstations at certain locations (e.g., a Registration 2537 

Authority at the EKMS Tier 1 system might need both Tier 1 and KMI workstations in 2538 

order to perform all of their registration duties). 2539 

(U//FOUO) Transition — both at the long-term system level, moving from CMCS/EKMS 2540 

to the KMI Target Architecture, and at the user level, moving from legacy automation or 2541 

no automation at all to CI-2 clients — is at the heart of many of the biggest challenges of 2542 
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CI-2.  Additional information on specific transition issues is included in the remaining 2543 

subsections. 2544 

7.3 (U) KMI CI-2 Transition Philosophy 2545 

(U//FOUO) The initial focus of CI-2 transition would be to migrate key ordering and 2546 

management functions to operate via the PRSN.  So the approach taken when CI-2 2547 

capabilities initially become available would be to: 2548 

• (U) Encourage a rapid transition to KMI for those job functions and personnel 2549 

whose mission can be conducted using a client node without an AKP 2550 

• (U//FOUO) Begin transition of paper-based
6
 and LMD-only COMSEC accounts 2551 

to KMI client nodes 2552 

• (U//FOUO) Continue using the EKMS LMD/KP at COMSEC accounts where it 2553 

is operating effectively (this may be the Phase 4 LMD/KP or an updated version, 2554 

depending on EKMS development activities between now and CI-2 IOC)  2555 

• (U//FOUO) Continue EKMS Tier 1 operations 2556 

(U//FOUO) Once the transition of ordering and management functions is accomplished, 2557 

then the focus of transition activities will shift to COMSEC accounts.  Activities at this 2558 

point would be: 2559 

• (U//FOUO) Continue efforts to transition paper-based and LMD-only COMSEC 2560 

accounts to KMI client nodes 2561 

• (U//FOUO) Begin transitioning COMSEC accounts away from LMD/KPs to the 2562 

use of KMI client nodes. 2563 

(U) Over time, more and more COMSEC account activity will be moved to KOA 2564 

operating with KMI client nodes.  However, there will likely be a considerable period of 2565 

time where a mixture of EKMS and KMI equipment and processes are used to perform 2566 

the overall key management mission. 2567 

7.4 (U) KMI CI-2 Transition Implementation 2568 

(U) Specific actions to implement the transition philosophy described above include: 2569 

• (U//FOUO) At CI-2 IOC, enroll Controlling Authorities handling traditional key 2570 

as KMI Controlling Authorities and equip them with KMI Manager clients  2571 

• (U//FOUO) At CI-2 IOC, enroll Command Authorities for FIREFLY key as KMI 2572 

Command Authorities and equip them with KMI Manager clients  2573 

• (U//FOUO) At CI-2 IOC, enroll User Representatives for FIREFLY key as 2574 

Product Requestors and equip them with KMI Manager clients, unless the User 2575 

Rep is using an LMD or LMD/KP for ordering 2576 

                                                 
6
 “Paper-based” refers to any COMSEC account not using EKMS technology for its operation.  It is 

inclusive of accounts operating with non-EKMS automation packages developed over time by a number of 

customer organizations. 
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(U//FOUO) To support this approach, the following information needs to be installed in 2577 

the PRSN at IOC: 2578 

• (U//FOUO) A Product Ordering Catalog containing all physical and electronic 2579 

products currently being produced by Tier 0 / Central Facility Finksburg and Fort 2580 

Meade, as well all electronic products being produced by the EKMS Tier 1 2581 

system. 2582 

• (U//FOUO) Privileging information for Controlling Authorities, Command 2583 

Authorities, and User Representatives as described in section 7.6. 2584 

7.4.1 (U) EKMS Tier 1 System 2585 

(U) Under CI-2, EKMS Tier 1 operations and personnel should be to continue operating 2586 

as they have prior to CI-2, except that: 2587 

• (U//FOUO) EKMS Registration Authorities are the logical candidates to perform 2588 

KOA Registration Manager functions for KOAs.  Consequently, personnel 2589 

serving as EKMS Registration Authorities will have to be enrolled as KOA 2590 

Registration Managers and will need a KMI client node in addition to their EKMS 2591 

tools. 2592 

• (U//FOUO) Tier 1 should be configured to accept orders submitted via the PRSN 2593 

in electronic form.  Such orders will originate from the EKMS Translator and 2594 

should be easily distinguished from orders originating at EKMS LMD or 2595 

LMD/KP workstations. 2596 

7.4.2 (U) COMSEC Account Transition Options 2597 

(U) There are a number of options that may be considered for the transition of an existing 2598 

COMSEC Account to operations under CI-2.  The parent organization responsible for 2599 

each account will need to define their overall approach to operating with KMI and then 2600 

make an corresponding determination of the appropriate transition approach for each of 2601 

their COMSEC accounts: 2602 

• (U//FOUO) LMD/KP-equipped accounts potentially have several transition paths, 2603 

depending on the operational requirements and communications situation of the 2604 

account: 2605 

o (U//FOUO) Convert from the LMD/KP to an AKP-equipped KMI client node.  2606 

This replaces the LMD/KP with a functionally analogous KMI element and 2607 

account operations should be able to continue in a similar manner to operating 2608 

under EKMS. 2609 

o (U//FOUO) Convert from the LMD/KP to a KMI client node; depending on 2610 

the needs of the account, this client could be employed in one of two ways: 2611 

��(U//FOUO) The KOA could receive its cryptographic support directly 2612 

from the KMI PRSN, using the KMI client node to download 2613 

BLACK/benign key wrapped for the account’s ECUs. 2614 

(U//FOUO) The technical details of supporting each of the transition paths from 2615 

LMD/KP or paper operations to an appropriately configured KMI client node will be 2616 

determined as part of the KMI client development activities. 2617 
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7.5 (U) Organizational Impacts 2618 

(U//FOUO) Customer agencies will need to develop criteria for the appropriate KOA / 2619 

KMI Client Node configurations for current COMSEC/EKMS accounts and other KMEs.  2620 

Things to be considered include the capabilities provided by each client-type and 2621 

application, the roles and privileges to be held by the human users of the client nodes, the 2622 

communications environment, and the local organizational structure.  Some KMEs that 2623 

are currently supported by LMD/KPs (e.g., smaller COMSEC Accounts) might be able to 2624 

move to a lighter-weight client node without cryptographic support, while some KMEs 2625 

that currently don't have any automated components (e.g., many Controlling Authorities) 2626 

will benefit from the use of a CI-2 client node. 2627 

(U//FOUO) It should be noted again that despite the use of new terminology, which is 2628 

meant to bring together the various key management stovepipes that exist today, CI-2 is 2629 

not expected to increase the workload of the customer or impose new staffing 2630 

requirements on the customer.  A goal of CI-2 is to provide the customer with the tools 2631 

needed to carry out the necessary functions in the way best suited to the individual 2632 

customer.  Therefore, there should not be significant organizational impact caused by the 2633 

development and deployment of CI-2. 2634 

7.6 (U) Transition of Privileges from EKMS to KMI 2635 

7.6.1 (U//FOUO) FIREFLY Management and Privileging 2636 

(U//FOUO) One component of the infrastructure which is not currently slated for major 2637 

retooling in the CI-2 timeframe is the Central Facility – Finksburg (CFF) FIREFLY 2638 

management and generation system.  Retention of that component more or less as-is has 2639 

implications for the whole life cycle of modern asymmetric key, from creation of new 2640 

DAO and partition codes to the privileging of User Representatives to the ordering of the 2641 

material.  The existing Command Authority and User Representative structure and 2642 

ordering capabilities will be left intact, which meets the goal of backward compatibility 2643 

but does not move toward the Target or provide new features. 2644 

(U//FOUO) Therefore a new interface to the existing capability needs to be implemented 2645 

in CI-2.  Command Authorities will be able to carry out their modern key management 2646 

tasks either through existing means or via a CI-2 Manager client.  When using a CI-2 2647 

Manager client, the Command Authorities must additionally hold the relevant Command 2648 

Authority role and approvals so that the CI-2 PRSN can perform the necessary KMI 2649 

validations.  Translation of the KMI-style requests into CFF-style requests is then the task 2650 

of the PRSN and/or EKMS translator.  Likewise, User Reps will be able to order modern 2651 

key via the existing mechanisms or via a CI-2 Manager client. 2652 

(U//FOUO) To minimize duplication of effort in granting the appropriate privileges to 2653 

Command Authorities and User Reps, CI-2 will have to have the capability to share data 2654 

between the PRSN and the CFF backend system on privileges.  For instance, when an 2655 

existing Command Authority with an EKMS ID becomes a CI-2 human user, that 2656 

Command Authority will need to be enrolled through the appropriate KMI process as a 2657 

Command Authority, but the association of that human user with his/her EKMS ID will 2658 

enable the PRSN to translate and associate all the existing privileges at the CFF to that 2659 

human user as a Command Authority.  Privileges maintained via the existing methods 2660 
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will flow through the CFF to the PRSN, and privileges maintained via the new CI-2 2661 

mechanisms will similarly reside in both places. 2662 

(U//FOUO) This approach requires a small amount of additional work to transition 2663 

existing Command Authorities and User Reps to Command Authorities and Product 2664 

Requestors, respectively, for those who choose to make use of the new CI-2 clients, but 2665 

the maintenance of those users’ privileges should be able to be done via either the old or 2666 

new mechanisms with the duplication of the privileging data handled by the CFF and the 2667 

PRSN rather than by those establishing the privileges.  Additionally, this approach has 2668 

the advantage of meeting both legacy and Target requirements and will make it easier to 2669 

transition completely away from the existing mechanisms for privilege establishment and 2670 

enforcement in the future. 2671 

7.6.2 (U) Traditional Key Management and Privileging 2672 

(U//FOUO) Privileging for the management and ordering of traditional symmetric key 2673 

should in many cases be less complex than that for asymmetric key management, because 2674 

more of the existing legacy systems will be rebuilt.  Also, in many cases those doing 2675 

management of traditional material today are not highly automated and not dependent on 2676 

electronic privilege enforcement mechanisms.  However, CI-2 can be expected to make 2677 

transitioning those symmetric key privileges that exist electronically in EKMS today as 2678 

seamless as possible. 2679 

7.6.3 (U//FOUO) COMSEC Account Privileges 2680 

(U//FOUO) In the EKMS Phase 4 timeframe, KMEs are given EKMS IDs to represent 2681 

them in any key management role they might play.  One of the roles that can be given to 2682 

a KME is that of COMSEC Account.  The EKMS Directory is the mechanism by which 2683 

the details of a KME's COMSEC Account privileges are shared with those other KMEs 2684 

that need to make use of that information for privilege enforcement decisions (such as 2685 

whether a certain key can be shipped to that KME). 2686 

(U//FOUO) The concept of the COMSEC Account is not one that will disappear in the 2687 

CI-2 era.  KMEs that need to be COMSEC Accounts will still be assigned EKMS IDs, 2688 

have COMSEC Account privilege information associated with them, and be placed in the 2689 

EKMS Directory.  Additionally, data on those COMSEC Account-privileged KMEs will 2690 

be kept synchronized with the CI-2 PRSN for use in new KMI functions.  The 2691 

assumption behind this approach is that the EKMS Registration Authority and Central 2692 

Office of Record functions that have been built into Tier 0 and Tier 1 will not be able to 2693 

be retooled to perform these registration functions a new way in the CI-2 timeframe.  2694 

However, the intention is not to constrain the Services and agencies from using KMI 2695 

tools to accomplish registration functions should it be desirable to make the necessary 2696 

changes to the existing systems to support the new functionality. 2697 

7.7 (U) Accounting 2698 

(U//FOUO) The area of Accounting is one where what is defined in the Target 2699 

architecture (referred to as "control") and what exists today (referred to for convenience 2700 

in this section as "traditional accounting") are considerably different in terms of 2701 

implementation if not intent.   2702 
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(U//FOUO) The new tracking concepts apply to new "pure" CI-2 functions.  There is 2703 

already a system in place today for handling traditional accounting, with the Central 2704 

Offices of Record at Tiers 0 and 1 and accounting transactions implemented both 2705 

physically and electronically.  Where the new KMI functions and the legacy functions 2706 

come together, for instance when sending a key from an LMD/KP to an AKP-equipped 2707 

KMI client node, or using a client to manage physical COMSEC assets, the accounting 2708 

questions become much more complicated. 2709 

(U//FOUO) The legacy accounting systems are some of the most complex pieces of the 2710 

entire key management infrastructure, and to completely replace them with new 2711 

functionality is simply not possible in the CI-2 timeframe.  Therefore, the balancing of 2712 

the various system goals in this area has led to an approach which reuses EKMS 2713 

accounting transaction body definitions as well as the existing COR implementations at 2714 

Tiers 0 and 1 for the traditional accounting of material which requires accounting back to 2715 

a COR (physical or electronic key and equipment in accordance with the relevant 2716 

policies), while adding Target-type tracking for new KMI transactions, to include key 2717 

encrypted for KMI-aware ECUs. 2718 

(U//FOUO) One of the client applications that can be run locally on a client node will 2719 

support “traditional” accounting functionality for those clients that need it.  Clients that 2720 

need to exchange “traditional” accounting data with their COR will be able to pass 2721 

EKMS transaction bodies through the PRSN and the EKMS translator to their COR (and 2722 

back).   2723 

(U//FOUO) Implementation of accounting and tracking as defined for CI-2 will involve 2724 

modification to a variety of existing policies and procedures.  The definition of concepts 2725 

in CI-2 assumes certain outcomes to these policy questions: encrypted key is 2726 

Unclassified//For Official Use Only (i.e., no longer unclassified crypto), key encrypted 2727 

for an ECU is not traditionally accountable, etc.  Significant work to make these policy 2728 

changes happen is necessary at all levels. 2729 

8 (U) Analysis of the Proposed System 2730 

(U) This section provides a brief analysis of the proposed CI-2 with respect to existing 2731 

key management systems and operations. 2732 

8.1 (U) Summary of Improvements 2733 

• (U) Ability to conduct key management operations using common user TCP/IP 2734 

backbones 2735 

• (U) Improved support for Controlling Authority key ordering and management 2736 

functions over that available through EKMS 2737 

• (U//FOUO) Replacement of complex and difficulty to support LMD workstation 2738 

with web-based user interface on commonly used hardware platforms 2739 

o (U) Easier to maintain, update and improve user interface 2740 

o (U) Eliminates need to support a unique operating just for the LMD 2741 

• (U) Support for over-the-network keying to next-generation ECUs that support 2742 

that feature 2743 
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• (U) Support for integrating KMI client features into customer-developed/operated 2744 

MPMSS to simplify providing key distribution support to complex systems 2745 

• (U) Architecture designed to simplify providing interoperable key management 2746 

support for CCEB, NATO, and other allied / coalition partners 2747 

• (U) Next generation AKP to build on concepts and capabilities of existing EKMS 2748 

KP while addressing some of its shortcomings 2749 

8.2 (U) Disadvantages and Limitations 2750 

• (U) Some dedicated workstations still required: 2751 

o (U) Certain sensitive functions must be kept secure 2752 

o (U) Must maintain separation of material at different classifications (no 2753 

MLS) 2754 

o (U) Will require purchase, configuration, support of high-assurance INEs 2755 

and cooperation with managers of customer-provided networks to develop 2756 

acceptable operating configurations 2757 

• (U) Dependent on availability of communications networks not under KMI 2758 

control 2759 

• (U) Uncertain impact on communications network bandwidth – goal is to 2760 

minimize impact but lacking good models of network loading and given potential 2761 

for shifts in how COMSEC operations are conducted with new technology it is 2762 

very difficult to predict the actual impact 2763 

• (U) Need separate token and registration / enrollment processes for KMI 2764 

Managers responsible for cryptographic activities 2765 

• (U//FOUO) KMI Client nodes used at KOAs will, in general, continue to operate 2766 

at the SECRET level, system-high 2767 

• (U//FOUO) Last mile solutions for CI-2 are based on existing fill devices (i.e., 2768 

KOV-21 family, AN/CYZ-10) 2769 

2770 
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(U) Glossary 2770 

Access: The ability and the means to communicate with, or otherwise interact with, a 

system’s resources in order to either (1) handle data held by the system or (2) control 

system components and their functions 

 Access Control: A service that protects against unauthorized access to system 

resources (including protecting against use of a resource in an unauthorized manner 

by a user that is authorized to use the resource in some other manner). 

 Account Distribution Profile:  Structured, formatted information regarding which 

KMI Accounts are authorized to receive specific products.  Account distribution 

profiles are maintain at the PRSN on the basis of orders provided by Controlling 

Authorities and Product Requestors. 

 Accounting: (also called product accounting or COMSEC accounting):  The process 

of collecting, recording, and managing information that describes the status and 

custody of designated key management products during each product’s lifecycle.  

(KMI definition) 

 Advanced Key Processor (AKP): A cryptographic device for use with KMI clients 

capable of performing key management functions such as key generation, key 

distribution, and key redistribution. 

 Authorization: A right or a permission that is granted to a User or other system entity 

to access a system resource for a specific purpose. 

 Basic User: A Role that enables a Registered User to receive and consume certain 

KMI products and services in addition to those granted to Public Users, and including 

those services necessary to maintain the products received.  

 Client Node: A device that is capable of interacting with a KMI Primary Services 

Node via a computer network to obtain needed KMI products and services or to 

perform KMI operational or administrative management functions. 

 Component: A collection of system resources that form a physical or logical part of 

the KMI system that (1) has specified functions and interfaces and (2) is treated, by 

policies or requirement statements, as existing independently of the other parts. 

 COMSEC Incident Analysis Report: Report generated by the PRSN on the basis of a 

request from a Controlling Authority that indicates which products within the 

Controlling Authority’s purview have been encrypted for a specific ECU (or set of 

ECUs).  In addition, the report will describe which products are known to have been 

delivered to a specific ECU via direct interactions with the PRSN.  The COMSEC 

Incident Analysis Report will also provide any additional tracking and auditing 

information that may assist in assessing the damage associated with loss of control of 

the ECU.  The COMSEC Incident Analysis Report assists the Controlling Authority 

in determining which products (e.g., Short Title and Editions) may have been 

compromised when an ECU is the subject of a COMSEC incident. 
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Common Account Data:  Information stored in the EKMS Directory about a Key 

Management Entity.  Common Account Data includes KME-specific information 

such as identification number, attributes (e.g., administrative data, role, restrictions, 

etc.), and equipment configurations. This information is initially identified during the 

account registration process and maintained by the KME and its EKMS RA as 

appropriate.  

Credentials:  Information supplied by a key recipient (e.g., an ECU) that permits a 

sender (e.g., the KMI PRSN) to authenticate the recipient and encrypt key uniquely 

for that recipient. 

 Domain: A set of KMI Users for which a defined set of access control attributes may 

be added, modified and withdrawn by a specific related named set of KMI Managers.  

A KMI User may belong to several domains, associated with access control attributes 

conferred by several different KMI Managers. 

 End Cryptographic Unit (ECU): A device, normally a component of a larger system, 

that provides security services to the larger system and, from the viewpoint of a 

supporting security infrastructure, is the lowest identifiable component with which a 

management transaction can be conducted. 

 Enrollment: The KMI process that assigns a KMI User Identity to a KMI Manager 

Role. 

 Event: An occurrence within the KMI that causes an event record to be generated.   

Event records are generated automatically during routine operations of all types by 

KMI components.  When necessary, an event can be recorded through the manual 

entry of information, such as accounting events for physical items. (Proposed update 

to KMI Glossary definition from T/C/A Study) 

 Event Record: A set of data corresponding to a traceable or accountable occurrence 

that is retained within the KMI. 

 Group Identity: An User Identity that is registered for a User Set for which the KMI 

does not maintain a record of the members of the set (i.e., the KMI does not have 

knowledge of the User Persons, or User Devices, that belong to the set). 

 Information Integrity: The property that ensures that information has not been 

changed, destroyed, or lost in an unauthorized or accidental manner. (This property is 

concerned with the constancy of data values, i.e., information content that is encoded 

in data, and not with how accurately the information was recorded or how trustworthy 

the information source was.)  

 Key Loading and Initialization Facility (KLIF): A facility designed to support 

registration of User Devices with KMI and orders, receives, loads any KMI products 

needed to initialize those devices. 
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 Key Management Infrastructure (KMI): All parts—computer hardware, firmware, 

software, and other equipment and its documentation; facilities that house the 

equipment and related functions; and companion standards, policies, procedures, and 

doctrine—that form the system that manages, and supports the ordering and delivery 

of cryptographic material and related information products and services to users. 

 Key Recovery: An intentional, alternate (i.e., secondary) process for learning the 

value of a cryptographic key that was previously used to perform a cryptographic 

operation. Specifically, “Production of a copy of an escrowed key and delivery of that 

key to an authorized requestor”  

KMI Aware: An application or device that contains the necessary protocols and 

supports KMI interface specifications. 

 KMI Management Role: A Role that has privileges that are greater than the 

privileges of a Basic User and that enable a User to direct, control, or regulate some 

set of KMI system resources. 

 KMI Manager: A User that directs, controls, or regulates some set of KMI system 

resources. 

 KMI Operating Account: (KOA) A KMI Operating Account is the registered KMI 

user associated with an organizational unit.  A KOA has associated ECUs and KMI 

Managers, is the KMI corollary to a COMSEC account, and provides a mechanism 

for bridging between the EKMS and KMI implementations of registration and 

privileging. 

 KMI Token: A User’s individual cryptographic device that carries the User’s PKI 

private keys and associated public-key certificates, algorithms, and related material. 

 KMI protected channel (KPC): A KMI communication channel that provides 

information integrity service, either information origin authentication service or peer 

entity authentication service (as is appropriate to the mode of communication), and, 

optionally, information confidentiality service. 

 KMI Role: A User job title within the KMI system that (1) incorporates a specific set 

of capabilities, (2) can be assigned Privileges, and (3) can be assigned to Users.  

 Device Distribution Profile: Structured, formatted information regarding which 

ECUs, fill devices, fill groups, and/or the AKPs within an account that are authorized 

to receive specific products.  Device distribution profiles are generated by KOA 

Manager for the products their account receives, and are maintained at the PRSNs. 

 Operational Compromise Notification Message: E-mail message released by a 

Controlling Authority in response to a compromise that describes how KMI Account 

Managers should respond to compromise of a particular KMI product.  

 Operational Recovery Product Service Request: Product Service Request released by 

a Controlling Authority that requests product necessary to recover from a 

compromise.   
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 Privilege: An positively-stated authorization (i.e., a permission) that (1) can be 

assigned to a Role and (2) enables a User acting in that Role to handle one or more 

specific KMI system resources, usually in the form of products, services, and 

operational and administrative functions and mechanisms. 

 Product Catalog: The product catalog will include all currently available KMI 

products.  The KMI shall provide, via a common user interface, a KMI user tailored 

version of that catalog that gives descriptive information on cryptographic products 

the user is authorized to order and receive. 

 Product Ordering: the process by which KMI Users request products, services, and 

related information resources from the KMI. 

 Registered User: A User that accesses the KMI by invoking an identity that has been 

registered in the system. 

 Sponsor: A User Identity of a User Person who (1) requests that a new User Identity 

be registered for a User Device or a User Set and (2) officially represents the 

Government organization that is accountable for use of the new identity. 

 Subscription: A standing cryptographic product order and account distribution list 

established and maintained in the KMI by the Product Requestor.  A subscription 

prompts the KMI to periodically generate, wrap, and post key for delivery. 

 System integrity. A security service that protects system components in a verifiable 

manner against unauthorized change throughout their lifetime. 

 Template Compromise Notification Message: E-mail message composed in advance 

of a compromise that describes how KMI Account Managers should respond to 

compromise of a particular KMI product.  The template Compromise Notification 

Message is generally modified by a Controlling Authority prior to release as an 

operational Compromise Notification Message. 

 Template Recovery Product Service Request: Product Service Request composed in 

advance of a compromise that requests product necessary to recover from a 

compromise.  The template Compromise Recovery Product Service Request is 

generally modified by a Controlling Authority prior to release as an operational 

Compromise Recovery Product Service Request. 

 Tracking: The KMI function that provides current status (“state”) information about 

products and requests across the system to KMI users, and events leading to their 

current state, based on the user’s role and privileges. (Proposed update to KMI 

Glossary definition from T/C/A study) 

 Transaction: The sequence of events that transpires from the time cryptographic 

materials are ordered until they are delivered to the end user or ECU.  (Proposed new 

definition from TCA study) 

 User: A KMI system entity that accesses KMI products and services. 

 User Set: A set that consists either (1) entirely of human users or (2) entirely of 

device users. 
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 Unregistered User: A User that accesses the KMI without invoking a registered 

identity.  

 User Authentication: A security service that verifies a User Identity that is claimed 

by or for a system entity that attempts to access the KMI. 

 User Device: An automated, client process—a specific hardware unit with specific 

software running on it—that is registered to act as a KMI User. 

 User Identity Registration State: A User Identity is in the active state if the identity is 

currently authorized to be used to access the KMI. Otherwise, the identity is in the 

inactive state. 

 User Identity: The collective aspect of a set of attribute values (i.e., characteristics) 

by which an identity (i.e., a specific individuality) of a KMI User is recognized or 

known by the KMI and which is sufficient to distinguish that identity (1) from all 

other identities of that same User and also (2) from all identities of all other 

Registered Users. 

 User Number: A KMI-unique value that KMI assigns to a User and that is used in 

KMI’s internal database as an index, label, or short name for associating data 

elements pertaining to that User. 

 User Registration Data: The set of attribute values acquired by, and stored and 

maintained in, the KMI to establish and describe a User. 

 2771 

(U) Acronyms 2772 

 2773 

ADP Account Distribution Profile 

AKP Advanced Key Processor 

BET Bulk Encrypted Transactions 

C2 Command and Control 

CDD Capability Development Document 

CFF Central Facility – Finksburg 

ALC Accounting Legend Code 

CI Capability Increment 

CMCS COMSEC Material Control System 

CMI Cryptographic Modernization Initiative 

COI Community of interest 

COMSEC Communications Security 

CONAUTH Controlling Authority 

CONOP Concept of Operations 
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COR Central Office of Records 

COTS Commercial off-the-shelf 

CSN Central Services Node 

DAO Department/Agency/Organization 

DDP Device Distribution Profile 

DMD Data Management Device 

DN Distinguished Name 

DoD Department of Defense 

ECU End Cryptographic Unit 

FNBDT Future Narrowband Digital Terminal 

EKMS Electronic Key Management System 

FAQ Frequently Asked Questions 

FD Fill Device 

FOUO For Official Use Only 

GD General Device 

GIG Global Information Grid 

GPS Global Positioning System 

HAIPE High Assurance Internet Protocol Encryptor 

HMI Human Machine Interface 

I&A Integrity and Authentication 

ID Identifier 

INE In-line Network Encryptor 

IOC Initial Operating Capability 

KEK Key Encryption Key 

KLIF Key Loading and Initialization Facility 

KME Key Management Entity 

KMI  Key Management Infrastructure 

KOA KMI Operating Account 

KP Key Processor 

KPC KMI Protected Channel 

LD Limited Device 

LE Local Element 

LMD Local Management Device 

LT1RA Local Type 1Registration Authority 
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MPMSS Mission Planning/Management/Support Systems 

NFP Network-Fill Port 

NIPRNET Non-classified Internet Protocol Routing Network 

NSA National Security Agency 

NSTISSI 
National Security Telecommunications and Information Systems Security 

Instruction 

OME Ordering and Management Enclave 

OTNK Over the Network Keying 

PC Personal Computer 

PDE Product Delivery Enclave 

PKI Public Key Infrastructure 

PIN Personal Identification Number 

POC Product Ordering Catalog 

PSTN Public Switched Telephone Network 

PRSN Primary Services Node 

PSN Product Source Node 

RA Registration Authority 

RFP Red-Fill Port 

RoBAC Role-Based Access Control 

RuBAC Rule-Based Access Control 

SAASM Selective Availability Anti-Spoof Module 

SDRS System Description And Requirements Specification 

SDS Secure DTD2000 System 

SIPRNET Secret Internet Protocol Routing Network 

SKL Simple Key Loader 

TCP/IP Transmission Control Protocol / Internet Protocol 

TLS Transport Layer Security 

U Unclassified 

UAS User Application Software 

VPN Virtual Private Network 

WAN Wide-Area Network 

WFP Wrapped-Fill Port 

IAD Information Assurance Directorate 

 2774 

2775 
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Appendix A EKMS Transactions 2775 

(U) A list of supported EKMS transaction includes; but is not limited to: 2776 

• (U) Accounting Transactions 2777 

o (U//FOUO) Conversion Report – Used for communications between COR and 2778 

client node 2779 

o (U//FOUO) Destruction Report – Used by client node to notify COR of 2780 

destruction of product 2781 

o (U//FOUO) Generation Report – Used by client node, when centrally 2782 

accountable material is generated.  Report is sent to the COR. 2783 

o (U//FOUO) inventory Report – Used for communications between COR and 2784 

client node 2785 

o (U//FOUO) Key Conversion Notice – From Tier 1/0 to notify client node that 2786 

seed FIREFLY key has been converted to operational key. 2787 

o (U//FOUO) Possession Report – Used client node to notify COR of 2788 

possession. 2789 

o (U//FOUO) Cancel DistrTrans – Used to cancel a transaction.  Can be sent 2790 

from client node to COR, or between client node and LMD. 2791 

o (U//FOUO) relief Accountability Report – Used by a COR to notify a client 2792 

node of its relief from accountability for an item. 2793 

o  (U//FOUO) Tracer Notice – Used when the COR does not receive receipt of 2794 

product.  Can be sent from COR to client node, or between client node and 2795 

LMD. 2796 

o (U//FOUO) Transfer Report Initiating – Sent from a client node to the element 2797 

receiving the key, and its COR for centrally-accountable material, giving the 2798 

details of the shipment. 2799 

o (U//FOUO) Transfer Report Receipt All – Sent from a client node to the COR 2800 

or between client nodes and LMD to notify receipt of product. 2801 

o (U//FOUO) Transfer Report Receipt Exception - Sent from a client node to 2802 

the COR or between client nodes and LMD to notify receipt of product. 2803 

o (U//FOUO) Transfer Report Receipt Individual - Sent from a client node to 2804 

the COR or between client nodes and LMD to notify receipt of product. 2805 

o (U//FOUO) Inventory Reconciliation Status – A list of unreconciled items, 2806 

sent from the client node to the COR. 2807 

o (U//FOUO) Request Inventory - Sent by a COR to an account or a parent 2808 

account to a subaccount, requesting an inventory report 2809 

o (U//FOUO) Issue Report Initiating - Sent from a parent account to an 2810 

automated subaccount when issuing material. 2811 

o (U//FOUO) Issue Report Receipt All – Sent from an automated subaccount to 2812 

a parent account to receipt for issued key. 2813 

o (U//FOUO) Issue Report Receipt Exception – Sent from an automated 2814 

subaccount to a parent account to receipt for issued key. 2815 
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• (U) Distribution Transactions 2816 

o (U//FOUO) Bulk Encrypted TransBody - Used to send multiple encrypted 2817 

keys 2818 

o (U//FOUO) Key Distribution - Used to send a single encrypted key 2819 

• (U) Nonstandard Messages 2820 

o (U//FOUO) FreeForm Text – Free form text between EKMS element and 2821 

client node, usually in the form of an email. 2822 

o (U//FOUO) Response Trans – The translator must support this transaction for 2823 

communication between EKMS elements and KMI client nodes. 2824 

 2825 

(U) Detailed information on EKMS transactions can be found in the Volume 1 of the 2826 

CI-2 SDRS. 2827 

 2828 


