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1 (U) Scope

(U) This document presents the concept of opersti@®NOP) for the Department of
Defense (DoD) Key Management Infrastructure (KMO@pability Increment 2 (CI-2). It
provides an overview of the concepts and functibnédr CI-2, and a user-oriented
operational view of the system, illustrating comnsystem operations in storyboard
form.

1.1 (U) Identification
(U) This document is KMI 2212. This is revision1.

1.2 (U) Document Overview
(V) This document is divided into eight sectiofiis section provides administrative
information, a document overview, and a very bsistem overview.

(V) Section 2 lists reference documents.

(U) Section 3 describes the existing operationgirenment into which the
capabilities provided by KMI CI-2 will be introdude

(U) Section 4 presents the justification for deypahg and fielding KMI CI-2

capabilities

(U) Section 5 provides a description of the propads#i CI-2 system and
capabilities

(U) Section 6 presents operational scenarios fot KM2 in the form of
storyboards.

(U) Section 7 summarizes the impacts that the dgweént and fielding of KMI
CI-2 are expected to have on the user community.

(V) Section 8 presents a brief analysis of the fisn@nd limitations of CI-2.

1.3 (U) System Overview

(U) The target KMt will be a single, automated, network-accessibgteonic-based

key management and predominantly electronic crypiagc product delivery
infrastructure. This new infrastructure will prdeia means for the secure ordering,
generation, production, distribution, managemeudtaunditing of cryptographic products
(e.g., asymmetric key, traditional symmetric kepgnual cryptographic systems and
cryptographic applications). Figure 1 providesogerational overview of the target

KMI. KMI CI-2 will be the initial fielding of caphilities for network based management
of cryptographic products and services along aldeweent path toward the target KMI.

! “Target KMI” is a phrase that refers to the arebitire and capabilities that KMI development effate
intended to realize over time. Each “capabilityrement” should move the current KMI closer to the
target architecture. The initial KMI Target Arabiture was defined during 1999-2000; it is thenhtd
the KMI program that the target architecture bequkcally revisited and updated. In this CONOPMK
refers to the capabilities described by the CON@d®should be considered equivalent to “KMI CI-2.”
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Figure 1: (U) Future KMI Operational View

(V) It is important to note that successful implenagion of KMI requires more than
transferring cryptographic products from Point APoint B. Because of their sensitive
nature, cryptographic products are strictly comgsbfrom cradle to grave. KMI will
accomplish these control and management processtes &ind with less user burden than
current systems through secure automation. KMlwgé common networks such as the
Non-classified Internet Protocol Routing NetwordPRNET) and the Secret Internet
Protocol Routing Network (SIPRNET) to the maximuxteat allowed by policy and
doctrine. Access to some KMI services, such askikay delivery, is expected to be
through general-purpose computers not dedicat&dtierelated uses. More sensitive
KMI services, however, will continue to require aeded workstations in the CI-2
timeframe.

(U) KMI will create levels of management includiogntral services (e.g., creation of
key, security operations, storage and audit),¢dacthanagement (e.g., distribution of key
in communication-challenged environments) and lotahagement (e.g., requesting and
receiving key for local weapon systems). The takdél will consolidate existing "stove
pipe" key management capabilities. CI-2 will painetwork-oriented key management
and delivery capabilities and begin to provide thgar transition away from the existing
physical and electronic Communications Security MESEC) material systems. As a
supporting infrastructure for the Global InformatiGrid (GIG), the KMI will provide
products used by End Cryptographic Units (ECUE)-2 will both support legacy ECUs
and provide the foundation that will evolve to sagghe modern key management
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concepts being developed for ECU management a®pme National Security
Agency’s (NSA’s) Cryptographic Modernization Iniilee (CMI). Additionally, KMl is
intended to enable approved Mission Planning/Mamege/Support Systems (MPMSS)
to integrate key distribution with other informatimanagement functions required for
the system the MPMSS supports.

(U) KMI will also support help desks operated bg thilitary services and other KMI
customer agencies and electronic key distributtwrother systems/devices (e.g., Stand
Alone Command and Control (C2) Systems, data teartvices, etc.). Additionally,
KMI will support services associated with secugpplications in the common operating
environment (e.g., operating system security, sarvownloading, auditing, intrusion
detection, and password management).

2 (U) Reference Documents
The following documents are referenced herein:

1. (U)KMI CI-2 CDD, draft for Flag level coordination, Version 2, Adr4, 2005
2. (U)A Concept for the KMIKMI 1001], 16 June 1999

3. (U) KMI 2200: (U) System Description And Reguirents Specification
(SDRS) For Key Management Infrastructure (KMI) Qaipty Increment 2 (Cl-
2) Volume 1: Key Management Functions And Relatedu®ements, v. 2.2, 30
September 2005

4. (U) KMI 2200: (U) System Description And Requirents Specification
(SDRS) For Key Management Infrastructure (KMI) Qaipty Increment 2 (CI-
2) Volume 2: System Security Policy And Related legments, v. 2.2, 30
September 2005

5. (U) KMI 2200: (U) System Description And Reguirents Specification
(SDRS) For Key Management Infrastructure (KMI) Qaipty Increment 2 (CI-
2) Volume 3: System Security Architecture And ReteRequirements, v. 2.2,
30 September 2005

3 (U) Current System

(U) This section summarizes the existing key mamage infrastructure implementation,
capabilities, and user roles.

3.1 (V) Background, Objectives, and Scope

(U//FOUOQO) The current key management environmentasle up of separate and
independent infrastructures that provide and mattagje own set of security products.
These systems will become increasingly cumbersarmdecastly as new technology and
their attendant security solutions continue to adeaand the resources available to
operate them decline. This key management enviratyrdepicted in Figure 2, is
composed of several unique solutions built for gmeproduct lines. While the solutions
satisfy unique security needs, they each requiferdnt tools and training in order to
obtain their respective products and services, gimgoan unwarranted strain on
resources.
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(U//FOUO) Adding a new key management capability fiaquently meant creating a
new, independent system to support it. Contintimgapproach will increasingly tax
resources throughout the community.

(V) Several of the systems in Figure 2 have beaxistence for a number of years and
are in need of upgrade to take advantage of mamermmunication technology. This
technology area has advanced significantly in regears, providing the market place
with many new and worthwhile capabilities that wibgteatly improve efficiency and
performance.

(U) KMI CI-2 will focus on moving Electronic Key Megement System (EKMS) and
physical key toward a more network-oriented methddis new method will have no
impact on the DoD Public Key Infrastructure (PKiham the MISSI PKI. The KMI
CDD discusses the dependencies between the DoRHRKKMI CI-2.

NSA IAD DISA

[ CPSC Online* ][ Physical ] [ EKMS ] [ MISSI PKI ] Comm. PKI

] \
PC& LMD/
!D_ !Apps <P [ [ ] PC &

DTD 2000 == CA\./;/ 01~ O

— =
“Plus” —= PC &
k DTD/ Apps

DTD 2000 3

X.509-Based
Systems

Manual
Systems

Electronically
-Keyed
Systems

* CPSC Online was formerly known as KSO Exchange (KSEO)

Figure 2: (U) Current Key Management Systems

3.2 (V) Operational Policies and Constraints

(U) DoD COMSEC operations and the EKMS are operateter the guidance of the
following policy documents:

- 16 -
UNCLASSIFIED//FOR OFFICIAL USE ONLY



113

114

115

116

117

118

119

120

121

122

123

124

125

126

127

128

129

130

131

132

133

134

135

136

137

138

139

140

141

142

143

144

145

146

147

148

149

150

151

KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

EKMS/ COMSEC Material Control System (CMCS) Poli@gcuments

o (U) NSTISSI 4005, Safeguarding Communications Sgc(COMSEC)
Facilities and Materials, August 1997

o0 (U) NSTISSI 4006, Controlling Authorities for COMSBMaterial,
2 December 1991

o (U) EKMS 103A, Security Policy for the Electronieli{ Management System
(EKMS), 22 January 1997 (EKMS Phase 3 Baseline)

o (U) Information Assurance Directorate (IAD) PoliSyatement 17,
Cryptographic Key Protection Policy, 16 July 2002

o (U) NSTISSI 4005, Annex F, Safeguarding COMSEC Matén Electronic
Form, Draft

3.3 (V) Description of the Current System

(U//FOUOQO) The NSA today operates key managemerdsiructures in support of the
information assurance needs of its customer comyproviding cryptographic key
products, symmetric, public and private keys, amlsgty services for military,
intelligence, allied government, contractor, andibess customers worldwide. This
support is provided either by the creation andithistion of a physical product, or
creation and distribution of a product in an eleait format through the EKMS.

(U//FOUQO) EKMS has been evolving since its incepiiio 1989 and is built on a model
of multiple distributed elements using messagingrairal-up or dedicated
communication paths. The military services haenidied a number of improvements
and changes they desire to see in EKMS.

(U//FOUOQ) The physical COMSEC Material Control Syat(CMCS) used to provision
ahard copy® cryptographic products (e.g. printeg¢,kmanual systems) is time consuming
and inefficient in comparison to its electronic nterpart. Considerable lead-time and
resources are required to support these produdtassure their availability when
needed.

(U//FOUO) It is anticipated that requirements foppgort of classified applications will
continue to grow as new cryptographic solutionshsas secure wireless and Global
Positioning System modernization, are implemenitad.the intent of the KMI to
enhance the DoD's capability to support these missritical requirements.

3.4 (V) Current Key Management User Roles

(V) The existing systems that constitute the seuofent operational key management
infrastructures include a number of implicit or &sip user roles (i.e., job functions).
Depending on a variety of factors, these roles beag full-time job or an additional duty
as assigned for the individual performing themsa@me circumstances, a single user
performs multiple roles which taken together caogtia full-time position. The user

roles that have been identified for the existingtems are described here; they are related
to the roles proposed for KMI CI-2 in Section 5.6.
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3.4.1 (U) CMCS/EKMS Roles

(U//FOUO) The roles commonly recognized in the CMi&Seloped over time based on
a mixture of operations and policy. Many of thesles were incorporated into EKMS,
sometimes under different names. In additiondéneelopment of FIREFLY-keyed
devices during the 1980s led to the creation asoélated to the management of
FIREFLY key; the needs of these roles are also @i under EKMS.

(U//FOUO) Controlling Authority (CONAUTH). Official responsible for
directing the operation of a cryptonet and for ngang the operational use and
control of keying material assigned to the cryptor® CONAUTH may have
responsibility for a single cryptonet, or for agamumber of such nets. Key is
distributed to the COMSEC accounts supporting tiraraunications stations in
the net at the direction of the CONAUTH. The CONRWtypically manages
key distribution to ensure the cryptonet memberghigonsistent with operational
direction received from the communications planretegnents. In most cases,
CONAUTHSs are not participants in the cryptonets/thmnage. Personnel at the
Service Authorities often assist CONAUTHSs in camgyout their responsibilities,
serving as facilitators for the CONAUTH in interiacts with NSA's key
production elements (e.g., ensuring that all ofrteeessary information is
provided to NSA).

(U//FOUO) Central Office of Record (COR). A COR is the office of a federal
department or agency that keeps records of acdolen@®OMSEC material held
by elements subject to its oversight. Each mijisarvice currently operates its
own COR. In the future the Services will convertise the EKMS Tier 1 system
as the COR, consolidating COR functions to the Titacilities at San Antonio
and Fort Huachuca.

(U//FOUO)COMSEC Custodian / COMSEC Manager. A COMSEC
Custodian is the individual designated by propéhatity to be responsible for
the receipt, transfer, accounting, safeguardind,dastruction of COMSEC
material assigned to a COMSEC account. Key matanich accountable
cryptographic equipment is distributed to and Igcebntrolled and managed by
COMSEC accounts. The individual responsible feraperations of a COMSEC
account is known, variously, as a COMSEC Custodid@OMSEC Manager. |If
an account is equipped with an EKMS Local Managdrbevice/Key Processor
(LMD/KP), the custodian/ manager is the operatahefLMD/KP.

(U//[FOUO)Command Authority. The Command Authority is responsible for
the appointment of user representatives for a degat, agency, or organization
and their key ordering privileges. The Commandhauty verifies the identities
of User Representatives designated by various patke organization to order
key, determines the ordering privileges of eachr Bspresentative, and
communicates that privileging information to th&EFLY key production
system operated by NSA.

(U//FOUO)Registration Authority (RA). The EKMS registration process
provides the administrative and technical meanwligh a Key Management
Entity (KME) is established, and the informatiogaeding the KME recorded in
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the EKMS directory. The term KME applies to ang@mt/element/organization
that can perform key management functions. EKMS R located at Tier O
(for Civil Agency and NSA accounts) and Tier 1 (®ervice accounts). The RA
is responsible for registering KMEs and managiregrtbtatus. As part of the
registration process, the RA ensures that a KME®&SHdentifier (ID) and
associated attributes (e.g., clearance level, enaddress for COMSEC
accounts) are assigned and maintained in the EKM&Dry.

(U//FOUO)User Representative.A User Representative is authorized by an
organization to order FIREFLY key and interfacehalte keying system, provide
information to key users, and ensure the corrgm tf key is ordered. The User
Representative acts within the privileges estabtisior that individual by the
Command Authority who appointed him or her.

(U//[FOUO)Local Element (LE). Local Elements are separate entities, units, or
commands, internal or external to the parent COM&g&€ount that requires
COMSEC material. LEs receive their electronic CaSmaterial from a parent
COMSEC account or Subaccount and never directiyp faolier 1 or Tier 0. LEs
are normally issued material for immediate use@UE, but some LEs are
responsible for routinely issuing material to othEss. The local element concept
is known by other organization-specific names, aklCOMSEC Responsible
Officer in the Air Force.

4 (V) Justification For and Nature of Changes

(U) This section summarizes the factors that mtg¢ichanging key management
infrastructure operations from the current apprdadat planned for CI-2 and beyond.

4.1 (V) Justification of Changes

(U//FOUO) The KMI CDD identifies the shortcomingsexisting capabilities and
drivers for change in how key management and keyigioning are performed. While
those documents should be consulted for specdress of concern with the current
systems include:

1. (U) Slow response to changing operational remoénts and conditions

2. (U//IFOUO) Incompatibility between EKMS and wiglelsed military
communications systems

3. (U) Inability to integrate key distribution infdPMSS

(U) Poor support for tactical operations andedllinteroperability

5. (U) Desire to support modern and in-developneeypitographic devices and
management techniques

6. (U) Difficult user interfaces and manpower irgme operations

B

4.2 (U) Description of Desired Changes

(V) In the development of the KMI target architeetand the KMI CDD, along with
various meetings with the military service and lcagency customer community
representatives, a number of desired changes &xtbeng key management
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infrastructures have been identified. In addititve, on-going development of
cryptographic modernization concepts has identifitebr features needed in the KMI to
support the next generation of ECUs. A numberoailg have been identified for key
management infrastructure modernization, and theejts for KMI CI-2 include a
number of features that move toward achieving tiyosgs.

(V) Goals

0 (V) Reduce the manpower required for KMI operatod use

o (U) Minimize the requirement for computer workstas dedicated to KMI
operations

o (U) Use common/open/standard computer platforms

o (V) Provide communications flexibility, and permse of widely used

backbone network and tactical communications system

(U) Support autonomous operations within combatammander areas of

responsibility

(V) Scalability

(V) Transparency

(V) Releasability and interoperability

(U) Graceful evolution

(U//FOUO) Key delivery direct to ECUs

(U) Develop common/open/standard applications atetface standards for

KMI products

o (U) Develop reusable KMI software applications

(V) Features

o (U) Modular architecture with logical division difrictions
(U//FOUOQO) Network connectivity to NIPRNET, SIPRNERhternet
(U//FOUO) Type 1 support for tokens

(V) Flexibility of client implementation and configation
(V) Improved, more usable human machine interféidélf
(V) Ready availability of status information

(V) Catalog of products and services

(U) Accounting automation

(U) Autonomous operations

(V) Designed for interoperability and releaseapilit

(@)

O 0O O0OO0OO0Oo

O O0OO0OO0OO0OO0OO0OO0OO0

5 (U) Concept for the Proposed System

(U) This section presents a brief description efpnoposed CI-2 system, and provides a
context for the operational storyboards presenteseiction 6.

5.1 (U) Background, Objectives, and Scope

(U//FOUO) The focus of CI-2 is to build the founaat for the future management of
key material in a general-purpose networking emrirent. Given the risks inherent in
such an environment, CI-2 will have correspondirgityngent security requirements.

(V) The CI-2 development will focus on achieving flollowing objectives:
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I.  (U/FOUO)Establish a secure net presence for KMI for Key 8pment This
includes complete development of the PRSN, filtacsess control, role
management, virtual private network (VPN), useeliface services, net
management services, directory services, etc. deedarovide this capability.
There will be a KMI network presence on the NIPRNBTPRNET, and public
Internef. KMI network interactions will be based on comminternet-standard
communications protocols for World Wide Web, emfdi, transfer and similar
functions.

Il.  (U) Enable customer transition from EKMS to KMrhis objective encompasses
two major aspects:

1. (U//FOUO) Establishing a translator betweenRRSN and EKMS messaging
system to facilitate transition of EKMS users to KB-2. The translator will
enable EKMS functions and transactions to be tearsfl between the EKMS
messaging system and the PRSN to permit orderamg Trier 1, Tier 1 Tier
2 accounting transactions, all Tier 1 Tier 2 distribution transactions, all Tier
2 Tier 2 distribution transactions, movement of diogy information, etc.

2. (U//FOUO) Developing a KMI client set that EKMSers can transition to.
The client set must support some or all of the EKbaSed
functions/transactions listed above, and interfaitlke the PRSN via the
network-based user interface services the PRSNdesye.g., web).

[l (U//FOUQO) Provide web-based key ordering for all key typ€s-2 will provide
KMI customers the means to order all forms of kegluding symmetric
(traditional) key, asymmetric (modern) key, and orsystems, in a variety of
electronic and physical form factors.

V. (U//FOUOQO) Provide Over The Network Keying (OTNK) directhE@GUs A part
of the KMI vision is to provide key distributiondm a PRSN to network-
connected ECUs registered in the KMI and capabtérett interactions with the
KMI. The High Assurance Internet Protocol EncrygtdAIPE) family of ECUs
will be the first products prepared to make usthief capability. CI-2 will
provide an OTNK capability based on the KMI AccBsstocol specifications
currently being drafted.

V. (U//FOUO)Enable the integration of key distribution funcsanto dedicated
mission management systef&ny existing and new systems require dedicated
mission management systems. Examples include fiiesrd satellite communica-
tions terminals. These systems typically includdRMSS component to collect,
organize and distribute data that is requiredHerdther system components to
function. CI-2 provides tools that can be usednabde a MPMSS to retrieve
black or benign key from a PRSN Product Deliverglawne (PDE), acting as a
KMI Operating Account (KOA) Agent. In the CI-2 taframe, ordering and

2NIPRNET is separated from the Internet here basetthe expectation that in the future a DoD PKI
certificate will be required for NIPRNET access.amy Allied and coalition partner KMI users with the
need to retrieve key material from the KMI will nmve such certificates, necessitating direct cotiomes
to both Internet and NIPRNET.
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V1.

VII.

management of key will be performed using KMl MagiaGlients or EKMS
capabilities.

(U//FOUOQO) Provide access to non-U.S. Users to manage amigvet
interoperable key management products and servieslay's operational
environment mandates effective interoperabilityoasrthe DoD and U.S. Federal
communities, including Homeland Security, and, whparational needs dictate,
with Allies and coalition partners. To this end #¥l must provide controlled
access to authorized non-Users to request anchabtaroperable key
management products and services. In the CI-2 tamef authorized non-U.S.
Users will be granted appropriate management aodigt retrieval privileges
necessary to ensure mission interoperability. Aoldlly, registered non-U.S.
KMI aware devices will also be granted KMI accessretrieval of benign
interoperable key.

(U//FOUOQO) Provide hardware token support for KMImagement functions.

KMI CI-2 will support hardware tokens, loaded witlipe 1 PKI certificates.

(V) Figure 3 depicts the CI-2 system architecture.
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Figure 3: (U//FOUO) KMI Cl
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5.2 (U) Operational Policies and Constraints

(U//FOUO) The KMI CI-2 SDRS, Volume 2 covers thewgty policies and
requirements for Cl-2. That document integratesréguirements imposed by the new
DoD 8500-series documents. Relevant policy statésrfeom that document are
captured in the individual storyboards.

(U) NSTISSI 4005, Annex F discusses policy and gsses to be used when generating
and delivering electronic key material.

5.3 (U) Description of the Proposed System

(V) This section describes the proposed KMI Cl-&em, including basic architecture,
central and client nodes, and system functions$ufes, and capabilities.

5.3.1 (U) KMI Basic Architecture

(V) The KMI consists of a number of nodes thatvme a unified infrastructure for
providing key management products and serviceq®tipg a wide variety of users. In
the KMI, users are either consumers that deperntti@KMI for products and services or
managers that allocate and control resources wiitl#iKMI; customer organizations will
typically have a mixture of users and managersgichl configuration of KMI node
types along with the functions allocated to eactlentype is shown in Figure 4.

EKMS TRANSLATOR
Reenveloping of transactions

EKMS
defined by EKMS standards. -KMI N 1

CENTRAL SERVICES NODE (CSN)
Catalog management and distribution.
Data archive and analysis center.
Security and operations oversight.

Translator

CSN

PSNs PSNs

1
]
]
1
1
]
:
1
PRODUCT SOURCE NODES (PSNs) : / _
Cryptographic material generation. | KMI Private
1
]
]
1
1
]
]
1
I
]
1

Product packaging. Product vault. Networks
Rekey. Conversion of seed key. PRSNs PRSNs

PRIMARY SERVICES NODES (PRSNs)
User registration, roles, privileges.
Request processing, distribution, tracking.
Customer support. KMI-EKMS interface.

AKP DoD Common-Use
and Public

Client Nodes Client Nodes
for Management NEEES for Distribution

CLIENT NODES Human n !
Product/service request, retrieval, use. De\;"ce Device
Product/crypto device management. ECU ECU ECU
Operating account management.

Figure 4: (U) KMI Nodal Architecture
(U//FOUO) Four types of functional nodes comprise KMI:
(U//FOUO) PRSN
(U//FOUOQ) Central Services Nodes (CSNSs)
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(U//FOUO) Production Sources Nodes (PSNs) and
(U//FOUO) Client Nodes

(U//FOUO) The PRSNSs are central to the KMI, andvae services to the Client nodes
over one or more communications networks. The P8Blsesponsible for generating
cryptographic products and the CSN oversees sys¢enrity operations, provides
oversight of storage and replication of common dat®RSN and PSN use, and
manages the content and distribution of the KMidad Catalog to PRSNs and PSNs.

(U//FOUO) Client Nodes cover a broad category ehponents and/or software
applications that provide a user access to theyatedand services of the KMI. They can
take a variety of forms including security devi¢esy., ECUSs), applications installed on
workstations (e.g., a KMI client Node) to clientalgedded in enterprise systems (e.g., an
MPMSS). Clients can securely interface with theSRRand allow users to perform
management functions or request and receive predmct services from the KMI.

(U//FOUO) The nodes that comprise the KMI may bdehly distributed or collocated
within central or regional sites. Such sites magdenected by a variety of DoD and
commercial communications networks.

5.3.2 (U) Client Nodes and Transfer Devices

(U) The KMI CI-2 architecture includes a numbeddferent clients intended to address
a spectrum of KMI user needs. The client typesmesd here are a proposed set based
on KMI operating concepts developed by the Cl-2imegying team; feedback from the
customer community regarding the utility of eachetys expected to influence the
characteristics and quantities of each client.

5.3.2.1 (U) Client-creation Components

(U) Three components are envisioned to serve agdthg blocks® for the creation of
KMI clients: A computing platform, Key Managemesaftware Applications and the
Advanced Key Processor (AKP).

5.3.2.1.1 (U) Advanced Key Processor
(U//FOUO) The AKP is a successor to the EKMS KRhwimilar functionality,
enhanced performance, and a modular architectyseotade configurability and
simplify evolution of the AKP's capabilities. Thek#'s modular architecture allows
capabilities to be included or omitted as necesgamatch the needs of a KMI
customer's mission; it also supports the need toigde version of the AKP releasable to
allies. Capabilities that can be configured imofP will include:

Symmetric key generation

Cooperative creation of key encryption keys

Key wrapping and unwrapping

Digital signature creation and verification

Establishment of secure channel from Client NodeR&N

Identification and authentication of KMI Managers
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Source authentication and integrity protection MIKransactions
Support for secure local storage of electronic key
Interactions with fill devices

5.3.2.1.2 (U) Key Management Software Applications

(V) Given the varying needs of the KMI user comntyriKMI clients may need one or
more of a collection of key management applicatiodBsamples of such applications
would be modules to:

(V) Support accounting for physical key products

(V) Assist in ordering and managing modern key

(V) Assist in managing files containing downloadmrypted keys and loading
appropriate files into transfer devices for ECUdinag

(V) The specific set of key management applicateofsvare modules for CI-2 will be
determined as part of the client engineering effort

5.3.2.2 (U) KMI Manager Clients

(U//FOUO) Figure 5 illustrates the basic typeslant configurations and their
connections to the PRSN. Manager Clients (MGCeheot to PRSN Ordering and
Management Enclaves (OMES) to conduct functioretedlto registration, enrollment,
ordering, and KOA Operations.

PRSN
OME PDE

HAIPE-LIT Interfaces PR T iUser D Paseword]

................................................................................................................................................

Manager Clients (MGCs) Delivery-Only
: (Registration, Enrolime Clients (DOCs) :
! Ordering, KOA Opel (Key Retrieval; :
£ Can Be :
AKP : Embedded :
: in MPMSS) :
MGC | 1---L---|MGC | i i | DOC DOG '
I Includes : :

| HAIPE-

| Compliant INE |

Manager KOA Manager KOA Agent KOA Agent

: (CONAUTH, etc.) : :
== ______________'2"3"_I;;;'="; PR Sl ool gl e ot bl bl el e ot b A
] 1
I Erafluet & Sepdee Ordering and I Product Retrieval Functions 1

: Management Functions i 1

Figure 5: (U) Human User Client Interactions with FRSN

(U//FOUO) An MGC is a KMI client equipped with ark®, and is used when
performing management functions. Such a cliedeicated to KMI management
purposes due to the sensitivity of the KMI capé#bsiis can access. When used for
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operation at a KOA (see Section 5.3.4), the MGthésKMI analog to the EKMS
LMD/KP. It is capable of operating independenthad®RSN for many functions, and
includes cryptographic processing support usingik®. Characteristics of MGCs
include:

(U) Supports all KMI functions that can be perfodmweith a non-AKP-equipped
client.

(U//FOUO) Incorporates a HAIPE-compliant In-linetWerk Encryptor (INE) to
establish protected communications channels betweedient and the PRSN.

(U//FOUO) Provides local capability to unwrap aedrap BLACK key material
received from other KMI nodes or EKMS elements.

(U//FOUOQO) Provides capability to wrap key matefal benign delivery to ECUSs.

(U//FOUO) Provides local capability to wrap key eval for transfer to other
AKP-equipped clients via the PRSN, or to EKMS LMP&via the PRSN and
the EKMS translator.

(V) Provides the ability to sign messages and yaignatures on received
messages.

(U//FOUO) Locally generates key material using AteP.

(U) Maintains local data stores consistent withopgrational needs; synchronizes
its local data stores with the PRSN when conndgtigiavailable.

(U//FOUO) Implements security services necessapratect KMI information
and interactions. Enforces access control / pgeleestrictions based on
information propagated from a PRSN or establishi¢beaclient by an
appropriately privileged KMI Manager.

(U//FOUO) Unwraps key encrypted for transfer orage and outputs key in red
format for emergency fill capability; use of thigpability should be restricted to
urgent situations, with benign fill from the clieiatthe ECU or the use of a
transfer device that outputs red key being thegorefl modes of operation.

(U//FOUO) The specific capabilities of an AKP-equéidl manager client are dependent
on the configuration of the AKP and the set of keghagement software applications
loaded on the client.

5.3.2.3 (U) Delivery-Only Clients

(U//FOUOQ) Delivery-only client (DOCs) are not eqpga with AKPs. They interface to
the PDEs of KMI PRSNs to retrieve wrapped key maler

(U) DOCs are oriented toward the needs of KMI usétis no need to unwrap, rewrap,
or locally generate key material. The essentiatiponents of a DOC are a general-
purpose computer with a web browser applicatiorratpd by a registered User with PKI
credentials or a username and password for ideatiibn and authentication (1&A).

Such a user is known as a KOA Agent. Charactesisti DOCs include:

.27 -
UNCLASSIFIED//FOR OFFICIAL USE ONLY



457

458

459

460

461

462

463

464

465

466

467

468

469

470

471

472

473

474

475

476

477

478

479

480

481

482

483

484

485

486

487

488

489

490

491

492

493

494

495

496

KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

(V) Receives key wrapped for delivery to ECUs amged with the KOA.

(V) Uploads credentials for ECUs and that will beaiving key to PRSN to
supporting recipient-specific key wrapping.

(V) Includes no local data storage or managemdatr ahan for downloaded
BLACK or benign key material and ECU credentialg/an tracking information
awaiting upload; dependent on connectivity to PRBMN on data stored at those
service nodes.

5.3.2.4 (U) Embedded MPMSS Clients

(U//FOUO) Many existing and, especially, new systaequire the supply of various
information items to the end user device (e.gaiarraft, a satellite communications
terminal) in order to function. Such systems tghichave a MPMSS to collect the
relevant data from various sources (e.g., systbatgprovide meteorological data or
frequency allocations), organize it appropriatelythe using system's components and
distribute it for use. A goal of KMl is to enalilee integration of key distribution with

the other functions performed by an MPMSS; whenigéyandled in black or benign
form, it can be distributed like any other missdata the system requires. Consequently,
CI-2 includes the concept of embedding a DOC imtd/#@MSS and permitting that
embedded MPMSS client to interact directly with Kidl to receive wrapped key
material for distribution and use within the cusesmystem. The MPMSS operators who
employ this capability must be registered with kil and enrolled as KOA Agents.

5.3.2.5 (U) Fill Devices and ECUs

(U//FOUOQO) While NSA is working on a new generatmrECUs capable of direct
interaction with the KMI, in many cases, ECUs theed to be supported by KMI CI-2
will not be network connected. 2Last mile® trangpaf black or benign key material
from a KMI client to an ECU will need to be handlkega fill device of some sort. The
fill devices available in the CI-2 timeframe wildlude the Secure DTD2000 System
(SDS), the Simple Key Loader (SKL), and the Datanbtgement Device (DMD), which
all utilize the KOV-21 COMSEC Card. Legacy AN/CYID Data Transfer Devices may
also still be available. CI-2 will support the ugfethe fill devices to move encrypted key
material from KMI clients to ECUs. In order to wrkey for ECUs, it will be necessary
to register them with the KMI and upload credesti@.g., ECU benign fill FIREFLY
credentials) to the KMI. The KMI client Nodes athe fill devices will support this
upload function. ECUs that are capable of direlell iteraction will be able to upload
their credential directly. The different ways #or ECU to receive key products are
described in the 2Key Distribution and ECU Fill°csien.

5.3.3 (U) CI-2 Functions
(V) This section describes the functions perforiog&MI CI-2.

5.3.3.1 (U) Registration

(V) CI-2 requires the registration of KMI users andnagers, and of a range of devices
that includes ECUs and AKPs.
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(U//FOUO)KMI Managers KMI CI-2 will register KMI managers and issue
them Type 1 identification and authentication cregs for use with the AKP.

(U//FOUO)KMI Operating Accounts KMI CI-2 will introduce the concept of a
KOA. While a KOA is similar in principle to a COMEXL account, its real
purpose is to serve as an organizing construchfoset of key destinations (e.g.,
ECUs, AKPs) associated with a particular organtatr unit. For CI-2 all

KOAs will also be COMSEC accounts; at some futwmpin the evolution of
the KMI that may no longer be required.

(U//FOUOQO)Devices: KMI CI-2 will support the registration of devicea\KPs,
ECUs, and Manager Identity Tokens. Devices masepestered with the PRSN
(general devices) and supported with key wrapped B$N, or registered only
with the Client Node of a KOA (limited devices) asupported with key wrapped
by the Client Node's AKP. All devices will be assated when registered with
an owning KOA. Each device that will receive kegtarial generated and
wrapped by the KMI (e.g., by a PSN or AKP) must@yredentials that can be
used by the KMI to create key encryption keys tapwkey for delivery to that
device.

5.3.3.2 (U) Privilege Management

(U//FOUO) In order to manage the security of thidIKand regulate access to KMI
products and services, and detect and deter urrmetattackers, CI-2 will incorporate
a robust privilege management capability.

(V) CI-2 access control will use role-based accesdrol (RoBAC) concepts,
augmented by Rule-Based Access Control (RUBAC)mépes. A basic set of
roles has been defined, and these roles can bakped to meet operational and
security needs.

(U) The RoBAC system for CI-2 will permit approfedy privileged KMI
managers to manage the set of the KMI roles angriligeges associated with
each in order to fit the ROBAC approach to meslnwiistomer organizational
and operational concepts.

(V) CI-2 access control will also incorporate RuBAgatures that take into
account attributes of the user(s) and product{®lued when determining if a
particular action is permitted.

(U) Where necessary, Controlling Authorities wis@be able to require
independent approval of requested actions, suchagges in the distribution of a
key product.

(U) Given the risks inherent in operating in a nated environment, access control is a
critical security feature of KMI CI-2. The basid¢-€ access control concepts are
summarized in Section 5.4 of this CONOP, and desdrin detail in the CI-2 SDRS,
Volume 3.

5.3.3.3 (U) Enrollment

(U//FOUOQO) The enrollment process is used to edhli{iMI users as KMI Managers and
KOA Agents, and determine the specific roles andlpges those managers will be able
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to use. NSA envisions that each customer orgaaizatill have a small number of
individuals who can act as Enrollment Managersilegqg the KMl Manager privileges
of users within their organization. CI-2 will edalan Enrollment Manager to:

(V) Identify individuals who should have KMI manageivileges

(U) Determine which KMI manager roles those indiats can access
(U) Manage the attributes associated with thoswidhaials

(U) Remove attributes associated with individuals

(U) Remove KMI manager roles a user can access

(U) Remove an individual from the role of KMI maresg

(U) Have privileges themselves; but not be ablasgign privileges greater than
those they have been designated for.

5.3.3.4 (U) Key Ordering

(U//FOUOQ) A primary CI-2 objective is to providetmork-based (including both web-
oriented and transaction-oriented interfaces) andesf all key materidl The access
control and privileging features of the PRSN widyan important role in enabling this
ordering capability while minimizing the potentfar abuse. The CI-2 PRSN will:

(U) Maintain a Product Ordering Catalog (POC) adcarcts and services
available from the infrastructure; the POC is dlistired to the PRSN from the
CSN

(U) Allow KMI users and managers to view the sulazfghe POC that is
consistent with their roles, privileges, and atités

(U) Allow KMI Managers to request new instance¥k®l products (e.g., a new
short title); these new products are added to M€ ,Ronsistent with the
requesting manager's roles, privileges, and atteivu

(V) Allow KMI Managers to manage the charactersto€ products for which
they are responsible, consistent with their rgbeisileges, and attributes

(U//FOUOQ) Accept orders for symmetric (traditionkdy, asymmetric (modern)
key and manual systems, and route those ordeing tappropriate PSN in
accordance with the characteristics of the prodadtthe directions of the
ordering manager

(V) Provide for either automated or manual appra¥gdroduct management
actions, based on the attributes of the produtt{®lved and the roles and
attributes of the user or manager requesting ttierac

(U//FOUO) Allow Controlling Authorities or Produ&equestors to request
copies of specific products, and route those radquesapproval to a KMl
Manager with the necessary approval authority (a.gontrolling authority)

3 While this primarily refers to Type 1 key, the gtitig KMI also supplies Type 0 and Type 2 key miater
ClI-2 will be able to supporting ordering of thoseveell.
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5.3.3.5 (U) Distribution Management

(U//FOUQO) CI-2 will provide features to manage thstribution of physical and
electronic key.

(V) Allow the responsible KMI manager (e.g., a ¢ohing authority) to view

and edit the account distribution profiles for fite/sical and electronic key they

control.

o (U//FOUO) Add and delete recipient KOAs, KMEs, ater recipient
COMSEC accounts

o (U) Modify copy counts for traditional key

o (V) Modify in-place dates and reserve-on-hand qgtiastfor traditional key

(V) Allow the responsible KMI manager to establsshbscriptions (i.e., standing
orders and account distribution profiles) of tremtial key for those KMI users
that should receive the key regularly.

(U) Allow the responsible KMI manager to view thistdbution status
information for key products they control.

(U) Allow product recipients to view the distriboti status of products they are
scheduled to receive.

(U) Allow KOA Managers to view and edit the devutistribution profiles and
manage the key wrapping for the electronic keyrtk€As receive, adding and
deleting key recipients (e.g., AKP, ECUSs) to theide distribution profile for
each product.

5.3.3.6 (U) Key Generation and Production

(U//FOUO) KMI CI-2 will generate keys based on tirders it receives. CI-2 will
generate a broad range of key types including:

(U//FOUOQO) Type 0/1/2 symmetric key
(U//FOUOQO) Type 0/1 asymmetric key (e.g., EnhanciREFLY)
(U//FOUO) Manual systems.

5.3.3.7 (U) Key Distribution and ECU Fill

(U//FOUO) CI-2 will distribute the keys it genegeat based on the parameters of the key
order and any subsequent distribution managemstrtigtions from appropriate KMI
Managers. Keys generated at a PSN will be wrafgethe end recipient (e.g., an AKP,
an ECU) and are inaccessible to the PRSN and mitegmediate points along the
distribution path.

(U//FOUO) Figure 6 illustrates that a user deviagyrhe equipped with one or more of
the three logical types of fill ports through whitte device can receive KMI products.
These three types are identified here as @logitygles in order to avoid making
assumptions about the actual physical implemematiduture devices.
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PRSN PDEs Each User Device Has One or More Logical Fill Ports

Client Nodes (A) NFP (Network-Fill Port)  Accepts OTNK Fill.

Portable Media

- X . Accepts OTNK, EKMS 217
(Including Fill WFP (Wrapped-Fill Port) ’ '
Devices) e or BLACK FILL
Fill Devices (©) RFP (RED-Fill Port) Accepts RED Fill

Figure 6: (U) Types of Fill Ports in User Devices

(U//FOUO)Network-Fill Port (NFP). The network-fill port is the device's interface
through which it can be filled using OTNK. OTNKasbhenign method of filling a
device, but is distinguished from benign technigassdefined in EKMS 217, by the use
of new formats and protocols that can be used agresvork backbones between user
devices and PRSN PDEs. Network fill is performerbas a network connection.

U//[FOUQO)Wrapped-Fill Port (WFP). The wrapped-fill port is the device's interface
through which wrapped (i.e., encrypted) key mateaa be delivered directly to the
device. This port is used to conduct benign fdhsactions, as defined in EKMS 217,
and to load key material in BLACK form, said ma#éthaving been wrapped by a
supporting Client Node using a Key Encryption KE¥:K) previously loaded into the
device in RED form. Wrapped fill is may be perfonga media or fill device transport
of the information to and from the device; someides capable of using a network fill
port may also be able to accept product fill via Wrapped-fill port.

(U//FOUO)RED-Fill Port (RFP). The RED-fill port is the device's interface thigh
which RED (i.e., unencrypted) key can be delivatidctly to the device. RED fill is
always performed using a fill device.

(U//FOUO) Figure 7 illustrates the different typeadistribution paths through which
user devices can receive KMI products.

(U//FOUO) Figure 7 shows that distribution pathsyrba separated into five basic cases,
and provides details about the variations of egph that may exist. In cases 1, 2 and 3,
the product is generated by the PSN and wrapped thnequely for the destination
device. In case 4, the source of the product neagy BSN, another client node, or a key
source somewhere within EKMS and the product igoped for the receiving client
node's AKP. In case 5, the key is locally genedldty the client node's AKP. In both
case 4 and case 5, the product is wrapped foredglto the user device by the supporting
client node's AKP.

-32-
UNCLASSIFIED//FOR OFFICIAL USE ONLY



KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

639

640

641

642

643

644

645

646

647

648

649

650

651

652

653

654

655

656

657

658

659

660

661

PRSN

PRSN Product Delivery Enclave

| | |
| | |

2. Delivery-Only Client || 3. Management Client || 4. Management Client | | 5. Management Client
of KOA Agent with AKP with AKP with AKP
Passes Wrapped Passes Wrapped AKP Unwraps and AKP Generates and
Product Through Product Through Rewraps Product Wraps Product
I I : I : I I
Clients || Portable gDOZ?;m Portable §DOZ§NN0t Portable Portable
Push Media i Wraps Media i Wraps Media Media
tc_) For A For A
Devices ]| pass Thru | ¢ Fil Pass Thru | { _Fil Pass Thru Pass Thru
" : Device : Device
1. . Fil Fill Fill Fill
Device . Device Device Device Device
Acts
As Unwraps Unwraps Unwraps Unwraps
Client v v
1A 2A. 2B. 2C. 3A. 3B. 3C. 4A. 4B. 4C. 5A. 5B. 5C.
NFP NFP | | WFP RFP NFP WFP RFP NFP || WFP RFP NFP WFP RFP

Types of Devices Expected To Be Supported In Each C  ase

GD GD GD Cl-2 GD GD Cl-2 |LD (GD) |LD (GD) | LD (GD)|LD (GD)| LD (GD) |LD (GD)
Does With Does With With
Not Fronting Not  |Fronting Fronting
Support | HAIPE Support | HAIPE HAIPE
AKP AKP? AKP? This AKP? This FD FD FD FD
ECU ECU ECU Case ECU ECU Case ECU ECU ECU ECU ECU ECU

Figure 7: (U//FOUQ) Types of KMI Distribution Paths

(U//FOUO) The figure also shows how each of thénpatses one or more of the three
logical types of fill ports. Some of the combirets are special cases. Cl-2 does not
support paths 2C and 3C (which would use a REpdilt on a user device) because a
PSN never wraps a product for distribution to ledivice.

(U//FOUO) For each supported path, the box at ol of the figure lists the basic
types of user devices that are supported on the p&tP, ECU, and fill device (FD). The
box also lists the type of identity registratioattla user device must have to use the path:
aGDe indicates a @General Device®, and 2LD° indieata @Limited Device®. (These two
registrations types for user devices are defineddmscribed in the 2Registered Users®
section of the CI-2 SDRS, Volume 2; in summaryenegal device is registered globally
and products can be wrapped for it by a PSN, wiseademited device's registration is
only relevant at the client node supporting thatic®) In addition to GD and LD, some
paths are shown as supporting 3(GD)°, i.e., GDareptheses. This is meant to indicate
that the path can support user devices that aatettdoy the management client as a
limited device, even though they are also registasegeneral device. For example,
there may be operational circumstances wherengegssary to fill a general device with
a product that was generated and wrapped at thmding client node rather than the
PSN.

5.3.3.8 (U) Rekey Services

(U//FOUQO) CI-2 will provide on-line and stagedde.in accordance with HAIPE
concepts) seed key conversion and rekey services fo
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(U//FOUO) ECUs keyed with basic or enhanced FIREKeY
(U//IFOUO) AKPs

(U//FOUOQO) This range of capabilities will suppoekey for devices compliant with
EKMS 218, devices compliant with EKMS 217 (stordasward using EKMS
transactions), and devices compliant with forthauy®TNK specifications.

5.3.3.9 (U) Tracking, Accounting, and Auditing

(U//FOUO) KMI CI-2 will automatically record infonation regarding events as they
occur within the system. Some of these eventsheiltaptured to provide information
useful for status reporting to KMI users and managevelopment and monitoring of

performance metrics, etc. Information recordedtese purposes is called "tracking
data," and is retained on a temporary basis.

(U//FOUOQO) Information regarding other events iptcaed because it is important for
deterring KMI managers and others from deliberateijpromising cryptographic
material. Information recorded for these purpaseslled "accounting data," and is
retained indefinitely. This information will aldm® used to perform investigations and
damage assessments when it is suspected or detdrthat a KMI Manager in the KMI
product ordering or distribution processes has learived in a deliberate compromise
of cryptographic material. Events that directlyirdirectly involve or affect exposing
key in RED form, or encrypting key for a KMI User et of KMI Users are regarded as
"accountable” events.

(U//FOUO) Finally, some KMI events are importartrh a security perspective, but do
not directly involve generation or distribution@ilptographic material. Examples of
these events are registration and enrollment. &beents create audit data, which is also
used to deter wrongdoing by KMI Managers, and recnom malicious actions
committed by them.

(U//FOUQO) The KMI will rely on EKMS/CMCS accoungrfunctionality for CI-2.
Transactions that traverse the KMI/EKMS translatdr be recorded by existing EKMS
accounting functions. Tracking and audit inforraatgenerated by KMI components
will be recorded and maintained by KMI CI-2.

5.3.3.10(V) Status Reporting

(U) CI-2 will provide the ability for KMI users anghanagers to request status
information regarding product orders and distribati Status reporting is based on
information gathered by the KMI's tracking functiostatus information available will
include, but not be limited to:

(U) Approval status (e.g., pending, approved, tegcof submitted requests that
require approval

(V) Distribution status of KMI products. Individuasers will be able to see the
status of products they are scheduled to recdfil managers will be able to
see the status with regard to all recipients oflpots they control.
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5.3.3.11(U) EKMS Translator

(U//FOUO) In the CI-2 timeframe, interoperabilityttvEKMS will be supported using a
translator. See section 5.4.2 for more detailthertranslator capabilities.

(U//FOUOQ) This translation functionality will:

(U//FOUO) Permit the exchange of accounting tratisas, electronic key
packages and formatted plain text messages betfidéand EKMS, as required

(U//FOUOQO) Provide the KMI user community with thigilay to communicate
with EKMS utilizing a KMI Client node

(U//FOUO) Facilitate the transition of EKMS useosktMI CI-2.

(U//FOUOQO) The EKMS translator will reside betwedie PRSN and the EKMS message
server infrastructure. The EKMS translator wikoed an audit trail for the exchange of
information between the two systems. KMI and EKi8 be able to review translator
audit data as needed. For more information orcdineepts for KMl / EKMS
interoperability, see Section 5.4.2.1.1.

5.3.3.12(U) Destruction

(U//FOUOQ) Cryptographic products must be destrayedn reaching their expiration
date. To facilitate timely destruction of superskdeyptographic material, the KMI will
automatically notify the KOA Manager at the endha# crypto period for the material.
The KMI will securely destroy, in accordance withpécable destruction standards, all
sensitive cryptographic material in its possessipon command by an authorized KMI
manager with the necessary privileges. An interfaillbe provided on the client Nodes
for operators to specify key material to be desttbyl o prevent the inadvertent
destruction of material, the KMI will always asletbperator if they are sure they want to
destroy the material. Any KMI component (i.e. PR®$N, FD, AKP, and MGC) that
has the ability to store classified or sensitivg Wl also have the ability to zeroize those
keys. The KMI will accept destruction reports ftiraccountable items through
electronic or physical mechanisms.

5.3.4 (U) KMI Operating Accounts

5.3.4.1 (U) Overview

(U//FOUOQO) KMI CI-2 will introduce the concept ofkOA. While a KOA is similar in
principle to a COMSEC account, its real purpose iserve as an organizing construct
for the set of key destination (e.g., ECUs, AKRg] transfer devices) associated with a
particular organization or unit. In the CI-2 timeahe, all KOAs will also be COMSEC
accounts. As the population of KMI-aware ECUs sugal by OTNK grows, in the
future some KOAs may no longer need to be COMSEOwts if, for example, all of
the KOA's ECUs are not COMSEC-accountable, and dreybenignly keyed with key
products that are tracked but not COMSEC-accouataBince an AKP provides the
capability to reroute or expose key material, al@AKequipped with an AKP will be a
COMSEC account for the foreseeable future.
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(U//FOUO) Hardware accountability: Like a COMSECaint, the KOA is the
organizing construct for ECU 2ownership.© The Kkicognizes only one KOA as the
owner of an ECU, and will allow additional KOAsteceive key for that ECU only with
the permission of the owning KOA. ECUs will beistgred with classification and
community attributes and can be assigned only té&&8aving the corresponding
attributes.

(U//FOUOQO) Like a COMSEC account, the KOA is theamizing construct for key
distribution profiles. A CONAUTH or Product Reqgt@splaces KOAs on the account
distribution profile for a key product, and theredpecifies which KOAs will receive that
key. The KOA Manager manages device distributiafiles for the key products the
KOA receives. The KMI will wrap the keys so thatan be unwrapped by the ECUs on
the Device Distribution Profile. Keys will be ldbd with classification and community
attributes and can be distributed only to KOAs hguhe corresponding attributes;
similarly within a KOA keys can only be assignecE@GUs having appropriate security
attributes.

5.3.4.2 (U) Makeup of a KOA
(U) AKOA is:

(U) A logical entity for organizing KMI support @ set of users, devices and/or
systems. In many cases the users and devicessareiaed with an owning
organization (e.g., a military unit). In other eaghe users and devices may be
the operators of a system that requires KMI praglt@wbperate.

(V) Associated with a unit or organization of sosoet that is the source of the
requirement for the KOA and responsible for itsrafiens

(U) An entity that other KMl and EKMS community mbers can specify as a
destination to which key products can be sent.

(U) A KOA is the KMI equivalent to an EKMS Tier 2eenent. It has an identity, with
associated administrative and technical informateom also has personnel and
equipment associated with it. This collection @K attributes can be illustrated
hierarchically:

(U//FOUO) Information (similar to EKMS Common AcauuData) plus the

following specifics (likely some overlap with commaccount data)

o (U//FOUO) KOA number would be usable in the EKMS&ieonment, but
EKMS might only see a subset of number, dependmgleether we need
more identifying information for KOAs

(U//FOUOQO) Personnel

o (U//FOUO) KOA Managerg¢Primary, f' alternate, one or more additional
aworking® KOA Managers) The organization that cezhthe KOA (the
parent enrollment domain) is responsible for assigthe primary and*{
alternate and identifying their successors as paedachange.

o (U//FOUO) KOA Agentassociated with the KOA. KOA Agents are
responsible for getting key from the KOA to ECU#ié key is moved in fill
devices.
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(U//FOUO) A KOA Manager has the privilege to add alelete KMI
Users from the list of KOA Agents that can retrid&ey associated
with this KOA

(U//FOUOQO) KOA Agents are not KMI Managers, and ax require
KMI Manager credentials

(U//FOUO)ANny given KMI User may appear on the list of KOA
Agents for multiple KOAs

(U//FOUQO) KMI customer organization may implemergracess for
approving Basic Users to be KOA Agents. KOA Manmagaust
follow their organization's policies when identifig KOA Agents for
their KOA. The KMI does not maintain a master éstpproved
KOA Agents.

(U//FOUOQO) Equipment ECUs and FDs associated with the KOA. ECUs and
FDs are destinations for key. In order to enshiat key is not improperly
directed to an unsuitable ECU or FD, ECUs and F&=irassociated RUBAC
attributes to enable the KMI to make informed diecis permitting or denying
requested key distribution actions. Categoriesoquiipment that may be
associated with a KOA are:
o (U//FOUO) Benign-fill capable devices. Such desieell have FIREFLY
credentials associated with them. Benign fill eretthls will be held:
(U//FOUO) Locally if KOA has an AKP-equipped client
(U//FOUOQ) At the PRSNs for OTNK ECUs
o (U//FOUO) BLACK-fill capable devices. Such device#dl have KEKs
associated with them. Copies of BLACK fill KEKslikbe available locally if
KOA has an AKP-equipped client
o (U//FOUO) Legacy RED fill ECUs. There is no reasomegister such ECUs
or associate them with the KOA technically but sE€1Js may be associated
with the KOA for purposes of accountability.

(U//FOUOQ) Fill Groups Fill groups are virtual destinations for key guats.

They are created and managed by the KOA Manageérc@mnprise collections of

functionally or operationally equivalent ECUs or $-Bssociated with the KOA.

Characteristics of fill groups include:

o (U//FOUO) A fill group is a locally (i.e., withinhie KOA's MGC) determined
and maintained group of ECUs or fill devices

o (U//FOUO) Fill groups should have a conveniencelaimique with the KOA
for which the fill group is established

5.3.4.3 (U) KOA Manager and KOA Agent Privileges

(U//FOUOQ) There are certain privilege KMI functioagailable to KOA Managers. lItis
conceivable that not all KOA Managers for a KOA slidoe able to exercise all
privileges. KOA Agents also requires a set of ifgges, but they are not KMI Managers.

5.3.4.3.1 (U) KOA Manager Privileges:

(U//FOUO) In addition to the specific KOA Manageivieges identified here, a KOA
Manager can exercise all of the privileges assediatith a KOA Agent.
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825 - (U//FOUO) Maintain KOA administrative information KMI (except for
826 centrally managed data element like a highest ifileestson indicator)
827 - (U//FOUO) Request the cognizant Enrollment Managexdd or remove KOA
828 Managers from the list of KOA Managers for the KQ& least the primary and
829 1st alternate KOA Manager should be able to exetftis function to manage the
830 set of 2working® KOA Managers that assist them WiiBA operations)
831 - (U//FOUO) Add / remove KOA Agents from the listikkOA Managers for the
832 KOA (primary and I alternate KOA Manager)
833 - (U) Add / remove ECUs from the Device DistributiBrofile (DDP) associated
834 with the KOA
835 - (U) Add / remove ECUs / FDs from the locally maintl fill group
836 - (U) Assign key product to ECUs / FDs in the locattgintained fill group
837 - (U) Cancel key product for ECUs / FDs in the logatlaintained fill group
838 assignment
839 - (U) Activate ECU for seed key conversion
840 - (U) Upload new credentials for ECU in the approi@DP to a PRSN
8a1 - (U) Identify new KEK for an ECU in a DDP
842 - (U//FOUOQ) Associate a short title with an OTNK E@d ECU-initiated key
843 retrievals
844 - (U) Cancel a short title / ECU association
845 - (U//FOUO) Associate a short title with a benigh fIBLACK fill ECU for
846 automated wrapping of routinely superceded key\{eonience feature)
847 - (U//FOUO) Download a BLACK key into a Fill Devicéh(s fill device could
848 then be given to a KOA Agent, but in this case, ietibe fill device could expose
849 the key in RED form, the involvement of a KOA Maea@n the process is
850 needed to ensure that key is not distributed inraxontrolled manner)
851 - (U) View tracking reports of tracked and accourgadlents associated with the
852 KOA
853 - (U) Review device distribution profiles by viewitlge assignment of ECUs and
854 key products to fill groups

8!

al

s 5.3.4.3.2 (U) KOA Agent Privileges

s (U//FOUQO) A KOA Agent can exercise the following\pleges when connected to a
sz PRSN

a1

858 - (U) Download a benign key for an ECU associateth wie KOA Agent's KOA
859 - (U) Upload benign fill credentials for an ECU
860 - (U) Upload fill device tracking / audit informatidmcluding ECU
861 acknowledgements of keys loaded)
-38 -
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5.3.5 (U) CI-2 Communications

(V) Consistent with Objective 1 of Section 5.1, ZWvill move KMI communications
away from the current EKMS dependence on dial-umeotions to primarily use
TCP/IP-based network communications.

5.3.5.1 (U) Communications Backbones

(U//FOUQO) CI-2 will provide network access poitwsrequest and receive KMI

products and services on the NIPRNET, SIPRNET ,parudic Internet. KMI clients and
nodes will be designed and implemented with thennof operating across standard
networks. In addition to the use of wide-area Smaission Control Protocol / Internet
Protocol (TCP/IP) networks, KMI communications vélso be possible across campus-
area networks on military posts, camps, basestatidrss, shipboard networks, and other
networks connected to the backbone wide-area nkswor

(U//FOUO) In addition to network-based communicasidoetween the KMI and various
KMI clients and ECUs, the communications betweel®RR the PSNs from which they
obtain products, and the CSN will also be handiad'CP/IP networks, with strong VPN
protection applied to those communications inteoast

5.3.5.2 (U) KMI Protected Channels

(U//FOUO) Because KMI communications will be flowiacross general purpose DoD
networks, there is a need to provide I&A of the mmdts of these communications, and
protect the integrity and confidentiality of théanmation flowing between them. That
protection will come through the use of virtualMate networking, Transport Layer
Security (TLS), and other security protocols tabbsh KMI Protected Channels
(KPCs). The specific security services, securigchanisms, and level of assurance of a
KPC depend on the channel's purpose and environm@omsequently, KPCs may be
established using a range of devices and strewngitinechanism appropriate to the need,
with stronger mechanisms being used, for examglprdtect the submission of orders to
the KMI than would be needed when protecting theeneal of key material that is
benignly wrapped for a specific recipient device.

(U//FOUOQO) For MGCs used for sensitive KMI functigssich as use by an Enroliment
Manager or KOA Manager, the node will need to bdicked to KMI functions in
addition to being protected by a strong KPC baseHAIPE capabilities integrated into
the AKP.

5.4 (U) Modes of Operation for the Proposed System

5.4.1 (U) KMI Access Control Concepts

(U//FOUOQ) Privileging and access control are cartty the KMI mission, and pervasive
throughout the KMI concept of operations. Thesecepts are integrated into each of the
Concept of Operations storyboards.

(U//[FOUQO) The KMI Access Control Framework useéhdifferent access control
models in ways intended to complement each oth&le-RRule-, and Approval-Based
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Access Control. These concepts are summarizédsiséction. The topic of KMI
access control is dealt with at length in Volumaf $he SDRS.

(U//FOUO) KMl utilizes several Identification andughentication (I&A) concepts
ranging from Type 1 (1&A) certificates to user naared password/PIN. KMI will use a
Type 1 I&A mechanism to establish the identity device and non-device entities for the
purpose of authenticating KMI-aware devices anatifigng and authenticating KMI
Managers. In most instances, a DOD PKI certificaitaser name and password/PIN will
be used to identify and authenticate personnelrsgim non-management roles (i.e.,
KOA Agent).

5.4.1.1 (U) Role-Based Access Control

(U//FOUO) RoBAC is used to grant broad KMI functsoto certain groups of KMI
Managers. KMI Managers who have been conferredla®are thereby granted the
ability to perform the 2functions® associated wiltat role. Additional privileges will be
granted to KMI entities using the enrollment praceBor example, KMI has defined a
aProduct Requestor® role. KMI Managers grantedRheduct Requestor role have
access to the KMI automated functions necessamoeest generation and distribution
of KMI products. The process of granting a KMI UaekKMI role is called 2enroliment.®
So we say that a KMI User has been 2enrolled® Bsogluct Requestor. The only non-
manager role in the KMI is a KOA Agent.

5.4.1.2 (U) Rule-Based Access Control

(U//FOUQO) KMI products—especially key products—ased to protect information
that ranges from unclassified to TOP SECRET compamted. There is no more
important mission for the KMI than ensuring thasdified cryptographic products are
not released to entities that are not cleareddeive them. The large number of special
accesses used within the cryptologic community maise of an access control approach
specially designed for processing of clearancesyrigtg categories and related access
control rules (such as country releasability) acdjoboice for KMI. RuBAC will be used
in combination with RoBAC to provide this dimensiohKMI access control. Where
RoBAC is concerned with matching KMl Managers witload groupings of KMl
functions, RUBAC is strictly concerned with ensgrthat access to information is
limited to those KMI Managers who hold the priviésgassociated with the information's
sensitivities. In the KMI application, privilegassociated with KMI Managers will
generally be clearances, security category accessdational affiliation. Sensitivities
associated with KMI products will be the correspiogdclassifications, security
categories, and national releasability determimatio

5.4.1.3 Approval-Based Access Control

(U//FOUO) The combination of broad allocation ohftions based on Roles, and Rule
Based privileges based on clearances, securityads and national affiliation will not
always provide sufficient granularity of controk fine KMI. Key distribution is
controlled on a 2need to know? basis, with spedifioAs authorized to receive specific
key. In addition, some KMI operations may neetdeaegulated for other than security-
related reasons; for example, where logistical ickemations apply in determining
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whether or not an order can be filled. This sédantrol need the fine-grained access
controls that only humans, using their judgmentavide. In the KMI, controlling
access to information or functions based on humdgment is referred to as 2Approval
Based Access Control,° but the accepted techrgcal for this kind of technology is
aldentity Based Access Control,° or simply, 2Accé3sntrol Lists.©

5.4.2 (U) Interoperability Considerations

5.4.2.1 (U) Interoperability with US Legacy Key Maragement Systems

(U//FOUQO) The KMI's evolution is primarily targeteat providing one-stop key
management support for the evolving cryptograpkbmMaes, components, and systems
(hereafter referred to as ECUSs) that will resudnirthe CMI. The CMI will introduce
new key management techniques and methods thaeutibdern technology, new
cryptographic algorithms and network-centric commoations. KMI CI-2 establishes the
foundation for the ordering, generation, deliveng @aracking of key management
products and services that will be needed in supgd@MI ECUSs.

(U//FOUO) In the long term it is expected that leg&CUs with be replaced by CMI-
compliant ECUs, and supporting legacy key managésyatems like EKMS and the
Defense Message System (DMS) PKI will be retiredhilé/this is an admirable goal it
will take years to accomplish. There are severtmital approaches to defining the
relationship between KMI and these existing systeand to supporting legacy devices:

(U) KMI could be built to provide products and sees to legacy devices along
with evolving CMI required products and services

(U) KMI could be operated as another stovepipeesgsor

(U) KMI could be interoperable with existing systeand provide a common
front door for all user community access.

(U//FOUQ) The KMI CI-2 designers are taking thedhapproach, a KMI @common

front door®, that will provide the user communitythva single access point for all key
management products and services provided by egiatid future KMI increments.

This common access point will sustain compatibiMyh existing manual operations and
electronic mechanisms, and will also provide or-ltcess for direct ECU interaction
and for interactions between KMI and MPMSS.

5.4.2.1.1 (U) CI-2 / EKMS Interoperability
(U//FOUO) In the CI-2 timeframe interoperabilitytWiEKMS and the traditional key

management activities will be supported using tKMES translator described in
Section 5.3.12. This translator concept is basexh tipe following presumptions:

(U//FOUOQ) Distribution will be done in accordancéwthe EKMS Supplemental
Ordering and Distribution Agreement that is in effat the time of CI-2 fielding.

(U//FOUO) All movement of accounting transactiodistribution management
transactions, electronic key packages and formattad text messages between
EKMS and KMI will occur via the translator (e.gaere will be no CI-2 Client to
EKMS LMD/KP direct connections).

- 41 -
UNCLASSIFIED//FOR OFFICIAL USE ONLY



KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005

Concept of Operations for KMI CI-2 Version 1.4
983 - (U//FOUO) Registration and FF credential data ergeawill exist between the
984 EKMS directory server and its KMI equivalent to mtain data consistency.
085 Each system will only maintain its own directorgment. Synchronization will
986 be bi-directional.
987 - (U//FOUO) All data exchanged between KMI and EKMH accur between
988 system elements of the same classification level.
989 - (U//FOUO) The KMI AKP will be cryptographically copatible with the EKMS
990 KP for key exchange.
901 - (U//FOUO) No major hardware/software changes welrbquired to EKMS to
992 accommodate interoperability with the KMI CI-2.
993 - (U//FOUO) Key generated at a PSN must be able didigbuted to EKMS
994 users, KMI users, or a mixture.
995 - (U//FOUO) The KOA numbering scheme will be complatiith the operational
996 EKMS numbering scheme.

w7 (U//FOUOQO) Itis important to note that key matédan be ordered with the resulting key
e  products delivered to both EKMS and KMI users ushegfollowing options:

©

999 - (U//FOUO) Via a PRSN, for PSN generation, usinghl Client

1000 - (U//FOUO) Via an EKMS LMD or EKMS LMD/KP, for Tie® generation
1001 - (U//FOUO) Received and manually entered at TiesrITier O or Tier 1
1002 generation

wz  (U) The translator enables interactions between Bkdvid KMI including:

1004 - (U//FOUO) Key generated and wrapped at an EKMS LK®tan be sent to and
1005 unwrapped by a KMI AKP and vice versa, with the kegterial transfer routed
1006 through the EKMS messaging system, translator KMHPRSN.

1007 - (U//FOUO) KMI accounting information can be recalvand processed by Tier O,
1008 Tier 1 and Tier 2 elements. KMI Clients will supphe accounting information
1009 expected by EKMS to ensure the success of distoibb@itansactions.

1010 - (U//FOUO) EKMS accounting transactions can be rnamand processed by a
1011 KMI Client Node.

1012 - (U//FOUO) EKMS distribution transactions can beeiged and processed by a
1013 KMI Client Node.

1014 - (U//FOUO) EKMS plain text message transactionshaneceived and processed
1015 by a KMI Client NOdé

1016 - (U//FOUO) KMI formatted plain text message trangatt can be received and
1017 processed by Tier O, Tier 1 and Tier 2 elements.

1018 - (U//FOUO) Translator audit data can be reviewed amalyzed by EKMS and

1019 KMI

* This would occur between KMI and EKMS elementshef same classification, as stated in the
presumptions listed earlier.
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(V) Specific translator capabilities that will o supported are:

(U//FOUOQO) Key order and privileging information beten KMI Client and
EKMS LMD/KP

(U//FOUOQ) Data exchange between KMI and EKMS elamerith different
classifications

(U//FOUOQ) Parent/Sub relationship support betwedtl Knd EKMS
(U//FOUO) Explicitly controlled key exchange betwdeMI and EKMS

(U//FOUO) Single encrypted kgxchange between KMI and EKMS (Note: Key
exchanges utilizing an EKMS Bulk Encryption Trargat (BET) are possible).

(U//FOUO) EKMS User Application Software (UAS) tisactions between KMl
and EKMS

5.4.2.2 (U) Foreign Interoperability/KMI access

(U//FOUO) In the CI-2 timeframe there is no direohnection (i.e., system to system)
planned to achieve interoperability with Allied @yalition key management
infrastructures for classified products and sesvideteroperability with Allied/coalition
PKIs will be accomplished through a certificatiartteority bridge in the CI-2 timeframe
(e.g., the Federal Bridge Certification Authority)

(U//FOUOQO) Today's operational environment manda&tésctive interoperability across
the DoD community and when operational needs dictaith an often dynamically
changing set of Allies and coalition partners.adidition to its support for the DoD
community, KMl is designed to provide Allies andatibon partners access to
appropriate products and services to support E@&iaperability.

(U//FOUO) KMI CI-2 will establish segregated enaa to accommodate access to KMI
for various communities of interest (COIls). TheZArchitecture provides for two
distinct enclave types, one for ordering and mamgagroducts and service, and one for
delivery of benign products and services.

(U//FOUO) OMEs will be deployed for the US, NAT@QACCEB communities.
Members of these enclaves will be enrolled as KMhagers and use a Type 1 1&A PKI
certificate for identity verification. These manag®ill utilize an MGC that connects to
an OME. Product ordering and management for aajitmn COIs, through the KM,
will be handled by an appropriately-privileged KMbanager who is a US citizen. In all
cases, a KMI manager who is appropriately privitkged a member of one of the OME
COls can only authorize CI-2 products and servioesdistribution in CI-2.

(U//FOUO) CI-2 will provide PDEs for retrieval oehign products and services. These
enclaves are viewed as database and web servemmaptations that allow authorized
users from any community to access and downloaddbsignate products and services.
Separate PDEs will support the US, NATO, and CCBRBmunities. Additional PDEs
will be deployed as needed in support of coalitommunities. Access to specific PDEs
for retrieval of products will be based on veritioa of I&A data; each PDE will be

® This is reference to EKMS transaction 109 (keyritigtion). The Tier 2 only implements this
transaction.
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configured to use an I&A mechanism suitable for@@l that it supports (e.g.,
certificate-based; user name and password/PINYsUsé&ieving benign products will
require a PC running a KMI —compatible browser asithg an approved 1&A
mechanism. The minimum acceptable I1&A mechanismpassword/PIN recognized by
the KMIL.

5.5 (U) KMI Roles

(U) This section describes the set of roles thaetmeen defined to operate KMI CI-2.

A role identifies a job that needs to be perforraad groups together access to the
system functions needed to perform that job. fded for a role does not correspond to
the need for a person; depending on the natutteeafole and the workload at a particular
operational location, a role may be one of manysthaorn by a single person or it may
require several people to perform the job. Sonesrwill require very little time and can
be an assigned duty for a suitable individual, wherin large COMSEC operations some
roles may require several full-time people to acglish the mission. For security
reasons, certain roles must be assigned to sepadateluals. For example, registration
and issuance of a Type 1 PKI certificate to a vsguires at least two separate authorized
individuals, one performing the role of the PersgriRegistration Manager and one
performing the role of the Local T1 RegistrationtAarity. Within constraints set by

KMI to preclude certain combinations of roles, #ilecation of roles to people is left to
the determination of each organization using thel KM

(U) Management roles can divided into both intearal external classes. This division
of roles is depicted in Table 1. The managemdssralso can be divided into
operational and administrative. Operational mareagee KMI-issued Type 1 credentials
to authenticate their identity to the system, dreytobtain authorizations for their actions
through KMI's role-based, rule-based, and apprdasded access control mechanisms.
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Table 1 (U) KMI Roles

Role Types Role Names
External, Ordering-and-distribution managers
operational » User Registration Managers:

management roles

— Controlling Authority
— Command Authority
» Product Requester
* KOA Manager
Registration managers
» KOA Registration Manager
* Personnel Registration Manager

* Device Registration Manager (includes KLIF Mqgr.)

* Local Type 1 Registration Authority
Access control managers
* Enroliment Manager

User support managers
* Service/Agency Help Desk Manager

External,
administrative
management roles

Client Node administrators
* Client Platform Administrator
« Client Platform Security Officer

Internal,
operational
management roles

Access control service managers

* Role Manager

» Top-Level Enroliment Manager
User support service managers

* Library Manager

» Help Desk Manager

» Event Service Manager
Catalog service managers

» Catalog Manager

Internal,
administrative
management roles

Security administrators (a.k.a., System Securitycexs)
* ASWR Manager
» Audit Data Manager
* Security Configuration Manager
* Incident Response Manager
Core Node administrators
« Platform/Network Manager
» Archive Manager
» Backup Manager
Database managers
* Accounting Data Manager
» Tracking Data Manager

Non-management roles

Non-management users
* KOA Agent

5.5.1 (U) External Operational Management Roles

(U//FOUOQ) External operational management rolesaasiggned mainly to Managers in
customer organizations. These managers are printanicerned with registration,

enrollment, and product management functions iariqular customer organization or
some sub-unit of such an organization.
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(U//FOUO) External management roles are assign&tboperational managers in
customer organizations who:

(U) Connect to the KMI exclusively across netwarterfaces
(V) Receive their privileges through the KMI managerollment process
(U//FOUOQO) Authenticate themselves to the KMI uskigl manager credentials

(V) Have their access to the KMI mediated by tHe-taule-, and approval-based
access controls described in the @KMI Access Cor@amcepts® Section.

(U) The one exception to this description is foet administration roles, described in
section 5.5.2. External operational managers iamgapily concerned with registration,
enrollment, and product management functions.dtfiten to external operational
managers, there are also internal operational dmingstrative managers (described
below), who deal with both the security of the K&Hd the internal operation of KMI
central nodes.

5.5.1.1 (U) Ordering and Distribution Managers

(U//FOUOQO) The roles in this category are orientaddrd product management functions.
Approval-based access control involves the fouragament roles that deal directly with
product ordering and distribution: CONAUTH, Commahuthority, Product Requester,
and KOA Manager. Enroliment Managers in KMI customiganizations assign
identities to these four roles through the roleelaaccess control process. Users are
expected to be selected for these roles basedganiaational affiliation, geographical
location, and other operational factors.

5.5.1.1.1 (U) Controlling Authority

(U//FOUOQO) The Controlling Authority role is assighto external managers responsible
for determining what key products are operationa#igded, and (optionally) identifying

the individuals responsible for more detailed mamagnt of those products. Controlling
Authorities perform the following functions:

Controlling Authority defines new product. A Conltiog Authority can define a
new product, (e.g., 2Product A°). The Controllingithority also can place orders
for generating and distributing that product, a& @ontrolling Authority can
delegate responsibility for ordering by appointiPrgduct Requesters

Controlling Authority appoints Product Requester{$)e Controlling Authority
for Product A can optionally select one or morerudentities that have been
enrolled as Product Requesters and authorize thegrade orders for the product.
(The selections are not constrained by enrolimentains.) The Controlling
Authority can require that orders placed by a PcbdRequester receive per-
edition approval before the product is generatetidistributed. If such approval
is required, the Controlling Authority acts as #pprover.

(U//FOUO) Controlling Authority or Product Requesteders products for
operating account(s). A Controlling Authority or anthorized Product Requester
can order Product A (i.e., can request that Produm generated and be
distributed to devices under the control of sel@tt©AS).
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5.5.1.1.2 (U) Command Authority

For each specific KMI asymmetric product, relatioips are established among the
managers. A Command Authority requests the assighaigartition codes and
Department/Agency/Organization (DAO) codes forgmmetric products the
Command Authority's organization requires. The Caamnich Authority identifies which
partition codes and DAO codes may be ordered bly Pasduct Requester.

5.5.1.1.3 (U) Product Requestor

(U//FOUOQO) A Product Requester is an external mantg is responsible for requesting
products and services. Product Requesters musirbleel as Managers, and their
privileges with regard to ordering specific KMI piwects are then defined by the Product
Manager (either Controlling Authority or CommandtBarity) responsible for those
products, using KMI's approval-based access copratess. Product Requesters who
order asymmetric products perform a function edeiviato User Representatives in
existing FIREFLY key management processes.

5.5.1.1.4 (U) KOA Manager

(U//FOUO) A KOA Manager is an external manager whesponsible for the operation
of one or more KOAs. KOA Managers are the KMI eglent of COMSEC custodians /
COMSEC managers in the existing system. A KOA Managanages the distribution of
KMI products to the ECUSs, fill devices, and AKPsttlare assigned to the manager's
KOA. The KOA Manager is also responsible for deatgrg and registering KOA
Agents.

5.5.1.2 (U) Registration Management Roles

(V) Registration managers are the external manageonsible for making people,
devices, and KOAs 2known® to the KMI. Each of tedkree registration functions is
distinctive and is addressed with a distinct regtgin manager role.

5.5.1.2.1 (U) KOA Registration Manager

(U) KOA Registration Manager is the role assigrethtlividuals responsible for
maintaining registration information about KOAshig information is retained in a data
store (e.g., possibly a directory) internal to ikidl; information elements common to
both KMI and EKMS are synchronized between the K&tjistration data store and the
EKMS directory server.

(U//FOUO) Since all KOAs will also be COMSEC acctaim CI-2, there is a need for
close coordination between EKMS registration autiesrand the KOA Registration
Manager. The CI-2 concept is that these dutielsbgibssigned to the same person(s).
For the military services, the EKMS Registrationtiarity is located with the Tier 1
system; the person(s) performing that function balenrolled as KOA Registration
Manager and provided with KMI client node and maragedentials so that they can
perform both functions. (U) Personnel Registratitemager
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5.5.1.2.2 Personnel Registration Manager

(U//FOUO) Personnel Registration Managers are mesipte for registering human users
to the KMI). This role will fall under separatiaf duties considerations. In particular, a
Personnel Registration Manager cannot also be aldogpe 1 Registration Authority.

The basic functions of a personnel registrationaganinclude:

(V) Registration of KMI users
(U) Ability to add, modify, update and delete régision data

(U) Works with local sponsor/authority to obtaidiarmation required to establish
an individual's Type 1 identity

(V) Independently verifies the need for the idgntit
(V) Enters the required registration informatiatoiKMI using a KMl Manager

5.5.1.2.3 (U) Device Registration Manager

(U) Device Registration Manager is the role asgigioeindividuals responsible for the
registration of devices (i.e., equipment such abl§dn the KMI. Device Registration
Managers register and initialize ECUs, Type 1 |&kedns, and any other KMI devices
into the KMI, request initial ECU key material (.geed key).

5.5.1.2.4 (U) Local Type 1 Registration Authority

(V) Local T1 Registration Authority is the role ap®ed to individuals responsible for the
endorsement and provisioning of CMI (KMI Aware) &kl manager Tokens. The
basic functions of a Local Type 1 Registration Aurity include:

(V) Performs the face to face check of the usegivany the Type 1 certificate
and token

(V) Processes the individual to obtain their Typgekien

(U) Uses a KMI Manager (Client) to process a ciedie request and download
Type 1 certificate onto a token

5.5.1.3 (U) Enrollment Manager

(V) Enrollment Manager is the role assigned to ¢hasdlividual responsible for assigning
KMI User Identities to management roles. The Emnetht Manager also assigns rule-
based attributes to KMI manager identities andgassprivileges to a Type 1 identity that
has been issued for use in KMI. The Enroliment 8gar is a particularly security-
sensitive role, as this manager's actions deternvimat other KMl managers may do.
Consequently, this role will fall under separatajrduties considerations. In particular,
an Enrollment Manager cannot also be a PersonrgsfRation Manager.

5.5.1.4 (U) Service/Agency Help Desk Manager

(V) Help support for KMI users will be provided Bymixture of customer organization-
specific help staff (external) and KMI-wide hela#t(internal). Service/Agency Help
Desk Manager is the role assigned to external pesd@roviding customer
organization-specific help services.
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5.5.2 (U) External Administrative Management Roles

(V) Client administration roles are associated whthneed to provide operational and
security management and administration for cliemes. While these functions are
external, taking place at the client location rath@n within central KMI nodes such as
the PRSN or PSN, these are not operational mamalgsrin the KMI and therefore do
not require a KMI manager token. Access controtliese roles is provided by the client
platform operating system's user access contrgl,(eame and password login to the
platform) combined with physical limitations on ass to the client. These roles will
normally be assigned to information technology swpptaff at the customer's
operational facility.

5.5.2.1 (U) Client Platform Administrator

(V) Client Platform Administrators are responsitideestablishing and assigning
platform-based user accounts (for which the autbatidn material typically is a
password), including platform operators, and fatirsg their privileges, and also for
operating system maintenance and updating, etc.

5.5.2.2 (U) Client Platform System Security OfficeSSO)

(V) Client Platform SSOs are responsible for seégumionitoring and administration of
the client platform, including audit data reviewdaarchiving, etc.

5.5.3 (U) Internal Operational Management Roles

(U//FOUO) Internal KMI roles are roles assigneg&rsonnel operating within the
physical security perimeter of a centralized oiargl KMI component, such as a PRSN
or PSN. NSA personnel will typically staff intermales for the CSN, PRSN, and PSN.

The roles listed in subsequent sections are inadkpdnoles. Some separation of duties
requirements will apply to the security adminigtratroles; for example, it is
inappropriate for the same individual that reviewslit data to check for potential
security violations to also be able to control agdilection data rules.

5.5.3.1 (U) Access Control Service Managers

5.5.3.1.1 (U) Role Manager

(U//FOUO) Role Manager is the role assigned tovildials who manage the set of roles
available in the KMI. The Role Manager's functigrto maintain the set of roles defined
within the KM, including the creation of new roldgke removal of unnecessary roles,
and the management (i.e., addition and deletiotheprivileges accorded to roles as
appropriate to the job functions of individuals wiiould be enrolled in those roles.

5.5.3.1.2 (U) KMI Top-level Enrollment Manager

(U) The KMI-level enrollment manager for the KMIrgsponsible for enrolling the
highest-level enrollment manager within each KMstocuner organization. Those
Enroliment Managers, in turn, can either perforheatoliment functions for their
organization, or enroll subordinate Enrollment Mgera within their organization who
will perform the enrollment of other KMI manager#hin the organization. When
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enrolling other managers, the KMI-level enrollmerdnager is enabled to enroll all
roles, and is able to assert all rule-based aawegsol privileges within the KMI.

5.5.3.2 (U) User Support Service Managers

(V) The user support manager roles are relatedMbfidnctions that need to be publicly
accessible (i.e., a KMI library, Help Desk).

5.5.3.3 (U) Event Services Manager

(V) Event Services Manager is the role assigneddividuals responsible for the KMI
capability that tracks security-relevant events iafokms or reminds KMI users of
necessary actions related to those events. Thegfdides an event management
capability that tracks security-relevant events @afokms or reminds users of necessary
user actions to respond to those events. Evets toanaged shall include the routine
and emergency supersession of keys, pending exypiratt a user's certificate, and
mandatory modifications to equipment.

5.5.3.4 (U) Catalog Manager

(V) Catalog Manager is the role assigned to indigld responsible for managing the
KMI product catalog. The KMI product catalog igthasis for presenting product
information to users. The information presentatstailored for the recipient. Catalog
Managers are responsible for defining and maintaifilter criteria for the presentation
of the catalog.

5.5.4 (U) Internal Administrative Management Roles

(U//FOUO) Internal management roles are assigngetsonnel operating within the
physical security perimeter of a centralized oiargl KMI component, such as a PRSN,
CSN or PSN. Internal management roles include bpé#rational and administrative
mangers. Administrative managers are responsiblmémaging the security and
operations of the KMI.

5.5.4.1 (U) Security Administration (SSOs)

(U//FOUO) Each site or facility that houses a gl components may need one or
more people assigned to SSO roles. These rolep gne functions related to
establishing, monitoring, and maintaining the sigwf the KMI.

5.5.4.1.1 (U) ASWR Manager

(U) ASWR Manager is the role assigned to individualsponsible for controlling attack
sensors in KMI components and for initiating a tesge to alerts and warnings.

5.5.4.1.2 (U) Audit Data Manager

(V) Audit Data Manager is the role assigned to indiglduesponsible for setting audit
data collection and recording parameters in KMI ponents and for maintaining and
analyzing the KMI audit trail.
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5.5.4.1.3 (U) Security Configuration Manager

(U) Security Configuration Manager is the role assigioeididividuals responsible for
establishing and monitoring the security configuraparameters in KMI components.

5.5.4.2 (U) Client Node Administrators

(V) System administration managers perform fundittvat ensure the smooth operation
of the KMI. These roles handle network and comippl&tform administration,
archiving, backup and restoration, database managge@ind other functions necessary
for KMI operation.

5.5.5 (U) Non-management Roles

(U) Non-management roles are assigned by KOA Mamsagdandividuals that support
3last mile® distributions activities for the KOA.hEse individuals are referred to as KOA
Agents.

5.5.5.1 (U) KOA Agent

(U//FOUQO) A KOA Agent is not a KMI management rol€OA Agents are enrolled by
an Enrollment Manager but do not need Manager ot&ds to perform their duties. A
KOA Agent is designated by a KOA Manager to acé&RSN PDEs for the purpose of
retrieving wrapped products that have been ordieredser Devices that are assigned to
that KOA. A KOA Manager can designate registeregtsito be KOA Agents for any
KOA to which that manager is assigned. Additional{DA Managers are always KOA
Agents for their own KOAs.

(U//FOUO) A KOA Agent that is designated by a K®anager can perform the
following functions when connected to a PDE of &8RR
(U//FOUO) Download a benignly wrapped product fatewice held by the
KOA.
(U//FOUO) Upload benign fill credentials for a deeiheld by the KOA.
(U//FOUOQ) Upload tracking, audit, and accountinfprmation (including
device acknowledgements of products loaded) frdith @evice.

5.6 (U) Support Environment

5.6.1 (U) Personnel Support

(U//FOUO) Participants in the existing CMCS and E&Mre known as KMEs and are
each assigned EKMS Identifiers. Information alddMIES is recorded in the EKMS
directory for use throughout EKMS.

(U//FOUOQO) The set of EKMS IDs provides a singlefreaspace® within which all
KMEs are identified. A KME can be an individualam organization. Since
interoperability must be maintained between KMI,M&, and CMCS KMEs, it is
necessary that identifiers for entities registenedMI be able to be mapped uniquely to
EKMS IDs and vice-versa. The following table idées different types of KMESs,
summarizes the function they play in key managenat explains how they are
handled within KMI CI-2.
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Table 2: (U) Key Management Entities in CI-2

KME Type

KME Function

KMI Cl-2 Concept

Central Office of
Record

Maintain central accountability for
COMSEC materials

Continue to operate as currently defined. KMI G2
neither replacing nor replicating COR functionalityt
will support transfer of accounting information as
described in the 2KMI Support to CMCS Accounting
section.

FIREFLY Point of
Contact

The entity that is responsible for
appointing Command Authorities
for his organization.

Continue to operate as currently defined. FIREFLY
POCs are assigned EKMS IDs and recorded in the
EKMS directory, but the functions they perform are
conducted off-line.

FIREFLY
Command
Authority

Defines FIREFLY ordering
privileges for User Representative

]

Registered as Manager and enrolled as KMI Comm
Authority.

Command Authority functions are privileges withiret
KMI Command Authority role. Controlling
Authorities will delegate specific FIREFLY key
ordering privileges to Product Requestors

and

FIREFLY User

Orders FIREFLY key with limits of
ordering privileges defined by

Registered as Manager and enrolled as KMI Produg
Requestor.

Specific ordering privileges of Product Requesfors

Representative associated Command Authority FIREFLY key are defined by a Command Authority
using KMI Approval-based access control
mechanisms.

Registered as KMI Operating Account. The identifig
Organizational element designated for a KOA must be able to be mapped to an EKMS
COMSEC to receive, store, and control and vice-versa in order to maintain backward
Account COMSEC material directed to an | compatibility with existing KMI systems. KOAs will
organization. have an associated Primary KOA Manager and one
more supplemental KOA Managers.
Controlling Bfé'gte dt'Zter'Eh?E)a::)efrz;srtlcicfo:aarf]]qc Registered as a Manager and enrolled as a Congoll
Authority ! ISTHDUA yptographi Authority.

key, especially symmetric key.

5.6.2 (U) Communications Support

(U//FOUOQ) CI-2 will provide network-oriented key magement and delivery
capabilities and establish a path for transitiomya¥vom the existing physical and
electronic COMSEC material systems. The CI-2 desggjuires the interconnection of
the KMI CSN, PSNs, PRSNSs, and client nodes oveareety of DoD and commercial
communications networks, with an emphasis on comuosamn TCP/IP wide-area
networks (WANS) as the primary means of communiceti The design of CI-2 will
address needed improvements in the communicatppreach of the EKMS, allowing
dial-up connections and dedicated communicatiottssga be replaced by TCP/IP
network connections over a variety of communicatiorediums owned by a variety of

organizations.
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(U//FOUO) To accomplish the system and design g@alR will rely on a mixture of
DoD, non-DoD governmental and commercial commuiooatsystems and networks.
The networks and communications systems that mayséee by CI-2 include:

(V) TCP/IP wide-area networks
o (U//FOUO) NIPRNET

o (U//FOUO) SIPRNET

o0 (V) Internet

(V) Customer-owned local / tactical networks

o (U//FOUOQO) Post/Camp/Base/Station/Facility netwarkanected to the
NIPRNET or SIPRNET

o (U//FOUOQ) Tactical military communications systeragnnected to the
NIPRNET or SIPRNET

(V) Each of the above systems may be used as el@abiprovide CI-2 services to CI-2
users and the KMI will depend upon their availapiand their ability to support TCP/IP
communications such as web connections, ftp, e;@ad other electronic exchanges.

(U//FOUOQ) CI-2 is designed to be able to rely oesith communication systems owned
and managed by a variety of organizations; foakglity of KMI operations and user
access to the KMI, multiple communications pathes&these backbone networks are
needed. By using cryptographically protected itafirapped in normal TCP/IP
communications packets, CI-2 is able to pass kdat& over these communication
systems without fear of compromise. The abilitgtpport this feature enables CI-2 to
remain flexible and become more available to trexr aemmunity.

5.6.3 (U) Logistical Support

(U) KMI CI-2 will provide a number of features tgsst the user in the operation,
maintenance and life cycle support of the systestuding training, on-line availability
of data in the KMI library, a help desk, and hedatures integrated into the HMI.

5.6.3.1 (U) Training

(U) The KMI will provide training programs, inclualy both classroom and computer
based on-line training. It is important that KMleus and managers receive the necessary
indoctrination and become familiar with the KMI seity practices before accessing the
KMI. Whenever possible, existing training coursesterials, and other devices (e.qg.,
commercially offered training courses and manuai)oe used to satisfy KMI training
requirements.

5.6.3.2 (U) Status Monitoring and System Maintenarec

(U) The KMI supports a worldwide customer commurgity/d must maintain operations
24 hours a day, 7 days a week. The KMI will emgloy mechanisms necessary to make
its processes, data, and systems as reliable aibj@osithin the bounds of cost-
effectiveness and established system performamcmekt this operational availability it
is necessary to know the status of the KMI. The Kl automatically collect and

record any information regarding the current maiatee state and operational
availability of the major KMI components and theroounications links that service
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them. This information will be made available tdhaarized KMI managers upon
command.

(U) Maintenance of the various components of thel Ml be a mix of warranty and
service contracts for Commercial off-the-shelf ((3)products and maintenance of the
AKP will follow traditional Government support pallky taking advantage of existing
Service/Agency interservicing procedures. The dmel will be responsible for the
maintenance of the PSN, CSN, and the PRSN's.

5.6.3.3 (U) Help Desk

(U) The KMI will provide support to a staffed hallesk to provide users assistance in
system operation, resolution of error conditioms] general information on products and
services offered by the system. The help desk iometill be performed by existing
EKMS Phase 4 help desk personnel residing at TarddService-specific help desks
located at Service facilities to address Servitated support function&§ome of the
features to be provided are:

Troubleshooting assistance

A list of addresses for access to KMI services tlaat be configured into a KMI-
aware ECU.

List of Frequently Asked Questions

(U) The KMI Help Desk Manager will provide suppaortterms of all KMI policy,
operational, and procedural issues. To supportties the KMI will provide the Help
Desk Manager access to all KMI customer informa#ad functions through a query
capability; provide a decision tree to guide inva@sng user requests; and provide a
capability to add, delete, update, and determicessto contents of the online help desk

(U) The KMI help desk web page will contain at anmmium, a list of Frequently Asked
Questions (FAQSs), the Help Desk telephone numinel aa email link to the KMI Help
Desk Manager. The web page will also supply thepteone number and web address of
each Service-specific help desk directing userk @érvice-specific issues and/or
problems to these points of contact.

(U) When an initial call is received or a probleeport or query arrives, it is placed on a
tracking ticket, which remains open until the issuguery has been answered or
resolved. The help desk determines the kind dirtieal help and information the
customer may receive based on his identity andjasdirole within KMI. To aid in
reducing response time from help desk to userapaledge database is accessible
containing issue and query information from priesolutions.

6 Operational Scenarios

(U) This section depicts common operating scendoo&MI CI-2 in the form of
storyboards. The storyboards focus on the KMI'sgananager's interactions with the
system, and do not attempt to describe internaladipg details of the KMI. The
scenario set presented here covers a number of commportant aspects of KMI
operation, but does not attempt to address everydddability or user operation; it is
intended, rather, to capture the intended natuk\Wifoperations.
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(U) Several high-level processes have been depibtgdyroup the defined operational
scenarios with the appropriate process they baienghese high-level processes will
help to clarify the relationship between operatl@tw@narios. The specific processes
include: Manager Activation, KOA Registration, KMware Device Activation,
Product Ordering and Retrieval for Symmetric Keysj Product Ordering and
Distribution for Asymmetric Keys.

(U) The legend key for the sequence diagramsedrotierational scenarios:

Information being passed via an out-of-band method

KMI Device or Token being passed

External Actor to KMI

KMI Actor / Component

Delivery-Only Client
Manager Client (Computing Platform, KMI Application Software, AKP)

= = =>  Conditional Action

Dbt »  Cryptographic Association Not Yet Determined
6.1 Manager Activation Process

(V) There are several steps necessary to activiildManager, as shown in Figure 8.
As a pre-requisite to this process, a new tokert ineisnitialized/registered by a KMI
Device Registration Manager (using KLIF) that vialter be activated for the prospective
KMI Manager.

(U) Upon authorization by a Command/Controlling Aartity, the prospective KMI
Manager is registered by the Personnel Registraiamager. At the same time, the
initialized token is endorsed by the Local TypedgRtration Authority (LT1RA). At
this stage, the token receives an Identity Cediéi@and an Infrastructure key which will
be used in the activation process.

(V) After registration, a sponsoring organizatiequests that a newly registered manager
be enrolled in KMI by the KMI Enrollment ManagerNE. During this process, the new
KMI Manager is assigned appropriate roles and lggés. In the same timeframe, the
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token is activated and personalized for the new IKMhager by the
Manager is then activated and ready to completéNMbsmission.

1441

1442

1443

Registration
& Enrollment
Data Store

Manager
Registration

» Prospective

- * Role(s) Assigned
Mgr Registered

to registered Mgrs

Personnel RM

Manager
Enrollment

Nilefeflf

(Authority

Sponsoring
Organization

1444

1445 Figure 8: (U) Manager Activation Process
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6.1.1 (U) Register KMI Manager

6.1.1.1 (U) Summary

(V) This scenario follows several related actitibat lead to a new KMI Manager
within KMI. A potential manager is identified asdbmitted as a candidate. They are
subsequently registered within the KMI, creatinganager identity ready for
enrollment, and issuances of an identity token.

6.1.1.2 (U) Sequence Diagram

Eligibility Registration PRSN
Sponsor Managerr
MGC
New KMI
Manager >
Request
“Validates request
and verifies data”
“Login to MGC”
Login to PRSN >
“Verify ID and
Privileges”
» Provide Registration Data & Uploads Prospective Manager Biometric
“Store Registration Data
And biometric”
Notify
¢ Registration
Complete

Figure 9: (U) Register KMI Manager

6.1.1.3 (U) KMI Roles Involved
(V) Eligibility Sponsor
(U) Personnel Registration Manager

6.1.1.4 (U) KMI Nodes Involved
(U) Manager Client
(U) PRSN

6.1.1.5 (U) Prerequisites
(U) A valid need for access as a KMI Manager exists
(V) The candidate has not previously been regigtetthin KMI.

(V) Personnel Registration Manager is valid andrigggs within the appropriate
domain.

(V) Photograph of prospective manager has beenmeapt
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6.1.1.6 (U) Sequence of Events

1.

No

(U) The eligibility sponsor identifies the nefed a KMI Manager and a valid
candidate, fills out a form requesting the regtgtraand enroliment of a new
KMI Manager. The sponsor gathers the requiredtifeand clearance
information and a biometric (e.g., a photo) for taedidate, and submits the data
via authorized channels.

(U) The Personnel RM receives a request to texgassnew KMI Manager along
with clearance verification information (via outlmdnd method) from a sponsor.
The Personnel RM validates the request and confinesitizenship, clearance,
and organization of the candidate manager accotdititge Type 1 Certificate
Policy.

(U) The Personnel Registration Manager (RM) liogs the MGC.

(U) The Personnel RM connects and authenti¢datdee PRSN using a Manager
Client (MGC).

(U) The Personnel RM provides the manager caelgiregistration data and
biometric to the PRSN.

(U) The PRSN stores the registration data aoohéiric.

(U) The Personnel RM notifies the appropriatéte(sponsor, candidate) of the
registration.
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6.1.2 (U) Enroliment of Manager

6.1.2.1 (U) Summary

(V) This scenario follows several related actitibat lead to a new KMI Manager
within KMI. A registered manager is given the pieges they need to perform their job
as a KMI Manager through enrollment.

6.1.2.2 (U) Sequence Diagram

Sponsoring Enrollment PRSN
Organization Manager n
MGC
New KMI .
Manager
Request aValidates request
and verifies data®
1
3Login to MGC° X
Login to PRSN N
aVerify ID and
Privileges®

Assign Role(s) and Rule-based Attributes

&

aUpdate Enrollment Data®

Notify
Enrollment
Completed

A

Figure 10: (U) Enrollment of Manager

6.1.2.3 (U) KMI Roles Involved
(U) Sponsoring Organization
(V) Enrollment Manager

6.1.2.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.1.2.5 (U) Prerequisites
(V) A valid need for access as a KMI Manager exists
(V) The candidate is registered within KMI.
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(V) Participating KMI Managers are valid and hanghts within the appropriate
domain.

6.1.2.6 (U) Sequence of Events

1.

(U) The Enrollment Manager receives a requeshtoll a new KMI Manager
(via out of band method) from a sponsor.

(U) The Enrollment Manager confirms the needliercandidate manager's
requested proposed role and the validity of theesg

(U) The Enrollment Manager logs into the MGC.

(V) The Enrollment Manager connects and autbat#s to the PRSN using a
MGC.

(U) The Enrollment Manager assigns the rolefs) ralle-based attributes to the
candidate manager.

(U) The PRSN updates the enrollment data foc#melidate manager.

(U) The Enrollment Manager notifies the appragientity (sponsor, candidate)
of the enrollment.

- 60 -
UNCLASSIFIED//FOR OFFICIAL USE ONLY



KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

s 6.1.3  (U) Initialization of a Token

1524 6.1.3.1 (U) Summary
125 (U) This section describes the initial registrataira Token. A Token has its own

126 Identity within the KMI, and key can be wrapped dfeally for that Token by a KMI
1527 PSN, using credentials stored as part of the Takegistration information in the KMI.
s 6.1.3.2 (U) Sequence Diagram

1529

Device
Token Registration PRSN PSN DANS

Manager [\cco

3Login to MGC®

Upload Manufacturer’'s ID and Random Component]from Token
< >

Login & Request registration
of Token

3Interact with DANS to gain
unique DoD Device identity®

Request Seed Key

3PSN generates Seed
Key®

Seed Key sent to DRM via PRSN PDE
(wrapped in AKP credentials)
le

I

aCredentialing Data Stored in
KMI Database®

Load Seed Key into Token

aToken shipped to a Sponsoring Organization
KOA for future endorsement/provisioning®

1530 |

1531 Figure 11: (U) Initialization of a Token

2 6.1.3.3 (U) KMI Roles Involved
1533 - (U) Device Registration Manager

s 6.1.3.4 (U) KMI Nodes Involved

1535 - (U) Manager Client (MGC)

1536 - (U) PRSN

1537 : (U) PSN

s 6.1.3.5 (U) Prerequisites

1539 - (U) The Device Registration Manager has a ManadgjenC(MGC).
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(U) The token has a software baseline from theofsct
(V) The token has been designed in compliance Midh Standards.

(U) The Device Registration Manager is valid and hights within the
appropriate domain.

6.1.3.6 (U) Sequence of Events

1.

9.

(V) Device Registration Manager (DRM) logs iM&C and authenticates to
KMl using Type 1 Identity/Token.

(U) DRM uploads (electronically or physicallyjreanufacturer's ID and random
component from the Token being initialized.

(U) DRM logs into PRSN and requests registratibnew Token.

(U) PRSN interacts with DoD Authoritative NamiSgurce (DANS) to gain a
unique DoD Device Identity (aka - Device Distingwes Name).

(U) PRSN requests, from the PSN, a Seed Ke\ethadeds the DANS-provided
identity and the random component from the new Tioké&e Seed Key is linked
to the DoD Identity and the Token-generated randomponent.

(U) The PSN generates the Seed Key.

(U) The Seed Key is delivered to the DRM viaBRSN PDE, wrapped in the
AKP's credentials.

(V) This credentialing data is stored in the Kdldkabase (at the PRSN) for the
Endorsement process.

(U) DRM retrieves and loads seed key and elaatridentity into the new Token.
The Token is now registered in KMI.

10. (U) The Token is shipped to a Sponsoring Omgimn KOA and eventually to a

mission location for endorsement & provisioning.
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6.1.4 (U) Endorsement of a Token

6.1.4.1 (U) Summary

(U) This section describes the endorsement of @m0l his process establishes a
sponsor for the Token, completes the establishwfaiie Type 1 Token Identity and
converts the Seed Key to an Infrastructure KeytierToken.

6.1.4.2 (U) Sequence Diagram

Token LTIRA PRSN PSN

MGC|

3Login to MGC®

Login, assign sponsor, and issue
Request for Token Type 1 Identity

Seed Key Conversion Request, Validate token integrity, Connects to PSRN
. Requests key conversion
>
aConvert Seed Key to
Infrastructure Key®
Deliver Infrastructure Key <
P <
astore infrastructure credentials®
Establish cryptographic association with PSN, Cooperatively generfite public/private key pairs that bind distingjished name to Token
@ = = nmnmEE N R R R AR AR RN RN E RN N NN N R NN NN A ENEEEEN NN ENEEN RN EEEEEEEEEEEEEEEEEEEEEE >

Transfer Token ID Data
From Registration DB

3Generate Token Identity
Certificate

3

Deliver Token Identity Certificate ‘Associate certificate ID with Token
registration data®

Figure 12: (U) Endorsement of a Token

6.1.4.3 (U) KMI Roles Involved

(U) Local Type 1 Registration Authority (LT1RA) (8d enrolled as Product
Requester)

(V) Sponsor

6.1.4.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN
(U) PSN
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6.1.4.5 (U) Prerequisites
(V) The token has been initialized (registered) sim@gped to LT1RA.

(U) PRSN has captured token registration data toslee in the endorsement
process.

(U) LT1RA is valid and has rights within the apprape domain.

6.1.4.6 (U) Sequence of Events
1. (U) LT1RA receives the Token (out of band prace®mt shown in figure).
2. (U) LT1RA logs into MGC.

3. (U) LT1RA logs into the PRSN, assigns a spotsadne Token, and issues a
request for a Type 1 Token Identity. (Note: Thenldg request is built from the
KMI knowledge of the token serial number/token idigtiished name that
occurred during the initialization process and infation provided by the
LT1RA).

(U) The Token sends a seed key conversion reques

(U) The PRSN connects to the PSN and forwarelséed key conversion request
for the Token.

(U) PSN converts Seed Key to Infrastructure Key.
(U) PSN delivers Infrastructure Key to the Token
(V) The Infrastructure credential informatiorstered within the PRSN.

(U) The Token establishes a cryptographic aasioai with the PSN and they
cooperatively generate the public and private kaysghat bind the Token's
distinguished name to the Token.

10. (U) PRSN sends Token ID data from the regisimadata store to the PSN.
11. (U) PSN generates Type 1 certificate for thkeho

12. (U) The Type 1 Token certificate is associatétl the Token Registration Data
at the PRSN.

13. (U) Token receives the ldentity Certificatenfrthe PSN.

o s

© o N
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wo 6.1.5 (U) Activation of a Token

1611 6.1.5.1 (U) Summary

112 (U) This section describes the provisioning of &dm The provisioning process
113 transitions the Token to an operational state.s Thdone by requesting Operational
w2 Mission Key(s), using the Infrastructure Key gemedarom the endorsement process.

s 6.1.5.2 (U) Sequence Diagram

1616
Manager
29 Token LT1IRA PRSN PSN
Candidate
MGC
3Login to MGC°
Present 1D Credential. >
Obtain Manager Candidatgs in Person Info.
Login, issue Request for Manager's
Type 1 Identity certificate
3PRSN holds identity information of
candidate manager®
Cooperatively generate public/private key pairs thatoind Manager distinguished name to Token| request and issue PIN
...................................................................................................
Transfer Certificate Data
3Generate Manager Identity
Deliver Manager Identity Certificate Certificate
‘Associate certificate ID with Token
registration data®
Token delivered to Manage]
1617
1618 Figure 13: (U) Activation of a Token

o 6.1.5.3 (U) KMI Roles Involved

1620 - (U) Local Type 1 Registration Authority (LT1RA) (8¢ enrolled as Product
1621 Requester)
1622 - Manager Candidate

s 6.1.5.4 (U) KMI Nodes Involved

1624 - (U) Manager Client (MGC)
1625 - (U) PRSN
1626 : (U) PSN
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6.1.5.5 (U) Prerequisites
(V) The token has been initialized (registered) andorsed.
(V) A valid need for access as a KMI Manager exists
(U) The candidate is registered within KMI.
(U) LT1RA is valid and has rights within the apprape domain.

6.1.5.6 (U) Sequence of Events
1. (U)LT1RA logs into MGC.

2. (U) The Manager Candidate Presents his ID Ctedsiio the LT1RA for
verification.

3. (U) The LT1RA collects the in-person informatimom the Manager Candidate.

4. (U) LT1RA logs into the PRSN and requests Manage/pe 1 Identity
certificate.

5. (U) The Manager Identity information is storedhm the PRSN.

6. (U) The Token establishes a cryptographic aasioai with the PSN, they
cooperatively generate the public and private kaysghat bind the Manager's
distinguished name to the Token, and a PIN is r&gdeand issued.

7. (U) PRSN sends the certification data to the PSN

8. (U) PSN generates manager identity certificate.

9. (U) The PSN delivers the manager identity degte to the Token.

10. (U) The PRSN associates the certificate IIhwhe token registration data.
11. (U) The Token is delivered to the Manager @nagow ready to operate.
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6.1.6 (U) Deregister Manager from KMI

6.1.6.1 (U) Summary

(U) This scenario describes the activities thabemgass deregistration of a KMI
Manager within KMI. In deregistration, you are m@nng the presence of a Manager
from KMI. A trigger begins the process of deregisig a KMl Manager. The trigger is
validated and the process is completed by the Ragiam Manager interacting with the
PRSN. The process is completed when deregistrhisrbeen accomplished and
acknowledgement has been received at the user level

6.1.6.2 (U) Sequence Diagram

KMI(&?:; 2 Extern_al Registration PRSN PSN
deregistered) Authority Manager MGG

Trigger for
- A al ogi o
Deregistration| °L0din to MGC
aValidates Request
And verifies data®

Request Deregistration of KMI Manager ID

P

Login to PRSN N

aVerify ID and
Privileges®

aDeregistration
Conflict|Check /
Resolutjon®

‘Deactivate KMI Manager ID
(Inactive State Set)®

aDe-enroll
Manager®

Request revocation of Manager
Type 11D

»

2RevoKe Manager
Type 1 ID°

Acknowledgement of KMI Manager ID Removal

Collect Type 1 Token from KMI Manager (Conditional)

3purge Type 1 Token
of Manager Type 1 ID°

Notify source of trigger of
Deregistration of KMI Manager

Notification

Figure 14: (U) Deregister Manager from KMI

6.1.6.3 (U) KMI Roles Involved
(U) External Authority
(V) Registration Manager
(U) KMI Manager (being deregistered)
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6.1.6.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.1.6.5 (U) Prerequisites
(U) A KMI Manager has been enrolled with a perseal Type 1 Token.
(V) A valid need for deregistration within KMI exss

(V) Participating KMI Managers are valid and hanghts within the appropriate
domain.

6.1.6.6 (U) Sequence of Events

1. (U) A User Identity that is assigned to a KMI mger Role will be identified for
deregistration by an External Authority that haes tight to do so.

2. (U) The Registration Manager validates the rejaad verifies the identity of the
External Authority to ensure that they have thétig request this.

(V) The Registration Manager logs onto the PRSN.
(V) The Registration Manager requests the PRSié¢tegister a user.

(U) A check is performed, by the PRSN, to enshiaé no deregistration conflicts
will arise, and if so, they are resolved.

. (U) The KMI Manager ID is deactivated by the PRRSAN inactive state is set.
. (U) The KMI Manager ID is de-enrolled by the MRS

. (U) The PRSN send a request to revoke the KMiager's Type 1 ID to the
PSN.

9. (U) The PSN revokes the Manager's Type 1 ID.

10. (U) An acknowledgement is sent to the Regisind¥lanager that the KMI
Manager ID has been deregistered.

11. (U) The Type 1 Token is collected from the KM&nager being deregistered
(conditional).

12. (U) The Registration Manager purges the TypeHKen of its Manager Type 1
ID.

13. (U) An acknowledgement is sent to the ExteAahority whom requested the
deregistration of the KMI Manager.

a s w

0o N o
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6.1.7 (U) Change Enrollment of KMI Manager

6.1.7.1 (U) Summary

(U) This scenario describes the activities thabemgass changing the enrollment of a
KMI Manager within KMI. A trigger begins the prag®of requesting change of
enrollment for a KMI Manager. The trigger is vaidd and the process is completed by
the Enroliment Manager interacting with the PRSNe Pprocess is completed when
enrollment has been changed and acknowledgemdéme change has been received at
the user level.

6.1.7.2 (U) Sequence Diagram

External Enrollment
. PRSN
Authority Manager
MGC
Trigger for
Enrollment aLogin to MGC?
change |
aValidates Request
& verifies data®
3Login to PRSN° |
aVerify ID and
Privileges®

3Review Manager’s current roles / attributes®

A
A 4

aDetermine rple and/or
attribute modifications
Based on trigger®

Change Enroliment for KMI Manager ID

»
»

aEnroliment
Data Updated®

Notify source of trigger of Change of
Enroliment of KMI Manager ID

<

Notification

- _—

Figure 15: (U) Change Enrollment of KMI Manager

6.1.7.3 (U) KMI Roles Involved
(V) External Authority
(V) Enrollment Manager
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6.1.7.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.1.7.5 (U) Prerequisites
(U) A KMI Manager has been enrolled with a perseal Type 1 Token.
(V) A valid need for change of enrollment within KRgiists.

(V) Participating KMI Managers are valid and hanghts within the appropriate
domain.

6.1.7.6 (U) Sequence of Events

1. (U) A User Identity that is assigned to a KMI haer Role will be nominated for
change of enroliment by an External Authority thas the right to do so.

2. (U) The Enrollment Manager will validate the wegt and verify the identity of
the External Authority to ensure that they havertglet to request this.

3. (U) The Enroliment Manager will login to the PRS
4. (V) The Enrollment Manager will review the maagg current roles / attributes.

5. (U) The Enrollment Manager will determine rotedéor attribute modifications
based on the trigger.

6. (U) The Enrollment Manager will change the elmeit data assigned to the User
Identity for the KMI Manager role.

7. (U) The enrollment data will be updated at tRSK.

8. (U) An acknowledgement will be sent to the ExétrAuthority whom requested
the change of enrollment for the KMI Manager.
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1734

s 6.2 KMI Operating Account (KOA) Registration Process

1736

ez (U) There are several steps necessary to registétl Operating Account (KOA), as
e Shown in Figure 16. The KOA is first registeredtbg KOA Registration Manager

e (RM). The KOA RM may also have the role of the EBNRegistration Authority (RA).
w0 The registration information is then sent to bdth EKMS directory and PRSN

s Registration Data Store. The EKMS Directory syncizes the KOA Registration Data
w2 With the PRSN Registration Data Store. Finallpoéice of registration is sent to the
s KOA Manager, from which point the KOA is active.

1744

1745

EKMS
Directory

-KOA Registration Data
Synchronization

-KOA Registered

PRSN Active
Registration KOA
Data Store KOA
Man‘aqer
- N /
-Additional Registration Data -’
KOA Required by KMI - -

-

Registration

-

——————————————————— ~ . Notice of Registration

KOA RM/EKMS RA

1R filejef<lr
(Autherity
10 ACH))

Sponsoring
Organization

1746
1747

1748 Figure 16. (U) KOA Registration Process

1749
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6.2.1 (U) Registration of KMI Operating Account (KOA)

6.2.1.1 (U) Summary

(U) This scenario describes the registration oMl KOperating Account. The KOA is
assumed to be a military service account suppokdraware devices and is assumed
to have a MGC with an AKP to provide identificatiand authentication for its PRSN
interactions and security protection for the MG@isTconfiguration is the equivalent of
an LMP/KP-equipped COMSEC account in the currestesy. At the completion of this
process, the KOA is capable of receiving key taberapped by its AKP and filed into
the benign and RED fill ECUs, and its KMI-aware ECafe registered with the KMI and
prepared to accept key via OTNK.

6.2.1.2 (U) Sequence Diagram

KOA .
External R PRSN EKMS EKMS Tier 1
Authority ) Directory RA System
Manager _[yGc
Initiates Request for ] ] -
New KOA Slster >
2EKMS ID
Assigned®
aSet COMSEC
i 1o Trieo >
| «—Registration Data captjred
Synchrdnize directory
3 ogin to MGC® . data to|KMI
Jinto PRON >
aVerify ID and
Privileges®
Register Account (Provide Account Registration Ir{fo)
“1
agnsure no conflict with EKMS®
Vet Accotint Info
3Establish Account (Inactive State Set)®
Synchronize Directory
Data with EKMS

@Ack led ccaunt

Associate KQAM(S)

A 4

Associate AKD >

Acknowledge Registration Results
: [Active State Sot)

Notification of
Registration

A

Figure 17: (U) Registration of KMI Operating Account (KOA)

6.2.1.3 (U) KMI Roles Involved
(V) External Authority

(U) KOA Registration Manager (EKMS Registration Agatity) - Could be same
person
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6.2.1.4 (U) KMI Nodes Involved

(U) Manager Client (MGC)
(U) PRSN

6.2.1.5 (U) Prerequisites

(U) KOA Registration Manager must be enrolled vétipropriate privileges and
must have privileges for the domain in which theAKXWill be registered.

(U) Administrative / physical actions to create ®®MSEC account/KOA and
appoint the KOA Manager must be complete (i.e.icggirerequisites must be
satisfied).

(U) KOA must have KMI client and AKP.

6.2.1.6 (U) Sequence of Events

1.

8.

(U) An External Authority identifies a need ®KOA. The External Authority
will initiate a request and provide account infotioa to the KOA Registration
Manager (and EKMS Registration Authority).

(U) The EKMS RA will register the new KME usitige Tier 1 system. As a
result, the KME will have an EKMS ID and basic adisirative information will
be captured and stored in the EKMS directory

(U) The EKMS RA sets the COMSEC account indic&tothe new account to
true, and enters other administrative data speffcOMSEC accounts.

(U) The directory data is synchronized to KMI.

(U) Once the registration request has been dattbby the appropriate authority,
the KOA Registration Manger will log into the MGC.

(V) The Registration Manager provides the acteoegistration information to the
PRSN for registration into the system.

(U) The PRSN will verify that a conflict doestrexist by comparing the data
with the EKMS directory data.

(U) Once check is complete, the KOA is estaklishThe account is instantiated;
but has a status of inactive.

Note: The account will remain inactive until allntraints are met.

9.

A KOA Manager needs to be enrolled (which firstjuires registration to
the KMI)

A KOA Manager must first be identified and an AKBeds to be
associated with the account.

A KOA Manager needs to be assigned to a KOA.
(U) The directory data is then synchronized EKMS

10. (U) Once these two constraints have been mefadcount status will be set to

active.

11. (U) An acknowledgement is sent to the KOA Region Manager that the

account has been established
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12. (U) The KOA Registration Manager associateskiéng Operating Account
Managers KOAM(S).

13. (U) The KOA Registration Manager associatesNKP.

14. (U) A notification is sent back to the exteraathority that registration of KOA is
complete (Active State Set).
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w3 6.3 KMI-Aware Device Activation Process

1814

115 (U) There are several steps necessary to make aA¢Mre device operational, as

116 Shown in Figure 18. The KMI-Aware device musttfiog initialized (registered) with
117 KMI by the Device Registration Manager (RM). Tlegistration process provides the
1118 KMI-Aware device with an initial Seed Key. The KMlware device is then endorsed
119 by the Local Type 1 Registration Authority (LT1RA).

1820

121 (U) In the endorsement process, the KMI-Aware devereives a sponsor, a Type 1

1822 ldentity Certificate, and converts the initial Sé&ely to an Infrastructure Key. The KMI-
122 Aware device is then activated by the KOA Managéwhich time the device

1824 downloads the Mission Keys. The KMI-Aware devisdlien ready to operate and begin
1825 ItS mission.

1826

Device
Endorsement - Initialized &
Endorsed KMI

Aware device

- Initialized KMI
Aware device

- Sponsor
Assignment

-Type 1 Identity
Request

- Identity
Certificate

- EEF Seed

. Key Request - Mission Key
Device Request Device
Registration KOA Registration Activation/
- EFF Seed - Mission Key Provisioning
Device Key
. . - Electronic
Registration Identity ll
Manager s
(KLIF) /z
A 7’
KMI-Aware Device -
Ready to Operate <=~ "~
1827
1828 Figure 18: (U) KMI-Aware Device Activation Process

1829
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6.3.1 (U) Register KMI Aware Device

6.3.1.1 (U) Summary

(U) This section describes the initial registrataira KMI-Aware device. A KMI-Aware
device has its own identity within the KMI, and kegn be wrapped specifically for that
device by a KMI PSN, using credentials stored asgfahe device's registration
information in the KMI. This storyboard assumes tise of MGC KLIF capabilities in
the registration of a KMI-Aware device, as thigigpected to be a typical scenario with
future devices. It also assumes that the devicgbegistered is capable of over-the-
network interactions with the KMI.

6.3.1.2 (U) Sequence Diagram

KMI-Aware Boilss
. Registration PRSN PSN DANS
Device
Manager [mcc

3Login to MGC®

Upload Manufacturer’s ID and Random
Component from device
<

Login & Request registration
of KMI-Aware device

A 4

Interact with DANS to gain ujique DoD Device identity®

Request Seed Key

3PSN generates Seed

Key®
Deliver Seed Key to PRSN
PDE (wrapped in AKP
credential)

&

aCredentialing data Stored
in KMI Database®

Wrapped Seed Key retrieved
by Registration Manager

Load Seed Key into KMI-Aware device

aKMI-Aware device shipped to Service KOA
for future endorsement/provisioning®

Figure 19: (U) Register KMI Aware Device

6.3.1.3 (U) KMI Roles Involved
(V) Device Registration Manager
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6.3.1.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN
(U) PSN

6.3.1.5 (U) Prerequisites
(V) KLIF is registered as a KOA (most likely at thevice manufacturer's site).
(V) The Device Registration Manager has a ManagienCMGC).
(U) Device has a software baseline from the factory

(V) Device has been designed in compliance with IStéindards to permit being
aKMI-Aware®.

(V) KLIF knows 2nationality, but not mission, fdné new device.

6.3.1.6 (U) Sequence of Events

1. (V) Device Registration Manager (RM) logs int@&K and authenticates to KMI
using Type 1 Identity/Token.

2. (U) Device RM uploads (electronically or physigpa manufacturer's ID and
random component from the KMI-Aware device.

3. (U) Device RM logs into PRSN and requests regfistn of KMI-Aware device.

4. (U) PRSN interacts with DoD Authoritative NamiSgurce (DANS) to gain a
unique DoD Device Identity (aka - Device Distingwesl Name).

5. (U) PRSN requests, from the PSN, a Seed Ke\ethadeds the DANS identity
and the random component of the KMI-Aware devidee Beed Key is linked to
the DoD Identity and the KMI-Aware device randonmgeted component.

6. (U) The PSN generates the Seed Key.

7. (U) The Seed Key is delivered to the PRSN PDiapped in the AKP's
credentials.

8. (V) This credentialing data is stored in the Kd\dtabase (at the PRSN) for the
Endorsement process.

9. (U) The PRSN delivers the wrapped Seed Keyadxavice RM.

10. (U) Device RM retrieves and loads Seed Keyeadtronic identity into KMI-
Aware device. The device is now registered in KMI.

11. (U) The KMI-Aware device is shipped to Servesel eventually is shipped to a
KOA account or mission location for endorsement aciivation.
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6.3.2 (U) Endorsement of KMI Aware Device

6.3.2.1 (U) Summary

(V) This section describes the endorsement of a-KMdre device. This process
establishes a sponsor for the KMI-Aware device, gletes the establishment of a Type 1
Identity and converts the Seed to an Infrastrudkey for the KMI-Aware device. This
process can occur for both a networked or discaedd€MI-Aware device.

6.3.2.2 (U) Sequence Diagrams

KMI-Aware
) LT1IRA PRSN PSN
Device
MGC
3Login to MGC®
Initialized
| KMI-Aware device v
\_/—
Configure device for PRSN interactions via network Login, assign sponsor, and issue
< Request for Type 1 Identity
aTrigger Device
Connection to PRSN® Connects to PRSN with Seed Key
aValidate device integrity®
Connect to PSN &
Request key conversion >
aConvert Seed Key to
Infrastructure Key®
Deliver Infrastructure Key <

astore infrastructure credentials®

Establish cryptographic association with PSN, Cooperatively generate public/private key pairs that bind distinguished name to device

Transfer registration data

»

aGenerate KMI-Aware
device Identity Certificate®

Deliver KMI-Aware device Identity Certificate

‘Associate certificate ID with device
registration data®

3Ready for Mission Load® |

Figure 20: (U) Endorsement KMI Aware Device (Netwoked)
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KMI-Aware LTIRA PRSN PSN
Device
MGC
3Login to MGC®
R Initialized o
" | KMI-Aware device g
.
Configure device for PRSN interactions via network Login, assign sponsor, and issue
< Request for Type 1 Identity |

aTrigger Device
Connection to PRSN®

Connects to PRSN with Seed Key

>
7 avalidate device integrity®
Fill i
Device Connectto PSN &
Reguest key conversion _

aConvert Seed Key to
Infrastructure Key®
Deliver Infrastructure Key

<

aStore infrastructure credentials®
|

Establish cryptographic association with PSN, Cooperatively generate
ubliclprivate ke¥ Pairs that bind disting ished name to device

e e M R S >

Transfer registration data

aGenerate KMI-Aware

Deliver KMI-Aware device Identity fertificate device Identity Certificate®

&

P <

‘Associate certificate ID with device

>outdl s
aReady for Mission Load® registration data‘

Figure 21: (U) Endorsement KMI Aware Device (Disconected)

6.3.2.3 (U) KMI Roles Involved

(V) Local Type 1 Registration Authority (LT1RA) (8¢ enrolled as Product
Requestor)

6.3.2.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN
(U) PSN

6.3.2.5 (U) Prerequisites
(V) Device has been initialized (registered) angsdd to the LT1RA.

(U) PRSN has captured device registration dataetoded in the endorsement
process.

(V) Device has been designed in compliance with ISténdards to permit being
aKMI Aware®.

(U) MGC serves as the intermediary device.
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6.3.2.6 (U) Sequence of Events
For Networked KMI-Aware device:

1.
2.
3.

8.
9.

(U) LT1RA receives the Initialized KMI-Aware dee (out of band process).
(V) LT1RA logs into MGC.

(U) LT1RA configures the KMI-Aware device for BR interactions via
network.

(U) LT1RA logs into the PRSN, assigns a spomsdne KMI-Aware device, and
issues a request for a Type 1 Identity. (Note: [Heatity request is built from the
KMI knowledge of the device serial number/devicstidguished name that
occurred during the initialization process and infation provided by the
LT1RA)

(U) KMI-Aware device is triggered for PRSN coutien.

(U) The KMI-Aware device connects with the PR&\hg Seed Key; PRSN
validates device integrity.

(U) PRSN connects to the PSN and requests ssecdokiversion.

(U) PSN converts Seed Key to Infrastructure Key.

(U) PSN delivers Infrastructure Key to KMI-Awadevice (via PRSN).

10. (U) The Infrastructure credential informatigrstored within the PRSN.
11. (U) The PSN and KMI-Aware device cooperativginerate the public and

private key pairs that bind the distinguished naonihe device.

12. (U) PRSN sends KMI Aware device's registratitata to the PSN.

13. (U) PSN generates Type 1 certificate for thel¥dware device.

14. (U) KMI-Aware device receives the Identity Gierate from the PSN.

15. (U) The PRSN associates the certificate ID withdevice registration data.
16. (U) The KMI-Aware device is now ready for itsssion load.

For Disconnected KMI-Aware device:

1.
2.
3.

(U) LT1RA receives the Initialized KMI-Aware device toof band process).
(U)LT1RA logs into MGC.

(U) LT1RA configures the KMI-Aware device for PRSN irdetions via
network.

(U)LT1RA logs into the PRSN, assigns a sponsor td&itie Aware device, and
issues a request for a Type 1 Identity. (Note: [Heatity request is built from the
KMI knowledge of the device serial number/devicstidguished name that
occurred during the initialization process and infation provided by the
LT1RA)

(U) KMI-Aware device is triggered for PRSN connection.

(U) The KMI-Aware device, via Fill Device and MGC, cauts with the PRSN
using Seed Key; PRSN validates device integrity.

(U) PRSN connects to the PSN and requests seed kegrsammv.
(U) PSN converts Seed Key to Infrastructure Key.
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1046 9. (U) PSN delivers Infrastructure Key to KMI-Aware devisga PRSN, MGC, and
1047 Fill Device).
1948 10. (U) The Infrastructure credential information is stovathin the PRSN.
1949 11. (U)The PSN and KMI-Aware device (via MGC) cooperatyvgénerate the
1950 public and private key pairs that bind the distisgad name to the device.
1951 12. (U)PRSN sends KMI Aware device's registration dattheoPSN.
1952 13. (U)PSN generates Type 1 certificate for the KMI-Awdewice.
1953 14. (U) KMI-Aware device receives the Identity Certificdtem the PSN (via MGC
1954 and Fill Device).
1955 15. (U) The PRSN associates the certificate ID withdevice registration data.
1956 16. (U) The KMI-Aware device is now ready for its missiaad.
1957
1958
1959
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6.3.3 (U) Activation of KMI Aware Device

6.3.3.1 (U) Summary

(U) This section describes the activation/provisigrprocess of a KMI-Aware device.
This process transitions the KMI-Aware device taogerational state. This is done by
requesting Operational Mission Key(s), using thealstructure Key generated from the
endorsement process. This process can occur fomedworked and disconnected
devices.

6.3.3.2 (U) Sequence Diagram

KMI-Aware
Device
' I
aTrigger Device

Connection to PRSN® a‘\Nrgpped Mission Key
Available at PRSN°®

PRSN

Securely connect to PRSN using Infrastructure Key & Request Mission Key
If Networked
KMI Aware
Device Deliver Mission Key to KMI Aware Device
Fill KOA
Device Manager
If al ogin to MGC®
Disconnected <
Kl\él)le/:iv;/:re Login to PRSN, via Intermediary device (MGC),
using AKP’s Infrastructure Key & Request Mission Key
Deliver Mission Key to KMI Aware device via Intermediary device (MGC) and fill device
aKMI Aware device ready to
operate 2

Figure 22: (U) Activation/Provisioning KMI Aware Device

6.3.3.3 (U) KMI Roles Involved
(U) KOA Manager (also enrolled as a Product Reaquiest
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6.3.3.4 (U) KMI Nodes Involved

(U) Manager Client (MGC)
(U) PRSN
(U) PSN

6.3.3.5 (U) Prerequisites

(V) Device has been initialized (registered) andagsed
(V) Product for device has been defined by ContrglAuthority.

(U) KOA sponsoring the device has been placed arofwat Distribution Profile
for product.

(U) KOA Manager has placed the device on the DeBistribution Profile for
the product.

(V) Product has been generated by PSN and wrappeddeiving device using
the device's credential supplied by PRSN.

(U) MGC serves as the intermediary device (couso dle a DOC operated by a
KOA Agent).

6.3.3.6 (U) Sequence of Events

If the KMI-Aware device is networked:

1.
2.

3.

4.

The KMI-Aware device is triggered to connectiie PRSN.

The KMI-Aware device connects with the PDE pmrtof the PRSN using the
Infrastructure key to create a secure connectiohReqguests Mission Key.

Once the device's Type 1 identity is authenédathe PRSN delivers the Mission
Key to the KMI-Aware device. The Mission keys arewapped and loaded into
mission storage locations within the KMI-Aware dsvi

The KMI-Aware device is now ready to operate.

If the KMI Aware device is disconnected:

1.

2.

3.

4.

The KOA Manager logs into the Manager Client (8)G The MGC will serve as
the intermediary device.

The MGC connects with the PRSN PDE using the ‘8Hifrastructure Key to
create a secure connection and Request Mission Key.

Once the MGC's Type 1 identity is authenticatgdhe PRSN, the MGC
transfers the mission keys from the PRSN to aléilice, from which the keys are
transferred to the KMI-Aware device. The Missiory&are unwrapped by the
KMI-Aware device and loaded into mission storageatmns within the device.

The KMI-Aware device is now ready to operate.

-83-
UNCLASSIFIED//FOR OFFICIAL USE ONLY



2009

2010

2011

2012

2013

2014

2015

2016

2017

2018

2019

2020

2021

2022

2023

2024

2025

2026

2027

2028

2029

2030

KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

6.4 Product Ordering and Retrieval Process — Symmet Key

(U) There are several steps of the Product Ordenmd Retrieval process for Symmetric
Keys, as shown in Figure 23. The first step iglie Controlling Authority to establish
the product, in which product requirements and aoodint Distribution Profile (ADP)

are established. This data is updated in théozptd the PRSN Product Requirement
Data Store and also passed to the KOA Manager.KO¥ Manager takes the new
product requirements and the ADP to establish tad2 Distribution Profile (DDP),
which is updated in the Data Store catalog.

(U) When ready to order, the Product Requestarasts the Product Ordering Catalog
from the PRSN Product Requirement Data Store. rAéguesting the required products,
this process enters the generation and produchiesg Here, the products are generated
and produced in the wrapping credentials. Theyctsdare then distributed either
electronically or physically to their appropriatestinations.

KOA Manager

. , Distribution
Controlling Authority

Profile
\ Management
Product
Establishment /- New Product - DDP Established
Requirement & ADP
Established
PRSN
Product
- Catalog Update Prc_)dUCt deri
Requirement] - Product Ordering
Data Store | Ordering : ,
Catalog Controlling Authority /
- ADP Update Product Requester
Product Retrieval ‘Electronic
Key Product

KOA Manager,

- Production Request
KOA Agent, ECU

Generation &
Production

- Physical
Key Product

; - Wrapping Credential
Physical Product

Distribution Credential

KOA
Manager

Upload

Figure 23: (U) Product Ordering and Retrieval
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6.4.1

(U) Establishment of New Product Requirement for

Symmetric Key

6.4.1.1 (U) Summary

(U) When a product is added to the Ordering Catdlugrequirements for the product
also need to be defined. This process allows ther@ding Authority to request the
products, view the requirements for that produat], modify them, as necessary. This
scenario includes the case where the Controllintdpévty is establishing a new
requirement for a known product type that will @ndled as a standing order for
regularly superseded operational key, requiring Kd/Aperiodically generate the product
and make it available for retrieval.

6.4.1.2 (U) Sequence Diagram

External Controlling KOA PRSN
Authority Authority Manager
IMGc IMGc
Initiate New
Product
Requirement
3Login to MGC®
Login to PRSN q

aVerify ID and Privileges®

Request Catalog

aDetermine Tailored Catalog
based on Manager Privileges®

 —Present Tajlored Catalog

Define product characteristics (i.e., short title, classification, crypto period, use,
supersession characteristics, etc)

P

aValidate Product Characteristics
Against Product Type and
Manager Privileges®

¢ Confirm _establishment of new product requirement
h 1
Establish Account Distribution Profile (Optional Now, Mandatory Prior to Generation) >
|
|__Authorize Product Requesters to order product (Optional)

P

aschedule for Catalog Manager
approval, if required for product type®

2Establish short title; Update
Product Requirements

3Login to MGC® .
Login to PRSN

N

|———Dlotify KOA Managers of newproduct |

Figure 24: (U) Establishment of New Product Requirment for Symmetric Key

6.4.1.3 (U) KMI Roles Involved
(V) External Authority
(U) Controlling Authority
(U) KOA Manager
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6.4.1.4 (U) KMI Nodes Involved

(U) Manager Client (MGC)
(U) PRSN

6.4.1.5 (U) Prerequisites

(V) Product type has been previously established.

6.4.1.6 (U) Sequence of Events

1.

10.

11.

12.

13.

14.

(U) An External Authority will initiate a requiefr a product new instance and
provides product requirements to the Controllingh®uity (via out of band
methods).

(U) The Controlling Authority logs into the MGC.

(U) The Controlling Authority connects and auttieates to the PRSN OME
using a MGC.

(U) The Controlling Authority requests the catal

(U) The PRSN determines the tailored catalogthas the privileges of the
Controlling Authority.

(U) The catalog is sent to the Controlling Auttyo

(U) Controlling Authority defines new productarhcteristics (i.e., short title,
classification, crypto period, use, supersessi@nagteristics, etc.).

(U) The PRSN validates the product charactedasigainst the product type and
Manager privileges.

(U) The PRSN confirms establishment of the newdpct requirement.

(U) The Controlling Authority establishes AccounsBibution Profile (ADP).

(Optional — This may occur while establishing tieeviproduct, or at a later time,
but must be done prior to generation.)

(V) The Controlling Authority identifies authped Product Requesters to order
product. (Optionat This may occur while establishing the new prodoicat a
later time)

(U) The PRSN assign new and unique nomenclappeopriate for the
cryptographic product type and performs productiregnents updates.

(V) If required for product type, the PRSN gsiles the request for Catalog
Manager approval.

(U) When a KOA Manager of a KOA on the Accobidtribution Profile logs in,
the PRSN notifies the KOA Manager of availabilifynew symmetric product.
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6.4.2 (U) Account Distribution Profile (ADP) Management

6.4.2.1 (U) Summary

(U) To ensure that products are delivered to thr@piate ECUs, the KMI will keep an
Account Distribution Profile (ADP), which is a cetition of information that defines
which KOAs are authorized to receive that prodiibere is an ADP for each
instantiation of a product. This scenario showsstieps for developing and modifying an
Account Distribution Profile.

6.4.2.2 (U) Sequence Diagram

Controlling Authority PRSN
or Product Reques"[e_r
MGC
3Login to MGC®
Login to PRSN
aVerify ID and
Privileges®

Request Requirement

»

Present Requirement Characteristics

A

Establish Initial ADP

I
»

Creation of Associate KOA with Product Requirement
Initial ADP >

aValidate Changes
and Update ADP°

Request ADP for Requirement

A 4

Present ADP

Manage <&
Existing ADP <
Manage ADP

< »

2Validate Changes
\_ and Update ADP°

Figure 25: (U) Account Distribution Profile (ADP) Management

6.4.2.3 (U) KMI Roles Involved
(U) Controlling Authority
(V) Product Requestor

6.4.2.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
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(U) PRSN

6.4.2.5 (U) Prerequisites

(V) Product requirements have been previously éshedul.

6.4.2.6 (U) Sequence of Events

1.
2.
3.

4.

(V) The Controlling Authority / Product Requestays into the MGC.
(U) The Controlling Authority / Product Requedtegs into the PRSN.

(U) The Controlling Authority / Product Requestequests the requirements for a
given product from the PRSN.

(U) The PRSN sends back the requirements t€tmrolling Authority / Product
Requester.

If Creating Initial Account Distribution Profile:

1.

2.
3.

(U) The Controlling Authority / Product Requestequests the creation of a new

ADP, identifying the KOA(s) to be included in thew profile.

(U) The PRSN associates the selected KOAs WwétProduct Requirement.
(U) The PRSN validates and updates the ADP asang

If Managing Existing Account Distribution Profile:

1.

2.
3.

(U) The Controlling Authority / Product Requestequests the ADP from the
PRSN for a given product.
(U) The PRSN sends back the appropriate ADP.

(U) The Controlling Authority / Product Requesaelds or removes KOAs, as
necessary.

(U) The PRSN validates and updates the ADP asang
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6.4.3 (U) Device Distribution Profile (DDP) Management

6.4.3.1 (U) Summary

(U) To ensure that products are delivered to th@piate ECUs, the KMI will keep a
Device Distribution Profile (DDP) for each produthere is a DDP for each KOA that is
specified to receive the given product. This sderghows the steps for developing and
modifying the Device Distribution Profiles.

NOTE: DDPs only apply to products being deliveredda KMI-Aware devices. If
there is no DDP for a given product, the default iso wrap a product for the KOA’s
AKP for the given product.

6.4.3.2 (U) Sequence Diagram

KOA Manager PRSN
IMGC

3Login to MGC°
Login to PRSN

>

aVerify ID and
Privileges®

Establish Initial DDP for Requirement

. Add KMI-Aware Device(s) to DDP
Creation of

»

Initial DDP
aValidate Changes
and Update ADP°
a Request DDP for Requirement
Present DDP
Manage < B
Existing DDP
Manage DDP: Add / remove KMI-aware devices
aValidate Changes
I\ and Update ADP°

Figure 26: (U) Device Distribution Profile (DDP) Management

6.4.3.3 (U) KMI Roles Involved
(U) KOA Manager
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6.4.3.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.4.3.5 (U) Prerequisites
(V) Product requirements have been previously éshedul.
(U) Account Distribution Profile (ADP) has been yirusly established.

6.4.3.6 (U) Sequence of Events
1. (U) The KOA Manager logs into the MGC.
2. (U) The KOA Manager logs into the PRSN.

If Creating Initial Device Distribution Profile:

1. (U) The KOA Manager requests the creation of a new DDP.
2. (U) The KOA Manager adds KMI-Aware Device(s) to the DDP
3. (U) The PRSN validates and updates the ADP changes.

If Managing Existing Device Distribution Profile:

1. (U)The KOA Manager requests the DDP for the Manad€D# from the
PRSN.

2. (U) The PRSN sends back the appropriate DDP.
3. (U) The KOA Manager adds or removes KMI-aware devices.
4. (U) The PRSN validates and updates the ADP changes.
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6.4.4 (U) Ordering of Symmetric Keys (Other Than Standin ¢
Orders)

6.4.4.1 (U) Summary

(V) A designated Controlling Authority or Productdiester can order products on a
product-by-product basis. This ordering method wmidist likely be used for key products
such as irregularly superseded operational kelyk&sas and contingency key. In the this
scenario, a Product Requester orders a productdfaires secondary approval and the
Controlling Authority approves the order.

6.4.4.2 (U) Sequence Diagram

Controlling Product
Authority,_ Requester HAEN
MGC| MGC|
3Login to MGC® Login to PRSN

>

e . o
Request Catalog Verify ID and Privileges'

P

Present Tailored Ordering Catalog based on Privileges

Browse Catalog and Select Product

Interactively Develop Product Order Transaction

aSign Product
Order Transaction®
Submit Product Order

>l

aDetermine if Approval
is Required®

Acknowledgement of Order Received and Requires Approval

2Approval Notification Alert®

3Login to MGC°

Login to PRSN

>l

Secondary aVerify ID and Privileges®
Approval Retrieve Messages/Notifications ify vileg

Approve Order

Figure 27: (U) Ordering of Symmetric Keys

6.4.4.3 (U) KMI Roles Involved
(U) Controlling Authority
(V) Product Requestor

6.4.4.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN
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6.4.4.5 (U) Prerequisites
(V) The key material being ordered is in the Praddciering Catalog (POC).

(V) The Product Requester has been granted theseageprivileges to order the
product.

6.4.4.6 (U) Sequence of Events
1. (U) The Product Requester logs into the MGC.
2. (U) The Product Requester authenticates to RfeN?

3. (U) The MGC requests the product catalog fromRRSN on behalf of the
Product Requester.

4. (V) The Product Requester requests the catalog.

5. (U) The PRSN determines the products that thengiProduct Requester has the
authority to order, based on the Product Requeaspeivileges, and tailors the
catalog appropriately.

6. (U) The tailored catalog is transmitted to th&®} where it is presented to the
Product Requester.

7. (U) The Product Requester browses the tailorddring catalog for the desired
product to be ordered.

8. (U) The Product Requester and PRSN interactidelelop the product order
transaction.

9. (V) The Product Requester signs the productrdrdesaction.
10. (V) The Product Requester submits the ordérad®RSN.
11. (U) The PRSN determines if the product ordguies approval.

12. (U) The PRSN acknowledges the order is receavetddetermines that the order
requires secondary approval.

13. (U) The PRSN provides a notification alertttoe Controlling Authority when
they next log in.

14. (U) The Controlling Authority logs into the MGC

15. (U) The Controlling Authority authenticatesthe PRSN.

16. (U) The Controlling Authority receives approwaitification.

17. (U) The Controlling Authority reviews and appes the product order.
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6.5 Product Ordering and Distribution Process — Agmmetric Key

(U) There are several steps of the Product Ordeximd Retrieval process for
Asymmetric Keys, as shown in Figure 28. The #tgp is for the Command Authority

to establish the product, in which the partitio &AO codes are established. This data
is updated in the catalog at the PRSN Product Rexpeint Data Store.

(U) When ready to order, the Product Requestarasts the Product Ordering Catalog
from the PRSN Product Requirement Data Store. rAéguesting the required products,
this process enters the generation and produchiesg Here, the products are generated
and produced in the wrapping credentials. The yctsdare then distributed either
electronically or physically to their appropriatestinations.

Product KOA
Requester vianager
- Partition Codes, Product Ordering Credential
DAO Codes Up|0ad
Established
- Product Ordering - Production - Wrapping
Catalog Request Credential
PRSN
Flgele: Product Generation &
Establishment . g
- Catalog Requirement Production
Update Data Store
Command
Authority - Electronic
Key Product
KOA Manager Electronic
KOA Agent, \ p, t Retrieval
ECU oduct Retrieva
Physical Product - Physical

Key Product

Distribution

Figure 28 (U) Product Ordering and Distribution Processymmetric Key
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6.5.1 (U) Establishment of Partition/DAO Code Privileges for
Asymmetric Key Ordering

6.5.1.1 (U) Summary

(V) This scenario describes the events associatbdive establishment of
partition/DAO code privileges for asymmetric keylering. The scenario includes a
Command Authority establishing a partition code/an®AO code and assigning
ordering privileges to a Product Requester.

6.5.1.2 (U) Sequence Diagram

External Command
- . PRSN
Authority Authorltyl—
MGC|
Request for
Partition
and/or DAO Codes i
Assignment #Login to MGC® Login to PRSN
aVerify ID and Privileges®
Request Catalog |
=1
aDetermine Tailored Catalog based
on Manager Privileges®
Present Tailored Catalog
Request Partition Code Assignment
aProcess Partition
Code Assignment®
Request DAO description
aProcess DAO
Assignment Request®
Designate Product Requesters who may use Partition and DAO Code
< Notification of
Assignment

Figure 29: (U) Establishment of Partition/DAO CodePrivileges for Asymmetric Key

Ordering
6.5.1.3 (U) KMI Roles Involved
(U) Command Authority
6.5.1.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN
-94 -
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6.5.1.5 (U) Prerequisites
(V) Product type has been previously been estaalish

6.5.1.6 (U) Sequence of Events

1. (U) The External Authority sends a notice te @ommand Authority, typically
out-of-band, that a new DAO code or partition cadeeeded.

2. (U) The Command Authority logs into the MGC.

3. (U) The Command Authority connects and authatggto the PRSN using the
MGC.

(U) The Command Authority requests the catalog.

(U) The PRSN determines the tailored catalogthas the privileges of the
Command Authority.

. (U) The Catalog is sent to the Command Authority

. (U) The Command Authority requests a Partiti@mi€assignment.
. (U) The PRSN processes the partition code assgh

. (U) The Command Authority requests a new DACcdpson.

10. (U) The PRSN processes the DAO code assignragaést.

11. (U) The Command Authority designates ProducjuRsters who may use
specific Partition and DAO codes

12. (U) The Command Authority notifies the ExterAaithority.

o s

© 00 N O
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6.5.2 (U) Ordering of Asymmetric Key

6.5.2.1 (U) Summary
(V) This scenario describes the events associatbdovdering asymmetric key.

6.5.2.2 (U) Sequence Diagram

Device Product
PRSN
User Requester
—
Req!.lest fo_r Key _>| |__|MGC
Wlitcrl‘edn?i\tl;/ce fLogin to MGC® Login to PRSN
\_/—
Request Catalog

Present Tailored Ordering Catalog based on Privileges

A

Browse Catalog and Select Product

Interactively Develop Product Order Transaction, specifying
product characteristics (partition code, DAO Code, classification,
In-place date, destination KOA and device, etc)

< P

aSign Product
Order Transaction®

(=1

aValidate DAO and
Command Partition Codes®
Authority aDeterImine if Approval is Required®
MGC

aApproval Notification Alert®

3Login to MGC® .
Login to PRSN

>

aVerify ID and
Retrieve Messages/Notifications Privileges®

P

Approve Order

Figure 30: (U) Ordering of Asymmetric Key

6.5.2.3 (U) KMI Roles Involved
(U) Command Authority
(V) Product Requestor

6.5.2.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.5.2.5 (U) Prerequisites
(V) Product type has been previously been estalish
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(U) The Command Authority must have assigned, aieitig other product
specific data, partition and DAO codes (if applieatio a designated Product
Requestor.

6.5.2.6 (U) Sequence of Events

1.

w

9.

(U) The Device User sends a request for keyferdevice identity to the Product
Requester.

(U) The Product Requester logs into the MGC.

(U) The Product Requester authenticates to ReN?

(U) The MGC requests the product catalog froeMRRSN on behalf of the
Product Requester.

(U) The PRSN determines the products that thengiProduct Requester has the
authority to order, based on the Product Requeaspeivileges, and tailors the
catalog appropriately.

(U) The tailored catalog is presented to thelBcb Requester.

(U) The Product Requester browses the tailoatal@g for the desired product to
be ordered.

(U) The Product Requester and PRSN interactidelelop the product order
transaction, specifying product characteristicst{fpan Code, DAO Code,
classification, in-place date, destination KOA a@avice, etc).

(U) The Product Requester signs the productrdrdesaction.

10. (U) The Product Requester submits the ordéradd®RSN.

11. (U) The PRSN validates the DAO and partitiode

12. (U) The PRSN determines if the product ordquires approval.

13. (U) The PRSN provides a notification alerttfoe Command Authority when

they next log in.

14. (U) The Command Authority logs into the MGC.

15. (U) The Command Authority authenticates toRRRSN.

16. (U) The Command Authority receives approvalfivattion.

17. (U) The Command Authority reviews and apprawesproduct order.
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6.5.3 (U) Credential Upload

6.5.3.1 (U) Summary

(U) This scenario describes the process for créalarmload of Networked KMI-aware
ECUs, Non-networked KMI-Aware ECUs, and AKPs, aprapriate, to the PRSN to
support key wrapping.

6.5.3.2 (U) Sequence Diagram

Networked Non-networked KOA
KMI-Aware KMI-Aware PRSN
ECU ECU Manager
MGC|
Connect to PRSN
If >
Networked
KMIIE-é\lAJ/are Upload ECU Credential R
aStore Credential®
~

3Login to MGC®

Upload ECU Credential

Connect to PRSN
If Non- >

Networked
KMI-Aware
ECU Upload ECU Credential

>

Y aStore Credential®

3Login to MGC®

Connect to PRSN

If AKP

Upload AKP Credential

»

aStore Credential®

Figure 31: (U) Credential Upload

6.5.3.3 (U) KMI Roles Involved
(U) KOA Manager

6.5.3.4 (U) KMI Nodes Involved
(U) Manager Client (MGC)
(U) PRSN

6.5.3.5 (U) Prerequisites
(U) Credentials have been generated and are alaftabupload.
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6.5.3.6 (U) Sequence of Events

If Credential Upload for Networked KMI-Aware ECU:

1.
2.
3.

The ECU connects to the PRSN.
The ECU uploads its credential to the PRSN.
The PRSN stores the credential.

If Credential Upload for Non-networked KMI-Aware EQG:

1.

aprwbd

The KOA Manager logs into the MGC.

The ECU's credential is uploaded to the KOA's RIG

The KOA Manager connects to the PRSN.

The KOA Manager uploads the ECU credential @RRSN.
The PRSN stores the credential.

If Credential Upload for AKP:

1.

2.
3.
4

The KOA Manager logs into the MGC.

The KOA Manager connects to the PRSN.

The KOA Manager uploads the AKP credential ®RRSN.
The PRSN stores the credential.
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6.5.4 (U) Generation and Production

6.5.4.1 (U) Summary

(U) This scenario describes the process wheredar oequest is triggered by a
provisioning schedule or an on-demand order andethating electronic and/or physical
key material is generated and produced.

6.5.4.2 (U) Sequence Diagram

PRSN
I

aTrigger for Order Request (On
Demand or Provisioning Schedule)®
1

aDetermine KOA(s) from ADP°
|

aSelect Wrapping Credential(s) based on
DDP, Compose Production Request®

Forward New Product Request

>

Send Wrapped Electronic Key

aGenerate Needed
Key Material®

AWrap Key Material®

If Electronic N

aMake Wrapped Key Available to
KOA(s), KOA Agent(s) and/or Devices®

Figure 32: (U) Generation and Production

6.5.4.3 (U) KMI Roles Involved
(U) None

6.5.4.4 (U) KMI Nodes Involved
(U) PSN
(U) PRSN

aprepare Working Aid®

Move to Production |

- 100 -

aProduce Physical
Key Material®

Move to Distribution

>

> If Physical

aDeliver Physical
Key Material® /
|

UNCLASSIFIED//FOR OFFICIAL USE ONLY



2350

2351

2352

2353

2354

2355

2356

2357

2358

2359

2360

2361

2362

2363

2364

2365

2366

2367

2368

2369

2370

2371

2372

2373

2374

2375

2376

2377

2378

2379

2380

2381

KMI 2212 UNCLASSIFIED//FOR OFFICIAL USE ONLY 30 Sept. 2005
Concept of Operations for KMI CI-2 Version 1.4

6.5.4.5 (U) Prerequisites

(V) A requested product has been approved by tf&\PR
(V) A standing order has been established.
(U) Wrapping credentials have been uploaded td*fREN.

6.5.4.6 (U) Sequence of Events

1.

(V) A trigger for an order request (On DemandPmvisioning Schedule) occurs
at the PRSN.

(U) The PRSN checks the product's Account Disition Profile to determine
which KOAs should receive the product.

(U) The PRSN evaluates the product order, setbetappropriate wrapping
credential(s) based on the Device Distribution (), and composes a
production request.

(U) The PRSN forwards the production requesiuining the wrapping
credential(s), to the PSN.

(U) The PSN generates and produces the neededah#o fill the production
request.

If Electronic Key:

1.

(V) The electronic key is wrapped by the PSNoating to the production
request.
(U) The wrapped electronic key is returned mBRSN from the PSN; if there

are multiple recipients of the key, separate, imtliglly-wrapped key copies will
be returned.

(U) The wrapped key(s) is stored in the PDE ébrieval by an appropriate
entity(s) (e.g. KOA Manager, KOA Agent, KMI device)

If Physical Key:

1.
2.

3.

(V) The physical key is moved to Production gsanworking aid.

(U) The physical key is transferred to the appaie format (e.g. floppy, CD-
ROM, etc).

(U) The physical key is moved to Distributiom fihysical delivery.
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6.5.5 (U) Electronic Product Retrieval

6.5.5.1 (U) Summary

(U) This scenario describes the processes usehisFand KMI clients to retrieve key
products for use. The scenario will present optfon&ey retrieval options for
(1) Networked KMI-Aware ECUs, (2) Non-networked KMivare ECUs, and (3) AKPs.

6.5.5.2 (U) Sequence Diagram

KOA
ECU Fill Device KOA Agent Manager PRSN
— (KOA Agent alsop
T DOC| MGC
Initiate Connection to PRSN
If i
Networked Product Pickup Request *Authenticate ECU Identity®
ECU “1
‘Dlstnbute Product to ECU aVerify Product Pickup Request Syntax®

[ 3Login to DOC®
Login to PRSN

Identify KOA, Request Product List

A AN 4

Send List of Available Products

If Non- ™~

Networked Select Product(s), Request Download R
K aare Send Requested Product
Device »

<
3Prepare Pfoducts for ECU Fill®
Load Fill Device / Media

Fill ECU with | with Selected Product(s)
| Selected Product D

3Login to MGC®
Login to PRSN

Identify KOA, Request Product List

vV V

Send List of Available Products

If [~
Wrapped < Select Product(s), Request Download
for AKP

Send Requested Product

<

38AKP Unwraps & re-packages
for ECUP (if required)

Figure 33: (U) Electronic Product Retrieval

6.5.5.3 (U) KMI Roles Involved
(U) KOA Agent

6.5.5.4 (U) KMI Nodes Involved
(U) ECU
(V) Fill Device
(U) Manager Client (MGC)
(V) Delivery-Only Client (DOC)
(U) PRSN
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6.5.5.5 (U) Prerequisites

(U) KOA Manager must be registered or KOA Managestrhave designated a
KOA Agent.

(U) One or more key products have been requestediagcted to the KOA by
appropriately privileged KMI Managers.

(U) ECU is associated with a KOA.

(V) Key product for ECU must have been generateddnaade available at the
PRSN for retrieval.

6.5.5.6 (U) Sequence of Events

By ECU Directly:

1.

2.
3.
4

(U) The ECU initiates a connection to the PRSN.

(U) The PRSN verifies that the product pickuguest syntax is correct.

(U) The PRSN authenticates the identity of tJE

(U) The PRSN delivers all products authorized available for the requesting

ECU.

By KOA Agent for Relay to ECU:

1.
2.
3.

9.

(U) The KOA Agent logs into the DOC.
(U) The KOA Agent logs into the PRSN.

(U) The KOA Agent identifies the KOA for whicheay wish to retrieve key. The
KOA Agent requests the product list for the idaatifKOA from the PRSN.

(U) The PRSN sends the list of available prositetthe MGC.

(U) The KOA Agent selects the product(s) thegwio download and the request
is sent to the PRSN.

(U) The PRSN sends the requested product(8etvMiGC.
(U) If ECU loading is performed later, the KOAakager logs into the MGC.

(U) The product is prepared for the ECU it istdeed for. (Note: this does not
include any unwrapping or rewrapping of the product

(U) The MGC loads the product into a fill devimeother portable media.

10. (U) The FD or portable media loads the key theoECU.

By KOA Manager for Further Processing / Distributia

1.
2.
3.

(U) The KOA Manager logs into the MGC.
(U) The KOA Manager logs into the PRSN.

(U) The KOA Manager identifies the KOA for whitiey wish to retrieve key.
The KOA Manager requests the product list for trentified KOA from the
PRSN.

(U) The PRSN sends the list of available prositetthe MGC.
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5. (U) The KOA Manager selects the product(s) tesh to download and the
request is sent to the PRSN.
6. (U) The PRSN sends the requested product(8etMGC.
7. (V) If ECU loading is performed later, the KOAalkger logs into the MGC.
8. (U) The MGC's AKP unwraps the package and re«pges it for the destined
ECU (if required).
9. (U) The MGC fills the ECU with the selected puotiover the network, through a

fill device, or via the Net Key Management.
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s 6.5.6 (U) Physical Product Distribution

2445 6.5.6.1 (U) Summary

206 (U) This scenario shows the process for the delieéfinished KMI products from the
247 Production segment, storing them, and preparingnséint of orders, aggregating

208 Products, which are packaged and transferred &rgec or courier, and accounting
209 @ctions that take place internally and externaliKmMI.

w0 6.5.6.2 (U) Sequence Diagram

2451

PSN PRSN DCS FedEx / USPS KOA COR

G|P|D

AKMI Prpduct received and
Stored®

/ Transfer Repdrt Initiating N

h 4

Physical Distripution via DCS

*DCS Tracking

If Distributed |  hawass NUTDEIS 1 apl

By < Physical Key Product

DCs

>

DCS Receipt

A

Accounting Redeipt for Product

*DCS Tracking Data

lqem e ST w
(. Transfer Reporf Initiating N
Physical Distribution via FedEx / USPS 7
If Distributed > Physical Key Product N
B >
FedEx/yUsp5< P Accounting Regeipt for Product _
-
2452
2453 Figure 34: (U) Physical Product Distribution

s 6.5.6.3 (U) KMI Roles Involved

2455 - (U) PRSN

2456 - (U) Recipient KOA

2457 - (U) COR

uss  6.5.6.4 (U) KMI Nodes Involved
2459 - (U) PRSN

2460 : (U) PSN

2461 - (U) KOA
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6.5.6.5 (U) Prerequisites
(U) KMI products have been received from the Préidncsegment of the PSN.
(V) Products have been authorized for shipment.

6.5.6.6 (U) Sequence of Events

1. (U) The PSN Distribution Enclave physically rees products from the
Production Enclave of the PSN.

2. (U) The PSN Distribution Enclave stores thesmpcts until they are ready for
shipment.

If Distribution By DCS:

1. (U) The PSN sends a 2Transfer Report Initiatitmthe recipient KOA and the
KOA's COR.

2. (U) The PSN Distribution Enclave ships produet®DCS (Defense Courier
Service).

(U) The PSN sends DCS tracking numbers to thfeNPR
(U) The physical key product is delivered to teeipient KOA via DCS.
(U) DCS receives a delivery confirmation frone tiecipient KOA.

(U) The recipient KOA sends an accounting redefigk to the PSN and to the
COR.

7. (U) The PRSN collects tracking data (aggregatem DCS.

(Note: This step does not happen in sync with ¢éa trme distribution of physical
products via DCS).

ook w

If Distribution By FedEx / USPS:

1. (U) The PSN sends a 2Transfer Report Initiatitmthe recipient KOA and the
COR.

2. (U) The PSN Distribution Enclave ships produet redEx / USPS.

3. (U) The physical key product is delivered to teeipient KOA via FedEx /
USPS.

4. (V) The recipient KOA sends an accounting reddefick to the PSN and to the
COR.

7 (U) Summary of Impacts

7.1 (V) CI-2 and Legacy Key Management Systems

(U//FOUOQO) One of the goals of Capability Increm@raf the KMI is to move the
infrastructure closer to the KMI Target Architeaurlt should be kept firmly in mind,
however, that CI-2 is just that + srcrement After decades of development and
operation of the current set of legacy componegxtbcies, and procedures, it is neither
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possible nor desirable to replace everything thatieen deployed with something new
in one step.

(U//FOUOQ) CI-2 has to find a balance between imm@eting features of the Target KMI
(such as providing web-based capabilities and implging a logical split between
customer interfaces and the key generation compshgmoviding backward
compatibility with existing components (such as ahdity to use LMD/KPs to receive
encrypted keys and order material) so as not te lmwansition away from those
components immediately, and enhancing ease ofsusé @s minimizing duplication of
data entry).

(U//FOUO) A major difference between the conceptthe Target and the concepts in
use today is that the Target is largely human osented, while the current key
management system is KME-oriented. The EKMS IEhefgroup of users and
components at any particular location is the idgnised as the basis for decisions in the
current system, whereas the Target architectutestxcon individual identity as the basis
for privileging and decision-making. One of theds that had to be drawn for CI-2 is
how much of each type of focus would be maintain€de result is a concept of tying
roles and privileges to human user identities,theih additionally linking the human
users to the collection of users and componentstiae an EKMS ID, bridging the two
paradigms in this interim stage.

(U//FOUO) The following subsections highlight soofehe impacts that balancing the
various goals will have, operationally and orgaticzaally. Two of the more complex
areas of the CI-2 system and impacts are thosecea control/privilege management
and accounting, and those issues will be addressacll.

7.2 (U) Operational Impacts

(U//FOUOQO) One of the critical pieces of maintainicantinuity with the various new and
legacy infrastructure components and subsystenibavihe use of the EKMS ID
(though in CI-2, as today, having an EKMS ID doesimply use of EKMS
components). Use of these IDs has a variety ofigajoons, especially when coupled
with the need for backward compatibility. For erste, in EKMS, there is a one-to-one
relationship between a KP, a COMSEC Account, anBkKNS ID. A KP cannot
support more than one COMSEC Account/ID, and mioae bne KP cannot support a
single COMSEC Account/ID. This paradigm implieattthere must be one AKP per
KOA/COMSEC Account that is somehow identified as piimary AKP, the peer to the
KP/primary AKP at other accounts.

(U//FOUO) CI-2 will provide a transition path foperational key management support
to move from EKMS LMD/KPs to KMI client nodes. Withe goal is to minimize need
for parallel EKMS and KMI workstations for user-&hoperations, it may prove
necessary to have multiple workstations at cettaiations (e.g., a Registration
Authority at the EKMS Tier 1 system might need boiér 1 and KMI workstations in
order to perform all of their registration duties).

(U//FOUO) Transition D both at the long-term systéewel, moving from CMCS/EKMS
to the KMI Target Architecture, and at the useelemoving from legacy automation or
no automation at all to CI-2 clients b is at thedneof many of the biggest challenges of
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ClI-2. Additional information on specific transitiassues is included in the remaining
subsections.

7.3 (U) KMI CI-2 Transition Philosophy

(U//FOUOQO) The initial focus of CI-2 transition walibe to migrate key ordering and
management functions to operate via the PRSNh&approach taken when CI-2
capabilities initially become available would be to

(U) Encourage a rapid transition to KMI for thosé functions and personnel
whose mission can be conducted using a client nateut an AKP

(U//FOUO) Begin transition of paper-badethd LMD-only COMSEC accounts
to KMI client nodes

(U//FOUO) Continue using the EKMS LMD/KP at COMSE&€counts where it
is operating effectively (this may be the PhaseMDIKP or an updated version,
depending on EKMS development activities betweem and CI-2 10C)

(U//FOUO) Continue EKMS Tier 1 operations

(U//FOUO) Once the transition of ordering and mamagnt functions is accomplished,
then the focus of transition activities will shidt COMSEC accounts. Activities at this
point would be:

(U//FOUOQO) Continue efforts to transition paper-tthaad LMD-only COMSEC
accounts to KMI client nodes

(U//FOUO) Begin transitioning COMSEC accounts avirayn LMD/KPs to the
use of KMI client nodes.

(U) Over time, more and more COMSEC account agtiwitl be moved to KOA
operating with KMI client nodes. However, therdl\kely be a considerable period of
time where a mixture of EKMS and KMI equipment gndcesses are used to perform
the overall key management mission.

7.4 (U) KMI CI-2 Transition Implementation
(V) Specific actions to implement the transitionlgsophy described above include:

(U//FOUOQO) At CI-2 IOC, enroll Controlling Authoriis handling traditional key
as KMI Controlling Authorities and equip them wkiMI Manager clients

(U//FOUO) At CI-2 IOC, enroll Command AuthoritiesrfFIREFLY key as KMI
Command Authorities and equip them with KMI Managkgnts

(U//FOUOQO) At CI-2 IOC, enroll User Representatifes FIREFLY key as
Product Requestors and equip them with KMI Manatjents, unless the User
Rep is using an LMD or LMD/KP for ordering

® apaper-based?® refers to any COMSEC account nogusKMS technology for its operation. It is
inclusive of accounts operating with non-EKMS audion packages developed over time by a number of
customer organizations.
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(U//FOUO) To support this approach, the followingpirmation needs to be installed in
the PRSN at 10C:

(U//FOUO) A Product Ordering Catalog containingllysical and electronic
products currently being produced by Tier 0 / Carfeacility Finksburg and Fort
Meade, as well all electronic products being predulsy the EKMS Tier 1
system.

(U//FOUOQ) Privileging information for Controlling éthorities, Command
Authorities, and User Representatives as desciibsection 7.6.

7.4.1 (U) EKMS Tier 1 System

(V) Under CI-2, EKMS Tier 1 operations and persdmsheuld be to continue operating
as they have prior to ClI-2, except that:

(U//FOUO) EKMS Registration Authorities are theila candidates to perform
KOA Registration Manager functions for KOAs. Comggently, personnel
serving as EKMS Registration Authorities will haweebe enrolled as KOA
Registration Managers and will need a KMI clientiean addition to their EKMS
tools.

(U//FOUO) Tier 1 should be configured to accepteosdsubmitted via the PRSN
in electronic form. Such orders will originate inahe EKMS Translator and
should be easily distinguished from orders originmaat EKMS LMD or

LMD/KP workstations.

7.4.2 (U) COMSEC Account Transition Options

(V) There are a number of options that may be daned for the transition of an existing
COMSEC Account to operations under Cl-2. The paoeganization responsible for
each account will need to define their overall @aph to operating with KMI and then
make an corresponding determination of the appatgtransition approach for each of
their COMSEC accounts:

(U//FOUO) LMD/KP-equipped accounts potentially haeyeral transition paths,
depending on the operational requirements and conuations situation of the
account:

o (U//FOUO) Convert from the LMD/KP to an AKP-equighEMI client node.
This replaces the LMD/KP with a functionally anadog KMI element and
account operations should be able to continuesimédar manner to operating
under EKMS.

o (U//[FOUO) Convert from the LMD/KP to a KMI clienbde; depending on
the needs of the account, this client could be eygal in one of two ways:

(U//FOUO) The KOA could receive its cryptographiggport directly
from the KMI PRSN, using the KMI client node to dowad
BLACK/benign key wrapped for the account's ECUSs.

(U//FOUOQO) The technical details of supporting eatkhe transition paths from
LMD/KP or paper operations to an appropriately agured KMI client node will be
determined as part of the KMI client developmerivéces.
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7.5 (U) Organizational Impacts

(U//FOUOQO) Customer agencies will need to develogiga for the appropriate KOA /

KMI Client Node configurations for current COMSE®MS accounts and other KMESs.
Things to be considered include the capabilitievigled by each client-type and
application, the roles and privileges to be heldh®/human users of the client nodes, the
communications environment, and the local orgaiomat structure. Some KMEs that
are currently supported by LMD/KPs (e.g., small@NSEC Accounts) might be able to
move to a lighter-weight client node without crygtaphic support, while some KMEs
that currently don©t have any automated compdiemtsmany Controlling Authorities)
will benefit from the use of a CI-2 client node.

(U//FOUO) It should be noted again that despiteube of new terminology, which is
meant to bring together the various key managestemepipes that exist today, CI-2 is
not expected to increase the workload of the custamimpose new staffing
requirements on the customer. A goal of CI-2 iprtwvide the customer with the tools
needed to carry out the necessary functions invihebest suited to the individual
customer. Therefore, there should not be sigmfioaganizational impact caused by the
development and deployment of CI-2.

7.6 (U) Transition of Privileges from EKMS to KMI

7.6.1 (U//[FOUO) FIREFLY Management and Privileging

(U//FOUOQO) One component of the infrastructure whichot currently slated for major
retooling in the CI-2 timeframe is the Central fict: Finksburg (CFF) FIREFLY
management and generation system. Retention béohaonent more or less as-is has
implications for the whole life cycle of modern asyetric key, from creation of new
DAO and partition codes to the privileging of Uspresentatives to the ordering of the
material. The existing Command Authority and URepresentative structure and
ordering capabilities will be left intact, which ete the goal of backward compatibility
but does not move toward the Target or provide features.

(U//FOUOQO) Therefore a new interface to the existtagability needs to be implemented
in CI-2. Command Authorities will be able to caoyt their modern key management
tasks either through existing means or via a Clghdper client. When using a CI-2
Manager client, the Command Authorities must adddily hold the relevant Command
Authority role and approvals so that the CI-2 PRSN perform the necessary KMI
validations. Translation of the KMI-style requestto CFF-style requests is then the task
of the PRSN and/or EKMS translator. Likewise, UReps will be able to order modern
key via the existing mechanisms or via a Cl-2 Mamagjent.

(U//FOUO) To minimize duplication of effort in grang the appropriate privileges to
Command Authorities and User Reps, CI-2 will havéave the capability to share data
between the PRSN and the CFF backend system aleges. For instance, when an
existing Command Authority with an EKMS ID beconze€I1-2 human user, that
Command Authority will need to be enrolled through appropriate KMI process as a
Command Authority, but the association of that hamser with his/her EKMS ID will
enable the PRSN to translate and associate adixiséng privileges at the CFF to that
human user as a Command Authority. Privileges tamiad via the existing methods
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will flow through the CFF to the PRSN, and privigsgmaintained via the new CI-2
mechanisms will similarly reside in both places.

(U//FOUOQO) This approach requires a small amouradsfitional work to transition
existing Command Authorities and User Reps to Conthuthorities and Product
Requestors, respectively, for those who chooseakernse of the new CI-2 clients, but
the maintenance of those users' privileges shoeldhle to be done via either the old or
new mechanisms with the duplication of the privilggdata handled by the CFF and the
PRSN rather than by those establishing the prigdegAdditionally, this approach has
the advantage of meeting both legacy and Targeinagents and will make it easier to
transition completely away from the existing meabans for privilege establishment and
enforcement in the future.

7.6.2 (U) Traditional Key Management and Privilegimg

(U//FOUOQ) Privileging for the management and ondgrof traditional symmetric key
should in many cases be less complex than thatsfgnmetric key management, because
more of the existing legacy systems will be rebulitso, in many cases those doing
management of traditional material today are nghlyiautomated and not dependent on
electronic privilege enforcement mechanisms. Hawe€l-2 can be expected to make
transitioning those symmetric key privileges thaseelectronically in EKMS today as
seamless as possible.

7.6.3 (U//[FOUO) COMSEC Account Privileges

(U//FOUOQ) In the EKMS Phase 4 timeframe, KMEs akeg EKMS IDs to represent
them in any key management role they might playe 6f the roles that can be given to
a KME is that of COMSEC Account. The EKMS Diregtes the mechanism by which
the details of a KME©s COMSEC Account privilegeshared with those other KMEs
that need to make use of that information for peye enforcement decisions (such as
whether a certain key can be shipped to that KME).

(U//FOUOQO) The concept of the COMSEC Account is ma¢ that will disappear in the
Cl-2 era. KMEs that need to he COMSEC Accountsstill be assigned EKMS IDs,
have COMSEC Account privilege information assodatéth them, and be placed in the
EKMS Directory. Additionally, data on those COMSEBCcount-privileged KMEs will
be kept synchronized with the CI-2 PRSN for useaw KMI functions. The
assumption behind this approach is that the EKM@d$Ration Authority and Central
Office of Record functions that have been builbiiter O and Tier 1 will not be able to
be retooled to perform these registration funct@mew way in the CI-2 timeframe.
However, the intention is not to constrain the 8®wand agencies from using KMI
tools to accomplish registration functions shotilde desirable to make the necessary
changes to the existing systems to support thefaegtionality.

7.7 (U) Accounting

(U//FOUOQO) The area of Accounting is one where whatefined in the Target
architecture (referred to as "control") and whasesxtoday (referred to for convenience
in this section as "traditional accounting”) ar@siderably different in terms of
implementation if not intent.
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(U//FOUO) The new tracking concepts apply to newrdj CI-2 functions. There is
already a system in place today for handling trawél accounting, with the Central
Offices of Record at Tiers 0 and 1 and accountiagdactions implemented both
physically and electronically. Where the new KMh€tions and the legacy functions
come together, for instance when sending a key &anraMD/KP to an AKP-equipped
KMI client node, or using a client to manage phgsfCOMSEC assets, the accounting
guestions become much more complicated.

(U//FOUOQO) The legacy accounting systems are sontlkeeomost complex pieces of the
entire key management infrastructure, and to cotelyleeplace them with new
functionality is simply not possible in the Cl-2Znieframe. Therefore, the balancing of
the various system goals in this area has led &gpanmoach which reuses EKMS
accounting transaction body definitions as wellhesexisting COR implementations at
Tiers 0 and 1 for the traditional accounting of ematl which requires accounting back to
a COR (physical or electronic key and equipmeradcordance with the relevant
policies), while adding Target-type tracking fomnKMI transactions, to include key
encrypted for KMI-aware ECUs.

(U//FOUOQO) One of the client applications that canrbn locally on a client node will
support atraditional® accounting functionality ftrose clients that need it. Clients that
need to exchange 2traditional® accounting data witir COR will be able to pass
EKMS transaction bodies through the PRSN and thel&Kranslator to their COR (and
back).

(U//FOUOQO) Implementation of accounting and trackasydefined for CI-2 will involve
modification to a variety of existing policies aptbcedures. The definition of concepts
in CI-2 assumes certain outcomes to these poliegtipns: encrypted key is
Unclassified//For Official Use Only (i.e., no lorrgenclassifieccrypto), key encrypted
for an ECU is not traditionally accountable, eRignificant work to make these policy
changes happen is necessary at all levels.

8 (U) Analysis of the Proposed System

(V) This section provides a brief analysis of tihegmsed CI-2 with respect to existing
key management systems and operations.

8.1 (U) Summary of Improvements

(U) Ability to conduct key management operationsiggommon user TCP/IP
backbones

(V) Improved support for Controlling Authority keydering and management
functions over that available through EKMS

(U//FOUO) Replacement of complex and difficultysigpport LMD workstation
with web-based user interface on commonly usedwene platforms

o (U) Easier to maintain, update and improve us@rfate

o (U) Eliminates need to support a unique operatirsg for the LMD

(V) Support for over-the-network keying to next-geation ECUs that support
that feature
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2744 - (U) Support for integrating KMI client features antustomer-developed/operated
2745 MPMSS to simplify providing key distribution suppdo complex systems
2746 - (U) Architecture designed to simplify providing @nbperable key management
2747 support for CCEB, NATO, and other allied / coalitipartners
2748 - (U) Next generation AKP to build on concepts anpadalities of existing EKMS
2749 KP while addressing some of its shortcomings

=0 8.2 (U) Disadvantages and Limitations

2751 - (U) Some dedicated workstations still required:
2752 o0 (U) Certain sensitive functions must be kept secure
2753 o (U) Must maintain separation of material at differelassifications (no
2754 MLS)
2755 o (U) Will require purchase, configuration, suppdrhah-assurance INEs
2756 and cooperation with managers of customer-provigadorks to develop
2757 acceptable operating configurations
2758 - (U) Dependent on availability of communicationswatks not under KMI
2759 control
2760 - (U) Uncertain impact on communications network baidth + goal is to
2761 minimize impact but lacking good models of netwlwéding and given potential
2762 for shifts in how COMSEC operations are conductét wew technology it is
2763 very difficult to predict the actual impact
2764 - (U) Need separate token and registration / enroltrpeocesses for KMI
2765 Managers responsible for cryptographic activities
2766 - (U//FOUO) KMI Client nodes used at KOAs will, inmgeral, continue to operate
2767 at the SECRET level, system-high
2768 - (U//FOUO) Last mile solutions for CI-2 are basedeisting fill devices (i.e.,
2769 KOV-21 family, AN/CYZ-10)
2770
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o (U) Glossary

Access The ability and the means to communicate withgtberwise interact with, a
system's resources in order to either (1) handia Hald by the system or (2) contrg
system components and their functions

Access ControlA service that protects against unauthorized actesystem
resources (including protecting against use osaugce in an unauthorized mannet
by a user that is authorized to use the resoursenme other manner).

Account Distribution Profile Structured, formatted information regarding whic
KMI Accounts are authorized to receive specificquets. Account distribution
profiles are maintain at the PRSN on the basigaérs provided by Controlling
Authorities and Product Requestors.

Accounting:(also called product accounting or COMSEC accognti The process
of collecting, recording, and managing informattbat describes the status and
custody of designated key management productsgleanh product's lifecycle.
(KMI definition)

Advanced Key Processor (AKFA:cryptographic device for use with KMI clients
capable of performing key management functions ssckey generation, key
distribution, and key redistribution.

Authorization A right or a permission that is granted to a Useother system entit)
to access a system resource for a specific purpose.

Basic UserA Role that enables a Registered User to recaideconsume certain
KMI products and services in addition to those tgdnio Public Users, and including
those services necessary to maintain the prodectsved.

Client Node A device that is capable of interacting with a KRtimary Services
Node via a computer network to obtain needed KMbprcts and services or to
perform KMI operational or administrative managefrfenctions.

ComponentA collection of system resources that form a ptslsor logical part of
the KMI system that (1) has specified functions amerfaces and (2) is treated, by
policies or requirement statements, as existingpeddently of the other parts.

COMSEC Incident Analysis RepoRReport generated by the PRSN on the basis jof a
request from a Controlling Authority that indicatelich products within the
Controlling Authority's purview have been encrypfed a specific ECU (or set of
ECUs). In addition, the report will describe whigtoducts are known to have bee
delivered to a specific ECU via direct interactiovith the PRSN. The COMSEC
Incident Analysis Report will also provide any atuhal tracking and auditing
information that may assist in assessing the daraageciated with loss of control of
the ECU. The COMSEC Incident Analysis Report assfse Controlling Authority
in determining which products (e.g., Short Titleldfditions) may have been
compromised when an ECU is the subject of a COMBieident.

-
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Common Account Datalnformation stored in the EKMS Directory abouKey
Management Entity. Common Account Data includesB<$pecific information
such as identification number, attributes (e.gmiadstrative data, role, restrictions,
etc.), and equipment configurations. This informatis initially identified during the
account registration process and maintained bKME and its EKMS RA as
appropriate.

Credentials: Information supplied by a key recipient (e.g. E@U) that permits a
sender (e.g., the KMI PRSN) to authenticate thgieat and encrypt key uniquely
for that recipient.

Domain A set of KMI Users for which a defined set of ass control attributes may
be added, modified and withdrawn by a specificteelamamed set of KMI Managers.
A KMI User may belong to several domains, assodiatgh access control attributes
conferred by several different KMI Managers.

End Cryptographic Unit (ECUA device, normally a component of a larger system
that provides security services to the larger sysiad, from the viewpoint of a
supporting security infrastructure, is the lowelgntifiable component with which a
management transaction can be conducted.

Enroliment:The KMI process that assigns a KMI User IdentityatKMI Manager
Role.

Event An occurrence within the KMI that causes an evenbrd to be generated.
Event records are generated automatically duringrre operations of all types by
KMI components. When necessary, an event candoeded through the manual
entry of information, such as accounting eventgfoysical items. (Proposed updat
to KMI Glossary definition from T/C/A Study)

Event RecordA set of data corresponding to a traceable co@u@ble occurrence
that is retained within the KMI.

[¢%

Group Identity An User Identity that is registered for a Uset f8e which the KMI
does not maintain a record of the members of thé.eg the KMI does not have
knowledge of the User Persons, or User Devices pilang to the set).

Information Integrity The property that ensures that information haseen
changed, destroyed, or lost in an unauthorizedadantal manner. (This property |s
concerned with the constancy of data values,infaymation content that is encoded
in data, and not with how accurately the inform@atreas recorded or how trustworthy
the information source was.)

Key Loading and Initialization Facility (KLIF)A facility designed to support
registration of User Devices with KMI and ordemeseives, loads any KMI productg
needed to initialize those devices.
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Key Management Infrastructure (KMIAII partsBcomputer hardware, firmware,
software, and other equipment and its documentaf@ailities that house the

equipment and related functions; and companiordsias, policies, procedures, and
doctrinebthat form the system that manages, angsup the ordering and delivery
of cryptographic material and related informatiosogucts and services to users.

Key RecoveryAn intentional, alternate (i.e., secondary) predes learning the
value of a cryptographic key that was previouslkgduw perform a cryptographic
operation. Specifically, @Production of a copy of @scrowed key and delivery of that
key to an authorized requestor®

KMI Aware: An application or device that contains the neagsprotocols and
supports KMI interface specifications.

KMI Management RoteA Role that has privileges that are greater than
privileges of a Basic User and that enable a Usdirect, control, or regulate some
set of KMI system resources.

KMI Manager:A User that directs, controls, or regulates soat@EKMI system
resources.

KMI Operating Account(KOA) A KMI Operating Account is the registeredvk
user associated with an organizational unit. A Kita8 associated ECUs and KMI
Managers, is the KMI corollary to a COMSEC accoani] provides a mechanism
for bridging between the EKMS and KMI implementasoof registration and
privileging.

KMI Token: A User's individual cryptographic device that ¢asrthe User's PKI
private keys and associated public-key certificaagorithms, and related material.

KMI protected channgKPC): A KMI communication channel that provides
information integrity service, either informationgin authentication service or peer
entity authentication service (as is appropriatthéomode of communication), and,
optionally, information confidentiality service.

KMI Role: A User job title within the KMI system that (1)darporates a specific set
of capabilities, (2) can be assigned Privileged, @) can be assigned to Users.

Device Distribution ProfileStructured, formatted information regarding which
ECUs, fill devices, fill groups, and/or the AKPstian an account that are authorized
to receive specific products. Device distributpofiles are generated by KOA
Manager for the products their account received,aaa maintained at the PRSNs.

Operational Compromise Notification MessaBemail message released by a
Controlling Authority in response to a compromisattdescribes how KMI Account
Managers should respond to compromise of a paati¢ti11 product.

Operational Recovery Product Service Reguesiduct Service Request released|by
a Controlling Authority that requests product naseeg to recover from a
compromise.
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Privilege An positively-stated authorization (i.e., a pesaion) that (1) can be
assigned to a Role and (2) enables a User actitigirRole to handle one or more
specific KMI system resources, usually in the farhproducts, services, and
operational and administrative functions and mersmas.

Product Catalagrhe product catalog will include all currentlyaaiable KMI
products. The KMI shall provide, via a common usé&rface, a KMI user tailored
version of that catalog that gives descriptive linfation on cryptographic products
the user is authorized to order and receive.

Product Orderingthe process by which KMI Users request prodisdsyices, and
related information resources from the KMI.

Reqistered UseA User that accesses the KMI by invoking an idgrthat has been
registered in the system.

SponsorA User Identity of a User Person who (1) requésas a new User Identity
be registered for a User Device or a User Set 2ndfficially represents the
Government organization that is accountable foraigke new identity.

Subscription A standing cryptographic product order and actalistribution list
established and maintained in the KMI by the Pro@Rexjuestor. A subscription
prompts the KMI to periodically generate, wrap, @adt key for delivery.

System integrityA security service that protects system companiena verifiable
manner against unauthorized change throughoutlifetime.

Template Compromise Notification Messagemail message composed in advance
of a compromise that describes how KMI Account Mgera should respond to
compromise of a particular KMI product. The tem@l@ompromise Notification
Message is generally modified by a Controlling Aurtty prior to release as an
operational Compromise Notification Message.

Template Recovery Product Service Reguesiduct Service Request composed |in
advance of a compromise that requests product s&get® recover from a
compromise. The template Compromise Recovery Rtdslervice Request is
generally modified by a Controlling Authority pritw release as an operational
Compromise Recovery Product Service Request.

Tracking The KMI function that provides current statusté&te®) information about
products and requests across the system to KM$ uaed events leading to their
current state, based on the user's role and pgege(Proposed update to KMI
Glossary definition from T/C/A study)

TransactionThe sequence of events that transpires fromirtie ¢ryptographic
materials are ordered until they are deliveredhoend user or ECU. (Proposed new
definition from TCA study)

User A KMI system entity that accesses KMI productd aervices.

User SetA set that consists either (1) entirely of hunagers or (2) entirely of
device users.
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Unregistered UseA User that accesses the KMI without invoking giseered
identity.

User AuthenticationA security service that verifies a User Identtgt is claimed
by or for a system entity that attempts to acdesivl.

User Device An automated, client processba specific hardwamé with specific
software running on itbthat is registered to actsakMI User.

User Identity Reqistration Statd User Identity is in the active stafdhe identity is
currently authorized to be used to access the Khherwise, the identity is in the
inactive state

User Identity The collective aspect of a set of attribute val(ie., characteristics)
by which an identity (i.e., a specific individuglitof a KMI User is recognized or
known by the KMI and which is sufficient to distuigh that identity (1) from all
other identities of that same User and also (2pfadl identities of all other

30 Sept. 2005
Version 1.4

Registered Users.

User NumberA KMI-unique value that KMI assigns to a User dhdt is used in
KMI's internal database as an index, label, or shame for associating data
elements pertaining to that User.

User Reqistration Datd he set of attribute values acquired by, andestand

maintained in, the KMI to establish and descrilhg¢sar.

(U) Acronyms
ADP Account Distribution Profile
AKP Advanced Key Processor
BET Bulk Encrypted Transactions
C2 Command and Control
CDD Capability Development Document
CFF Central Facility £ Finksburg
ALC Accounting Legend Code
Cl Capability Increment
CMCS COMSEC Material Control System
CMI Cryptographic Modernization Initiative
Col Community of interest
COMSEC Communications Security
CONAUTH | Controlling Authority
CONOP Concept of Operations
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COR Central Office of Records

COTS Commercial off-the-shelf

CSN Central Services Node

DAO Department/Agency/Organization
DDP Device Distribution Profile

DMD Data Management Device

DN Distinguished Name

DoD Department of Defense

ECU End Cryptographic Unit

FNBDT Future Narrowband Digital Terminal
EKMS Electronic Key Management System
FAQ Frequently Asked Questions

FD Fill Device

FOUO For Official Use Only

GD General Device

GIG Global Information Grid

GPS Global Positioning System

HAIPE High Assurance Internet Protocol Encryptor
HMI Human Machine Interface

I&A Integrity and Authentication

ID Identifier

INE In-line Network Encryptor

I0C Initial Operating Capability

KEK Key Encryption Key

KLIF Key Loading and Initialization Facility
KME Key Management Entity

KMI Key Management Infrastructure
KOA KMI Operating Account

KP Key Processor

KPC KMI Protected Channel

LD Limited Device

LE Local Element

LMD Local Management Device

LT1IRA Local Type 1Registration Authority
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MPMSS Mission Planning/Management/Support Systems

NFP Network-Fill Port

NIPRNET Non-classified Internet Protocol Routingtiherk

NSA National Security Agency

NSTISSI Nationql Security Telecommunications and Informat8ystems Security
Instruction

OME Ordering and Management Enclave

OTNK Over the Network Keying

PC Personal Computer

PDE Product Delivery Enclave

PKI Public Key Infrastructure

PIN Personal Identification Number

POC Product Ordering Catalog

PSTN Public Switched Telephone Network

PRSN Primary Services Node

PSN Product Source Node

RA Registration Authority

RFP Red-Fill Port

RoBAC Role-Based Access Control

RuBAC Rule-Based Access Control

SAASM Selective Availability Anti-Spoof Module

SDRS System Description And Requirements Spedificat

SDS Secure DTD2000 System

SIPRNET Secret Internet Protocol Routing Network

SKL Simple Key Loader

TCP/IP Transmission Control Protocol / Internettcol

TLS Transport Layer Security

U Unclassified

UAS User Application Software

VPN Virtual Private Network

WAN Wide-Area Network

WFP Wrapped-Fill Port

IAD Information Assurance Directorate
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Appendix A EKMS Transactions
(U) A list of supported EKMS transaction includesi is not limited to:
(U) Accounting Transactions

o

(U//FOUOQO) Conversion Report = Used for communicaibetween COR and
client node

(U//FOUO) Destruction Report + Used by client ntaleotify COR of
destruction of product

(U//FOUOQO) Generation Report £ Used by client nadegn centrally
accountable material is generated. Report isteghe COR.

(U//FOUOQ) inventory Report + Used for communicasicietween COR and
client node

(U//FOUOQO) Key Conversion Notice + From Tier 1/Onwtify client node that
seed FIREFLY key has been converted to operatimal

(U//FOUOQO) Possession Report £ Used client nodetiynrCOR of
possession.

(U//FOUOQ) Cancel DistrTrans + Used to cancel asimation. Can be sent
from client node to COR, or between client node B&iidD.

(U//FOUO) relief Accountability Report + Used bC®R to notify a client
node of its relief from accountability for an item.

(U//FOUO) Tracer Notice = Used when the COR dasgeceive receipt of
product. Can be sent from COR to client node,etwben client node and
LMD.

(U//FOUO) Transfer Report Initiating £ Sent fronaleent node to the element
receiving the key, and its COR for centrally-acdaidte material, giving the
details of the shipment.

(U//FOUO) Transfer Report Receipt All + Sent froraliant node to the COR
or between client nodes and LMD to notify receippmduct.

(U//FOUO) Transfer Report Receipt Exception - Semrh a client node to
the COR or between client nodes and LMD to no#dyeipt of product.
(U//FOUO) Transfer Report Receipt Individual - S&ptn a client node to
the COR or between client nodes and LMD to no#dyeipt of product.
(U//FOUO) Inventory Reconciliation Status + A ligtunreconciled items,
sent from the client node to the COR.

(U//FOUOQO) Request Inventory - Sent by a COR to@oant or a parent
account to a subaccount, requesting an invent@uyrte

(U//FOUOQ) Issue Report Initiating - Sent from agrgraccount to an
automated subaccount when issuing material.

(U//FOUO) Issue Report Receipt All £ Sent from atoaated subaccount to
a parent account to receipt for issued key.

(U//FOUOQ) Issue Report Receipt Exception = Semhfem automated
subaccount to a parent account to receipt for ckeg.
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(V) Distribution Transactions

o (U//FOUO) Bulk Encrypted TransBody - Used to sendtiple encrypted
keys

o (U//[FOUO) Key Distribution - Used to send a singterypted key

(U) Nonstandard Messages

o (U//FOUOQO) FreeForm Text = Free form text betweervVEXelement and
client node, usually in the form of an email.

o (U//FOUO) Response Trans £ The translator must@tipiis transaction for
communication between EKMS elements and KMI clierdes.

(V) Detailed information on EKMS transactions canfbund in the Volume 1 of the
Cl-2 SDRS.
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